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FOREWORD

One of the highest priorities within the Office of the
Inspector General, DoD, is to promote the effective use of
DoD audit resources. Cooperation and coordination among and
between the various DoD oversight activities are necessary in
achieving our goals to eliminate duplication of review effort
and to increase sharing of techniques and results. The
uniformity of audit policy and certain operating procedures
ensures common understanding of our audit missions and provides
the framework to ensure effective accomplishment of internal
audits in the Department of Defense.

The purpose of the Manual is to establish uniform policies
and procedures to be followed in conducting internal audits
of DoD operations, systems, programs, and functions. It is
designed to assist DoD auditors and internal audit, internal
review, and nonappropriated fund audit organizations in
complying with the auditing standards, policies, and procedures
promulgated by the Congress, Comptroller General of the United
States, Office of Management and Budget, President’s Council on
Integrity and Efficiency, and the Department of Defense.

This Manual is reissued under the authority of DoD
Directive 7600.7, “DoD Internal Audit Standards, Policies, and
Procedures,” October 31, 1983. It replaces the June 1986
version of the DoD Internal Audit Manual, as changed. The
earlier edition of the Manual has been a significant tool in
improving the way we conduct audits and manage an audit staff.
The Manual will continue to be the criteria against which to
measure audit performance and compliance with applicable
auditing standards.

The Manual sections are effective when published unless
otherwise noted. The provisions herein are applicable to
the internal audit organizations within the Office of the
Secretary of Defense (OSD); the Military Departments; the
Chairman, Joint Chiefs of Staff (Joint Staff); the Unified
and Specified Commands; and the Defense Agencies (hereafter
referred to collectively as “DoD Components”) .
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Guidance contained in interim audit policy memoranda
issued by this office will be incorporated in the Manual in
succeeding revisions. Please forward recommended changes to
the Manual to:

Office of the Assistant Inspector General
for Audit Policy and Oversight, OIG, DoD

400 Army Navy Drive, Room 1076
Arlington, VA 22202-2884

The DoD Components may obtain copies of this Manual through
their own publication channels. Other Federal Agencies and the
public may obtain copies from the U.S. Department of Commerce,
National Technical Information Service, 5285 Port Royal Road,
Springfield, Virginia 22161.

Jzi22dd--a’(k
Susan J.

?(
Crawford .!

Inspector General ‘

ii



D O D  7600.7+4

●

Q

Foreword

Table of Contents

References

Figures

Tables

CHAPTER 1. GENERAL

DOD INTERNAL AUDIT MANUAL

Table of Contents

SWtion A. Purpse
Section B. Applicability
Section C. Background
Section D. Effective Date
Section E. Objective
Section F. Reporting Provisions

CHAPTER 2. DOD HNI’ERNAL AUDITING S’INWUUE

Section A. Purpose
Section B. Applicability
Section C. Background
Section D. DcD Auditing Standards

CHAP’I!ER  3. AUDIT CONCEPTS

Section A. Purpose
Section B. Applicability
Section C. General
Section D. Policy
Section E. Mission-Oriented Audits
Section F. Audit-By-Objectives Approach
Section G. Functional Area Ex~rts

CHAP’I!ER  4. ACHIEVING AND MAIINIAINING PIK)ETSSION?W
PIU3J?ICIElWY

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.

Purpose
Applicability
Policy
Standards
Responsibilities
Training Management Control System
Qualifications
Audit Staff Structure

Paqe

i

. . .
111

x

xiv

xiv

1-1

1-1

1-1

1-1

1-2
1-2

2 - 1
2 - 1
2 - 1
2-2

3-1
3-1
3-1
3-2
3-2
3-3
3-4

4-1
4-1
4-1
4-1
4-2
4-2
4-6
4-7

iii



CHAPTER 5. PLANNING

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Section 1.

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Sect ion 1.
Section J.
Section K.

PART I - General

Pm II - Inventory of Aulitable Entities

Purpse
Applicability
Background
Policy
Standards
Adit Planning Concepts
Establishing the Inventory
Coordinating with Internal Review Activities
Annual Review of Inventory

PAKC III - Annual Au3it Plan

Purpose
Applicability
Policy
Standards
Guidance on lhumal Planning Process
Annual Call for Au3it Plan
Obtaining Suggestions for Atiits
Developing a Tentative Au3it Plan
Issuing the Final Approved Plan
Discussing the Plan
Updating the Plan

CHAPTER 6. COORDINATING AUDIT ACIVYITIES

Section A. Purpose
Section B. Applicability
Section C. D@ Internal A~iting Standards
Section D. Policy
Section E. Responsibilities
Section F. Resolution of Potential Conflicts
Section G. Coordination Procedures and Practices
Section H. Relationships with Management
Section 1. Internal Audit Relationships with IX2AA
Sect ion J. Coordinating Atiit Information with the GAO
Section K. Liaison with Other Review Groups
Section L. Sharing Techniques and Programs
Section M. Training Cooperation

CHAPTER 7. TYPES OF AUDITS

Section A. Purpose
Section B. Applicability
Section C. Standards and Policies
Section D. Classification of Audits
Section E. Types Established in the Government Auditing Standards
Section F. Number of DcD Ccrqmnents Included in the A~it

5-1

5-2

5-2
5-2
5-2
5-2
5-3
5-3
5-3
5-6
5-6

5-7

5-7
5-7
5-7
5-8
5-8
5-1o
5-1o
5-11
5-12
5-12
5-12

6-1
6 - 1
6-1
6-1
6-2
6-4
6-5
6-6
6-6
6-7
6-7
6-8
6-8

7-1
7-1
7-1
7-1
7-2
7-3

iv



Section G. Basic Requirements for the Audit
Section H. Number of Locations
Section 1. Type of Entity
Section J. Source of Audit Resources
Section K. Type of Funds
Section L. Ievel of Effort Dedicated to Followup

CHAPTER 8. PERFOIWM AUDIIS

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Section 1.
Section J.
Section K.
Section L.
Section M.

Purpose
Applicability
Standards and Policies
Planning Phase
Survey Phase
Verif icatio@ield Work Phase
Reporting Phase
Audit-By-Objectives
Supervision
lwcess to Records
Relations with Management
Internal Controls
Measuring Potential Benefits fran Audit

CHAPTER 9. AUDITING COMPUTER-BASED SYSTEMS

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.

Section H.
Section 1.
Section J.
Section K.

Section L.

Section M.

Purpxse
Applicability
Definitions
Background
Policy
Related A@iting Standards
Review of General and Application Controls in
Canputer+ased Systems

l%wiew of Canputer-Based System Design and Development
Review of Cattputer Security
Canputer Audit Universe
Assessing the Reliability of Canputer-Processed

Ihforniition
Canputer Audit Qualifications, Training and
Certification

AIP Audit Organization

CHAPTER 10. AUDIT REQUI~ ~TED BY SOUFCES EXTERNAL
133PARIMENT CE’ DEFE~E

PARI’I - Introduction

PAKl! II - Internal Control Systems

Section A. Purpose
Section B. Applicability
Section C. Definitions
Section D. Policy
Section E. Background

7-3
7-4
7-4
7-5
7-5
7-5

8-1
8-1
8-1
8-2
8-4
8-5
8-7
8-7
8-7
8-8
8-9
8-9
8-10

9-1
9-1
9-1
9-2
9-2
9-3

9-3
9-4
9-4
9-5

9-6

9-7
9-8

To

1o-1

10-2

10-2
10-2
10-2
10-4
10-5

v



Section F. Audit Coverage and Assistance
Section G. Internal Review and Nonappropr iated Fund Au3it

Organizations
Section H. Reporting Requirements

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Section 1.

Pm III - Accounting Systems

Purpse
Applicability
Policy
Background
Accounting Systems Canpl iance Report ing Process
Requested and Self-Initiated Au3its
Technical Assistance
Training
Reprting Requirements

CHAPTER 11. ADVANCED AUDIT TECHNIQUES

PAIU’I - Intmduction

PAKr 11 - Statistical Sampling

Section A.
Sect ion B.
Sect ion C.
Section D.
Section E.
Section F.
Section G.
Section H.
Section 1.
Section J.
Section K.
Section L.
Section M.
Section N.

Purpose
Terminology
Applicability
Policy
Auditing Standards
Sampling Concepts
Developing a Sampling Plan
Determining the Universe
Determining the Sample Size
Examining the Sample
Evaluating Sanpling Results
Working Paper Documentation
Projecting Monetary Benefits
Using Autanated Data Processing Sampling Techniques

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Secti,on 1.
Sect ion J.
Section K.
Section L.

Pm I I I - Ccanputer-Assisted Au3its

Purpse
Applicability
Background
Policy
Standards
Front-End Planning
Data Entry
Data Management
Data Verification
Software Controls
Quality Assurance
Dommentation of Audit Processes and Results

10-6

10-8
10-8

1o-1o

1o-1o
1o-1o
1o-1o
1o-1o
10-11
1o-12
10-13
10-13
10-14

11-1

11-2

11-2
11-2
11-3
11-3
11-4
11-4
11-6
11-7
11-7
U-8
11-9
11-9
11-10
11-10

11-12

11-12
11-12
11-12
11-13
11-14
11-14
11-15
11-16
11-17
11-18
11-20
11-21

v i



PARI’Iv- Use of Technical Experts 11-23

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Section 1.

Purpose
Applicability
Standards and Policies
Definition of Technical Expert
Determining Need for Technical Experts
Soures of Technical E~rts
Selecting the Right Exprt for the Job
Managing the Technical Expert Program
Reporting Results

CHAPTER 12. REPORI’ING AUDIT RIMIL’IS
r,

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Section 1.
Section J.

Purpose
Background
Applicability
Standards and Policies
Form
Distribution
Timeliness
Contents
Report Presentation
Report Format

CHAP!CER 13. MANAGING INTERNAL AUDIT CPE~TIONS

Section A. Purpose
Section B. Applicability
Section C. Standards and Policies
Section D. Organization
Section E. Policies and Procedures
Section F. Planning
Section G. Internal Audit Organization Qualifications

CHAPTER 14. QUALITY ASSUIWNCE PROGRAMS

Section A. Purp3se
Section B. Applicability
Section C. Related Government Auditing Standards
Section D. Policy
Section E. Supervision

& Section F. Internal Quality Control Reviews
Section G. External Quality Control Reviews

CHAPTER 15. PREVENTING, DETECTIIW, AND REPOKI!ING FRAUD ANDe
ILLEGAL ACIS

Section A. Purpse
Section B. Applicability
Section C. Definitions
Section D. Policy
Section E. Frau5 Indicators and Characteristics

11-23
11-23
U-23
11-23
U-24
U-24
11-25
U-25
11-26

12-1
12-1
12-1
12-1
12-1
12-2
12-2
12-3
12-9
12-10

13-1
13-1
13-1
13-2
13-3
13-4
13-4

14-1
14-1
14-1
14-1
14-2
14-4
14-6

15-1
15-1
15-1
15-2
15-3

vii



Section F. Prevention and Detection
Section G. Reporting
Section H. Training
Section 1. DoD Hotline
Section J. Relations with DoD Criminal Investigative Organizations
Section K. Additional Guidance

CHAPTER 16. REFOKI!ING AUDIT TIME

Section A. Purpose
Section B. Applicability
Section C. Policy
Section D. Time Reporting Distribution
Section E. Reporting Provisions
Section F. Audit-Type Classifications

CHAPTER 17. COD Il?l!ERN%L AUDIT POLICY WISORY GROUP

Section A. Purpse
Section B. Applicability
Section C. Policy
Section D. Advisory Group Membership
Section E. Advisory Group
Section F. Meetings

CHAPTER 18. FKX?KING PAPER

Section A. Purpose
Section B. Applicability
Section C. Definition
Section D. Policy
Section E. Standards
Section F. Evidence

Responsibilities

Section G. Planning and Uniformity
Section H. Arrangement of W@king Papers
Section 1. Principles of Documentation
Section J. Working Paper Summaries
Section K. Indexing
Section L. Cro6s-Ref erencing
Section M. Working Paper Reviews
Section N. Retaining and Safeguarding Working Paper Files

CHAPTER 19. DO13-WIIE AUDIT PROCESS

Section A. Purpose
Section B. Applicability
Section C. Definitions
Section D. Policy
Section E. Background
Section F. Selection of DoD-Wide Audits
Section G. D@-Wide Audit Performance
Section H. Followup and Resolution

15-4
15-6
15-6
15-7
15-7
15-8

16-1
16-1
16-1
16-2
16-3
16-3

17-1
17-1
17-1
17-1
17-2
17-2

18-1
18-1
18-1
18-1
18-2
18-2
18-3
18-4
18-5
18-6
18-6
18-7
18-7
18-8

19-1
19-1
19-1
19-1
19-2
19-2
19-4
19-9

viii



CXAPTER 20. -IGHT CW’ NON-FEDERAL AUDIT SERVICES

Section A.
Section B.
Section C.
Section D.
Section E.
Section F.
Section G.
Section H.
Section 1.
Section J.

Purpose
Applicability
Background
Policy
Responsibilities
Review of Requests-for Contract
Monitoring Performance
Performing Pre-Acceptance Reviews
Referrals
Quality Assurance

20-1
20-1
20-1
20-2
20-2
20-3
20-4
20-4
20-5
20-6

ix



DoD 7600.7-M

(a)

(b)

r.

(c)

(d)

(e)

(f)

(9)

(h)

(i)

(j)

(k)

(1)

(m)

(n)

.

(o)

(P)

(q)

Title 5, United States Code, Appmdix 3 (Public Law 95-452, “Inspector
General Act of 1978,” as amended, October 12, 1978)

Office of Management and Budget Circular No. A-73, “Atiit of Federal
Operations and Programs,” June 20, 1983

Cauptroller General of the United States Pamphlet, “Government Auditing
Standards,” July 1988

DoD Directive 7600.7, “D@ Internal Adit Standards, Policies, and
Procedures,” October 31, 1983

Institute of Internal Auditors Pamphlet, “Standards for the Professional
Practice of Internal Auditing, ” 1978

President’s Council on Integrity and Efficiency Pamphlet, “Quality Standards
for Federal Off ices of Inspector General., ” January 25, 1984

Title 31,
Audit Act

Office of

United States Code, Sections 7501-7507 (Public Law 98-502, “Single
of 1984 ,“ October 19, 1984)

Manacyaent and Budget Circular No. A-128, “Aulits of State and
Local Governments, ” April 12 ~ 1985

Off ice of Management and Budget Circular No. A-133, “Atiits of Institutions
of Higher Education and Other Nonprofit Institutions, ” March 8, 1990

DoD Directive 7750.5,
August 7, 1986

DcD Directive 7600.2,

“Management and Control of Information Requirements, ”

“Aulit Policies, ” January 26, 1990

President’s Council on Integrity and Efficiency Guide, “Training Program
Guide for Government Atiit Activities, ” March 1986

D@ 1400. 25-M, ‘DoD Civilian Persomel Man@ l,” July 1978, authorized by
Directive 1400.25, January 24, 1978

Inspector General, Department of Ef ense, Contract Audit Policy Memorandum
No. 1, “Relationships Between Contract and Internal Audit Organizations, ”
~r 1, 1983

Inspector General, Department of Defense Directory (IGDD 7000.1) , “Directory
of Internal Audit Programs, ” June 1989

DoD Directive 7650.3, “Followup on General Accounting Office, DoD Inspector
General, Internal Audit, and Internal Review Reports, ” September 5, 1989

DoD Directive 7600.9, “Contracting for Adit Services, ” May 8, 1985

x



(r)

(s)

(t)

(u)

(v)

(w)

(x)

(Y)

(z)

(aa)

(bb)

(cc)

(old)

(ee)

(ff)

(99)

(hh)

REFERENCES (continued)

DoD Instruction 7050.3, “Access to Records and Information by the Inspector
General, Department of Defense, ” November 9, 1984

DoD Instruction 7750.6, “Information Requirements for
Congress, ” April 22, 1987

Canptroller General of the United States Audit Guide,
Controls in Canputer-Based Systems, ” June 1981

Off ice of Management and Budget Circular No. A-130,
Information Resources, ” December 12, 1986

Off ice of Management and Budget Circular No. A-123,
Systems, ” revised August 4, 1986

Semiannual Report to

“Evaluating Internal

“Management of Federal

“Internal Control

General Accounting Off ice Audit Guide, “Assessing Reliability of Canputer
output , n June 1981

Public Law 89-306, “Autanatic Data Processing ~ipnent, ” October 30, 1985

DoD Directive 7920.1, “Life Cycle Management of Autanated Information
systems , “ June 20, 1988

DoD Instruction 7920.2, “Autanated Information Systems (AIS) Life-cycle
Management Review and Approval Procedures, ” March 7, 1990

Comptroller General of the United States Audit Guide, “Assessing
Reliability of Canputer Output, ” June 1981

Public Law 97-255, “Federal Managers’ Financial Integrity Act of 1982, ”
September 8, 1982

DoD Directive 5010.38, “Internal Management Control Program,” April 14,
1987

Off ice of Management and Budget Pamphlet, “Guidelines for the Evaluation
and Improvement of and Reporting on Internal Control Systems in the Federal
Government, ” December 1982

Off ice of Management and Budget Circular No. A-76 (Revised) , “Performance
of Commercial Activities, ” August 4, 1983

Off ice of Management and Budget Circular No. A-127, “Financial. Management
systems , “ Dec&r 19, 1984 -

Comptroller General of the United States Pamphlet,
Controls in the Federal Government, ” June 1, 1983

Off ice of Management and Budget Circular No. A-n,
Submission of B@get Estimates, ” June 1989

“Standards for Internal

“Preparation and

.

.

x i



REFERENCES (continued)

(ii) DoD Directive 7045.16, “Financial Management Systems, ” March 28, 1985

(j j ) DoD 7220.9-M, “Department of Defense Accounting 14anual,” October 1983,
authorized by DoD Instruction 7220.9, October 22, 1981

(kk) Office of Managment and Budget, “Guidelines for Evaluating Financial
Management@counting  Systems-, ” May 1985

(11) General Accounting Office Manual, “Policy and Procedures llanual for
Guidance of Federal Agencies, ” November 14, 1984

(IMU) Office of Management and Budget Pamphlet, “Financial Management and
Accounting Objectives, ” March 1985

(nn) DoD Directive 4205.2, “D@ Contracted Advisory and Assistance Services
(CAAS) ,“ January 27, 1986

(00) Title 31, United States Code (Public Law 97-258, “Anti-Deficiency Act, ”
September 13, 1982)

(pP) *rim Institute of Certified Public Accountants Booklet, “Codification
of Statements on Auditing Standards, ” 1989

(w) Executive order 12552, “Productivity Improvement in the Federal
@vernment, ” February 25, 1986

(rr) Contract Awlit, Internal Audit, and Criminal Investigations Joint Policy
Memorarxium No. 2, “Coordination by Audit and Investigative Organizations in
Cases Involving Allegations of Frati, ” April 24, 1987

(ss) DoD Instruction 5505.2, “Criminal Investigations of Fraud Offenses ,“
November 6, 1987

(tt) D@ Directive 7050.1, “Defense Hotline Program,” March 20, 1987

(UU) General Accounting Office Pamphlet, “Assessing Cmpliance with Applicable
Laws and Regulations, n December 1989

(w) DoD Inspector General Hand&ok, IGDH 7600.2, “Role of tbe Contract AWitor
in Criminal Investigations, ” January 1989

(w) DoD Directive 5106.1, “Inspector General. of the Department of Defense, ”
March 14, 1983

(xx) D@ Instruction 7600.6, “Audit of Nonappropriated Fund Instrumentalities
and Related Activities, ” April 16, 1987

(YY) Federal. Acquisition Regulation, April 1, 1984, as amended

(ZZ) DoD Supplement to the Federal Acquisition Regulation, 1988 Edition

xii



REFERENCES (continued)

(aaa) Defense Contract Audit Agency Manual (~ 7640.1), “-tract Audit
Manual , “ January 1990

(bbb) DcD Directive 5400.11, “Department of Defense Privacy Program, ”
June 9, 1982

(ccc) Memorandum of Understanding Between the Organization of the Joint Chiefs
of Staff and the Inspctor General, DoD, “To Establish Procedures for
Processing Requests for JCS Papers/Planning Information, ” March 10, 1986

.

.

xiii



DOD 7600.7+4

1o-1

10-2

Number

16-1

16-2

16-3

16-4

16-5

FICXIRES

Title

Sample Format of Audit Statement to D@ Cunponent on
Adequacy of Management’s Internal Control System
Evaluation

Sample Format of Audit Report to DoD Cunponent on its
Process for Evaluating and Reporting on Accounting
Systems Canpliance

TABLES

Title

Format for Schedule A—Appl ication of Total. Time
Available for the Fiscal Year Ended September 30, 19—

Format for Schedule B—Direct A@it Time Analysis for
the Fiscal Year Ended September 30, 19—

List of Functional Areas for Direct AWit Time Reporting

Atiit “Type” Codes, Titles, and Descriptions

Schedule A--Application of Total Time

Paqe

10-15

10-16

Paqe

16-4

16-5

16-6

16-19

16-21

x i v



DCD 7600.7+!

COAPTERl

@

A. PURPCSE

This Manual provides general guidance on the standards aml policies to be
followed by DoD internal auditors in the performance of their audit mission, and
prescribes procedures, where applicable, to ensure uniformity of implementation.

B. APPLICABILITY

1. This Manual applies to all DoD internal audit and internal review
organizations, including nonappropriated f@ audit organizations (hereafter
referred to collectively as “internal audit organizations” ).

2. Provisions of certain chapters of this 14anual do not apply to internal.
review and nonappropriated fund audit organizations. Each chapter will indicate
the applimbility of the provisions of that chapter to the specific audit
organizations.

c. RACKGR3JND

1. The Inspector General Act of 1978, as ameded, (reference (a)) and the
Off ice of Manageinent and Btiget (@El) Circular A-73 (reference (b)) require the
Inspector General, lkpar~nt of Defense (IG, D@), to provide plicy direction
for audits of the programs and operations of the Department of Defense. In
carrying out these policy formulation responsibilities, the IG, DoD, also is
required to ensure that H audits canply with standards established by the
Canptroller General. of the United States (reference (c)).

2. DoD Directive 7600.7 (reference (d)) authorizes the IG, DoD, to (a)
develop uniform standards, policies, and procedures to improve the efficiency and
ef f activeness of DOD internal atiit activities, and (b) provide a mnsistent basis
for measuring the quality ad ef festiveness of internal atiit operations. As part
of these functions, the IG, W, is responsible for developing, publishing, and
maintaining a DoD Internal Audit Manual setting forth the uniform standards ~
policies, and procedures. In ddition, the Directive requires the DoD internal
audit organizations to develop detailed procedures to implement the Internal Audit
Manual .

D. EFFECI!IVE DATE

1. Unless a specific implementation date is prescribed, objectives are to be
met fully and mandatory provisions implemented fully within 1 year of final
publication. Additions to this h@mal may, at tines, require major changes in the
existing policies * procedures of the DoD internal audit organizations. In such
cases, the individual organizations will ke allmmd sufficient time to make
appropriate revisions in their implementing guidance.

2. AU deviations f ran the standards in the Manual must be approved by the
Assistant Inspector General for Audit Policy and Oversight, Off ice of the
Inspector General, Department of Defense (AIG-APO, OIG, D@) .

1-1



E. C&lEK?TIVE

The objective of the DoD Internal Audit Manual is to provide guidance that
will help ensure that quality audit service is provided syst-tically to all D@
organizations, programs, activities, and functions. Normally, the audit policies
associated with each chapter are stated near the beginning, followed by suggested
procedures. When specific procedures are not prescribed, the D@ internal audit
organizations are allowed to use alternative prmedures so long as the basic audit
policy objectives are met. However, when. a high degree of uniformity is needed,
mandatory procedures will be prescribed specifically; @ altermte procedures may
not be used without advance approval by the AIG-APO, OIG, D@.

F. REPORTING PWISIONS

Attention is directed to the requirement in Chapter 16, subsection C. 3, of
this Manual for internal audit organizations to sutmit annually to the IG, DcD,
a report of their expetiiture and distribution of audit time for the preceding
fiscal year. The report must be forwarded by November 15th each year.

1-2
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DOD INTEIWL AUDITING SWMDM?DS

A. PURPOBE

l?he puqmse of this chapter is to prescribe the
be followed by 13dl internal audit organizations and
performance of auditim activities. Other chapters
%ndards herein and p~escribe
audit responsibilities imposd

B. APPLICABILITY

applicable poliGies
by these standards.

auditing standards that shall
auditors in the management and
of the Manual. expand upon the
and guidance for &rrying out

The movisions of this charter are mandatorv for all D@ internal a@it and
internal” review organizations ,’ including mnapp~opriated fund atiit organizations
(hereafter referred to collectively as “internal atiit organizations”).

c. mcKGmmD

1. The level of acceptance and confidence in atiit mrk by inanagement and
external bodies is largely dependent upon the quality and reliability of such
work. Properly develqed standards provide criteria by which the quality and
efficiency of an audit organization may be evaluated and measured. The existence
and use of standards by adit organizations distinguish these organizations f ran
other D@ review and oversight activities. The Inspector General Act of 1978,
as amended (reference (a)) , requires all DoD internal adit organizations to
adhere to auditing standards issued by the Canptroller General of the United
States (reference (c) ). These standards relate to the scope and qmlity of audit
efforts and to the characteristics of professional and meaningful audit reports.
The statements on auditing standards and other pronouncements issued by the
American Institute of Certified Public Accountants (AICPA) are incorporated into
reference (a) unless s~cif ically excluded by a formal announcement f ran the
General Accounting Off ice (GM).

2. The Institute of Internal Au3itors (HA) and the President’s Council
on Integrity and Efficiency (PCIE) also have pranulgated standards (references
(e) and (f) ) ap@icable to audit activities. The IIA and PCIE standards are
_tible with those issued by the Canptroller ~neral of the United States
(reference (c) ). While reference (c) deals primarily with the performance of
individual audit projects, references (e) @ (f) provide guidelines for the
management of koth audit projects and audit organizations.

3. Off ice of Management and Budget (OM3) Circular A-73 (reference (b)) also
provides guidance applicable to DOD internal audit organizations. Reference (b)
concentrates on the areas of organization and staffing of alxlit activities,
determination of audit priorities, formulation of audit plans, ard coordination
of audit work.

4. The Single Au3it Act of 1984 (31 U.S .C. 7501-7507) (reference (g)); W
Circulars A-128 (reference (h) ) , and A-133 (reference (i); and the AICPA have set
forth standards for audits of state and local governments, institutions of higher
education, hospitals, and other nonprofit organizations receiving Federal funds.
These standards should be ~nsiderti by the cognizant D@ internal audit element
when monitoring or reviewing the audits conducted under provisions of this Act.
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D. DOD AUDITING STANDMUX

The auditing standards to be followed by DoD
auditors are a canpilation of auditing standards
General, IIA and PCIE (references (b), (c), (e),

internal audit organizations and
issued by the (M3, Canptroller
and (f) . The DcD atiitinq

standards are Canpri- of 7 gener~- st&&&- (Nos. ioo, 200, etc. ) and 3G
specific standards, as follow: (An overview of the auditing standards is
contained in the enclosure to this chapter. )

100 INDEPENDENCE - The internal atiit organization and the itiividual auditors
must be free f ran personal, external, or organizational impairments and
consistently shall maintain an imlependent attitde and appearance.

110 Personal Impsirments - In sane circumstances, auditors cannot be
impartial because of their views or personal situation. While these
impairments apply to individual atiitors, they also may apply to the
internal audit organization. These circumstances include, but are not
limited to, the follming:

1.

2.

3.

4.

5.

6.

7.

Off icial, professional, personal, or financial relationships, or
conflicts of interest that may cause the auditor to limit the extent
of the iqiry, to limit disclosure, or to weaken atiit findings in
any way .

Preconceived ideas about itiividuals, groups, organizations, or
objectives of a particular program that multi bias the audit.

Previous involvement in a decisiommaking or management capacity
that would affect current operations of the entity or program being
atiited.

Biases, including those indmed by political or social convictions,
that result f ran employment in, or loyalty to, a particular group,
organization, or level of Government.

Subsequent performance of an alxlit by the same individual who, for
example, previously had approved invoices, payrolls, claims, and
other proposed payments.

Subsequent performance of an atiit by the same individual who
maintained the off icial accounting records.

Direct or substantial indirect financial interests in the aulited
entity or progran.

120 External Impsirments - Factors external to the internal atiit
organization can restrict the atiit or interfere with the auditor’s
ability to form independent and objective opinions and amclusions.
When external factors such as those listed below are or appear to be
evident, an adit may be affected adversely and the auditor may not
have canplete f r~an to make an independent and objective j@ment:

1. Undue interference in the recruibnent,  assignment, and pranotion of
audit personnel.
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2. Ufiue restrictions on funds or other resources dedicated to the
internal audit organization that could prevent the auditors f run
performing essential. work.

3. Authority to overrule or to unduly influence the auditor’s jdgment
as to selection of what is to be audited, determination of the smpe
and timing of work or ~roach to be used, content of any resulting
report, or resolution of aulit findings.

4. Influences that jeopardize the auditor’s mntinued employment for
reasons other than ccfupetency  or the need for audit services.

5. Perceptions about the aditor or the auditor’s situation that might
lead others to question the atiitor’s independence.

6. Interference with access to all records, reports, audits, reviews,
documents, papers, reccmendations,  or other material needed to
carry out the atiit or denial of ~rtunity to obtain explanations
f ran officials ad EW@oyees.

7. Political pressures that affect the selection of areas for audit,
the performance of those atiits, ad the reporting of conclusions
objectively without fear of censure.

130 Scope Impairments - When factors external to the internal atiit
organization and the auditor restrict the atiit or interfere with the
auditor’s ability to form objective opinions and conclusions, the
auditor shall attempt to renrwe the limitation, or failing that,
appropriately qualify the resulting atiit report.

140 Orqanizational. Placement - The D@ central internal audit organizations
shall report to the heads of their Components. Other audit organiza-
tions shall report to the head or deputy head of a ccumand or activity
and shall be organizationally located outside the staff or line manage-
ment function of the activities or functions under atiit. However,
placement of installation-level internal review staffs under the Chief
of Staff is acceptable provided that independence is not ccxnpranised  and
the auditors have access, if needed, to the bead/deputy head of the
activity.

150 Objectivity - Au3itors shall be objective in performing aulits.

1. Objectivity is an independent mental attitude which auditors shall
maintain in performing audits. Auditors are not to subordinate
their jtigment on adit matters to that of others.

2. The auditor’s objectivity is not adversely affected when the atiitor
remmends standards of control for syst~ or reviews procedures
before they are implemented. Hwever, designing, installing, and
operating systems are not audit functions. Nor is the drafting of
procedures for systems an audit function. Performing such
activities is presumed to impair audit objectivity.
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200 PROFESSIONAL PR2J?ICIENCY - Professional proficiency is the responsibility
of the internal audit organization and each auditor. The internal audit
organization shall assign to each atiit those persons who collectively
possess the necessary knowledge, skills, and disciplines to conduct the
audit properly.

210 Due Professional Care - Due professional care is to be used in
conducting the audit and in preparing the related reports.

1.

2.

3.

4.

5.

The internal audit organization and the auditor are responsible
for employing professional standards in auditing government
organizations, programs, activities, and functions.

Due professional care calls for the application of the care and
skill expected of a reasonably prudent and ccmptent auditor in the
same or similar circumstances. Professional care should, therefore,
& appropriate to the canplexities  of the audit being performed.
In exercising due professional care, auditors shall be alert to
the possibility of intentional wrongdoing, errors and omissions,
inefficiency, waste, inef f activeness, and conflicts of interest.
They also shall be alert to those conditions and activities where
irregularities are most likely to cccur. In addition, they shall
identify inadequate controls and recamnend improvements to pranote
~liance with acceptable procedures and practices.

Due care implies reasonable care and com@ence, not infallibility
or extraordinary performance. Due care requires the auditor to
conduct examinations and verification to a reasonable extent, but
does not require detailed audits of all transactions. Accordingly,
the auditor cannot give absolute assurance that noncompliance or
irregularities do not exist. Nevertheless, the possibility of
material irregularities or noncompliance shall be considered
whenever the auditor undertakes an auditing assignment.

When an atiitor suspects fraud or other illegal acts, the
a~ropriate DoD criminal investigative organization shall be
informed.

Exercising due professional care means using good judgment in
choosing tests ail procedures and in preparing reports. To this
end, the aditor shall consider the following:

a.

b.

c.

d.

e.

Extent of audit work needed to achieve audit objectives.

Relative materiality or significance of matters to which audit
procedures are applied.

Adequacy and ef f activeness of internal controls.

Cost of auditing in relation to potential benefits.

Mjusbnent of scow as deemed necessary to comply with reporting
timeframes that must be met.
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220

230

240

Auditor Qualifications - Auditors shall pssess the knowledge, skills,
and disciplines essential to the performance of audits. Each auditor
shall pssess certain kncwledge and skills as follows:

1.

2.

3.

4.

5.

6.

7.

8.

Proficiency in applying internal auditing standards, procedures, and
techniques is required in performing atiits. Proficiency means *
ability to apply knowledge to situations likely to be encountered
and to deal with them without extensive recourse to technical
research and assistance. -

Proficiency in accounting principles and techniques is required for
auditors who work extensively with financial records and reports.

An understanding of management principles is required to recognize
and evaluate the materiality and significance of deviations fran
good business practices. M understanding means the ability to
apply broad knowledge to situations likely to be encountered, to
recognize significant deviations, and to b able to carry out the
research necessary to arrive at reasonable solutions.

An appreciation is required of the fundamentals of such subjects as
accounting, econcmics, quantitative methods, and canputerized
information systems.

A knowledge of directives and other issuances f ran GAO, 0M3, D@,
the Congress, or other authoritative bodies.

A working familiarity with the organizations, programs, activities,
and f unct ions of each major DCD Ccmpnent subject to audit, in
sufficient depth to knowledgeably assess that Canponent’s mission
accanplislxnent and to identify problems to the degree required for a
particular task or set of duties.

A knowledge of Government policies, requirements, and guidelines
related to a particular task.

Managerial skills for supervisors and team leaders.

Human Relations and Ccxnmunications - Auditors shall be skilled in
dealing with people and in ccmmmnicating effectively.

1. Auditors shall understand human relations and maintain satisfactory
relationships with auditees.

2. Auditors shall te skilled in oral and written cannunications so
that they can convey clearly and effectively such matters as audit
objectives, evaluations, conclusions, and recanmendations.

Continuing Education - Au3itors shall maintain their technical
ccqetence through continuing education. Auditors are responsible for
cent inuing their education to maintain their proficiency. They should
keep informed about improvements and current developments in auditing
standards, procedures, and techniques. Continuing education may be
obtained through membership and participation in professional societies;
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attendance at seminars, college courses, and Federal and i~house
training programs; and participation in research projects. (See
Chapter 4, “Achieving and Maintaining Professional Proficiency, ” for
detailed guidance. )

250 Canpliance with Starx3ards of Conduct - Auditors shall cunply with
professional staXM3ards of conduct. Atiitors shall maintain high
standards of honesty, objectivity, diligence, and integrity in the
performance of their mrk.

300 SC@E C@ AUDIT W3RK - The scope of each financial atiit shall incl~e an
evaluation of the akquacy and ef f activeness of the organization’s internal
control system (i.e., policies and procedures) , and of the quality of
performance in carrying out assigned responsibilities. For performance
audits, an assessment s W be made of applicable internal cxmtrols when
necessary to satisfy the atiit objectives.

310

320

330

Reliability and Inteqrity of Information - Atiitors shall review the
reliability and integrity of financial operating information and the
means used to identify, measure, classify, and report such information.
Information system provide data for decisioxmuaking, control, and
canpliance with external requirements. Therefore, auditors shall
examine information systems and, as appropriate, ascertain whether:

1. Financial and operating records and reports contain accurate,
reliable, timely, caqplete, ad useful information.

2. Controls over recordkeeping and reporting are adequate and
effective.

Ccm@iance with Policies, Plans, Procedures, Laws, and Requlations -
Atiitors shall review the svstems established to ensure ccxnuliance with
those policies, plans, pro&dures, laws, and regulations &t could have
a significant impact on operations and reports, and should determine
whether the organizatim is in compliance.

1.

2.

Management is responsible for establishing the systems designed
to ensure caupliance with such requirements as policies, plans,
procedures, and applicable law and regulations. Auditors are
responsible for determining whether the systms are adequate and
effective and whether the activities audited are ccmplying with the
appropriate requirements.

When corihctinq financial adits, the auditor shall
whether the f i%cial. statemumts  -of an atiit entity
the financial position and the results of financial
accordance with accounting principles and standards
the Comptroller General.

—

determine
fairly present
operations in
prescribed by

Safequarding of Assets - Au3itors shall review the means of safeguard-
ing assets and, as appropriate, verify the existence of such assets.

1. Auditors shall review the means used to safeguard assets f ran
various types of losses, such as those resulting fran theft, fire,
impr~r or illegal activities, and expsure to the elements.
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350

2. Alxlitors, when verifying the existence of assets, shall use
appropriate audit procedures.

Econanical and Efficient Use of Resources - Auditors shall appraise the
econcmy and efficiency with which resources are managed.

1. ~t is responsible for setting operating standards to measure
an entity’s econanical and efficient use of resources. Auditors are
responsible for determining the follaing:

a.

b.

c.

d.

Whether operating standards have been established for measuring
emnany and efficiency.

Whether established operating standards are understood and are
being met.

Whether deviations f ran operating standards are identified,
antiyzed, ad ccmnmnicated to those responsible for corrective
action.

Whether corrective action has been taken.

2. Au3its related to the econanical and efficient use of resources
shall identify the following:

a. Underutilized facilities.
b. Nonproductive work.

Procedures that are not cost-effective.
;: Overstaffing and understaffing.
e. Unneeded or costly procurements.
f. Causes of inefficiencies or unecobcal practices.

Accanplishment of Established Objectives and Goals for Operations and
Programs - Auditors shall review operations and programs to ascertain
whether results are cxmsistent with established objectives and goals and
whether the operations or programs are being carried out as planned.
Management is res~nsible for establishing operating or program
objectives ard goals, developing and implementing control procedures,
and accauplishing desired operating or program results. The auditor
shall determine whether the desired results or benefits are being
achieved effectively and whether the entity has considered alternatives
that might yield desired results at a lcwer cost.

400 p~ W AUDIT WRK - The auditor is responsible for planning and
conducting the audit assignment, subject to supervisory review and approval.

[: 410 Planninq the Audit - Aw3itors shall plan each audit. Planning shall be
documented and inclule the following:

1. Establishment of audit objectives and scope of work.

2. Consideration of audit requirements at all levels of Government, to
the extent they are known.
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3.

4.

5.

6.

7.

8.

9.

10.

11.

Background information about the activities to be audited.

On site surveys to becune familiar with the activities and controls
to be audited, to identify areas for audit emphasis and to invite
a~itee ccmnents and suggestions.

Ccmununication  with all who need to know about the audit.

Resources necessary to ~rf orm the audit.

Consideration of materiality or significance and audit risk relative
to audit objectives and scope of work.

Determination of how, when, and to whan atiit results will be
communicated.

Approval of the atiit work plan.

Coordination with other Government auditors, when appropriate,
including work already done and other work that may be intended
in the future.

Reliance to the extent possible on the work of other audit,
inspection, or oversight teams.

420 Audit Program - A written audit program is essential to conducting
audits efficiently and effectively and shall be prepared for each audit.
The ad it program shall, when appropriate, be designed to evaluate
canpliance with laws and regulations, and shall be designed to provide
reasonable assurance of detecting abuse or illegal acts that could
significantly affect the audit objectives. The audit program generally
shall include the following information:

1.

2.

3.

4.

5.

6.

7.

8.

Introduction and background.

Purpose and scope of audit.

Objectives of the audit.

Definition of terms.

Special instructions.

Au3it procedures and methods to be used to gather and analyze data.

Information on the general format (if not incluikd in the audit
organization policies and procedures) to be followed in the audit
report and the type of information to be included.

Appropriate cross-references to the supporting audit working papers.

:.
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430 Supervision - The internal audit organization shall ensure that atiits
— are supervised properly. Supervision shall be exercised at each level

of the internal audit organization to provide quality control over audit
assignments.

1.

2.

●

3.

4.

5.

6.

Supervision is a continuing process, beginning with planning and
ending with the preparation of the final audit report.

Supervision includes the following:

a.

b.

c.

d.

e.

f.

9*

Providing suitable instructions to subordinates at the beginning
of the audit and approving the audit program.

Seeing that the approved audit program is carried out, unless
deviations are both justified and authorized.

Ensuring that the audit is performed in conformance with
professional auditing standards.

Determining that audit working paprs are prepared and retained
in accordance with prescribed procedures and adequately support
the audit analyses, findings, conclusions, and reports.

Ensuring that aulit reports are accurate, objective, clear,
concise, constructive, and timely.

Providing that the work assignments are canmsurate with the
abilities of the assigned staff.

Determining that audit objectives are being met.

Supervision includes sufficient interim checks of audit work, to
determine whether audit projects are on schedule and are being
executed in accordance with plans, so that necessary adjustments
can be made.

Appropriate evidence of supervision shall be documented and
retained.

The extent of supervision required will depend on the proficiency of
the auditors and the dif f icu.lty of the audit assignment.

All a~iting assignments, whether performed by or for the atiit
organizatio~, rer&in the res~nsibility of the head of the internal
a~it organization.

440 Examining and Evaluating Information - A~itors shall collect, analyze,
interpret, and document information to sup~rt the audit results.

1 . Information, including its materiality or significance and audit
risk, shall be collected on all matters related to the audit
objectives and scope of work.
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2. Information shall be sufficient, ccmpetent, and relevant, to provide
a sound basis for audit findings and recamendations. ‘%uff icient”
information is factual, adequater and convincing so that a prtient,
inforxd person wuld reach the same conclusions as the auditor.
“~tent” informaticm is reliable and the best attainable through
the use of appropriate audit techniques. “Relevant” information
supports audit fidings and reommndations and is consistent with
the objectives for the audit.

3. Audit procedures, including-the testing and sampling techniques
employed, shall be selected in adv~, when practicable, and
expnded or altered if circumstances warrant.

4. The process of mllecting, analyzing, interpreting, and documenting
information shall be supervised, to provide reasonable assurance
that the auditor’s objectivity is maintained and that audit goals
are met.

5. Working papers that docunent the adit shall be prepared & the
auditor and reviewed by audit supervisory personnel. These working
papers shall record the information obtained and the analyses made,
and shall support the basis for the results, findings, and recc4u-
mendations to be reported. The working papers shall be cmplete,
accurate, clear, understandable, legible, and neat. They shall
contain relevant information and adequate indexing and crc6s-
referencing to schedules and smnaries.

6. The working papers should serve to supprt audit planning,
execution, and reporting. The working papers shall, at a minimum,
docment the following:

a. Planning.

b. The examination and evaluation of the adequacy of internal
controls.

c. Auditing procedures prf ormed, the information obtained, and the
conclusions reached.

d. Supervision review of the working papers and disposition of
review camnents.

e. Reporting of all atiit results, inclding the nmdif ication or
deletion of all propsed findings ad recommendations.

f. Followup.

.

7. Au3itors may rely on the work of others to the extent feasible
once they satisfy themselves of the quality of the others wrk by
appropriate tests or by other acceptable methods (reference (c)) .
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450

460

470

480

Internal Controls - When necessary to satisfy the audit objectives, a
sttiy and evaluation including a vulnerability or risk assessment shall
be made of the internal control systen (i.e., policies and procedures)
applicable to the organization, progran, activity, or function under
atiit.

Reliability of Ccmputer-Processed  Data

1. For perfonuance audits, when cunputer-processed
inmortant or inteqral. uart of the audit and the

data are an
data’s reliability

is” crucial b acc&pli-*ing the atiit objectives, atiitors need to
satisfy themselves that the data are relevant and reliable. To
determine reliability of the data, the atiitor may either:

a. Condmt a review of the general and application controls in the
-ter-based systm, including additional tests as warranted.

b. Conduct other tests and procedures such as confirming ccmputer-
process~ data with independent sources, canparing the data with
isourxe documents, and reviewing agency test procedures and
results.

2. The degree of testing needed to determine data reliability general
increases to the extent that the gmeral or application controls
were determined to be unreliable or were not reviewed. When the
reliability of a canputer-based  system is the primary objective of
the audit, the aditors slmild cordmt a review of the system’s

Y

general + applications controls. l&en cauputer-proces&d data are
used by the aditor, or inclukd in the report, for background or
informational purposes and are not significant to the audit results ~
citing the source of the data in the report will usually satisfy
reporting standards. Refer to Chapter 9 of this Manual for
additional explanation of this standard.

Fraud, Abuse and Illeqal Acts - Aulit steps and procedures should be
designed to provide reasonable assurance of detecting material errors,
irre&lariti&,  and illegal acts and to identify the effect on the
entity’s financial statements, operations, or progrms. Auditors shall
be alert to situations or transactions that oould be indicative of
f rati, abuse, and illegal expemlitures  and acts; and if such evidence
exists, atiitors shall coordinate their examinations with applicable
investigative agencies when suspicions of fraud or illegal acts exist.

Audit Foll~ - Auditors shall follow up on a selective basis to
ascertain that appropriate corrective action was taken on agreed-upon
recumendations in DoD and GAO atiit reports.

500 REPORI’ING - Atiitors shall report the results of their adit work in writing.

510 Form - Written reports are necessary to (a) ccmunicate the results of——
atiits to officials at all levels of Government, (b) make the findings
andrecaunendations less susceptible to misunderstanding, (c) make the
findings available for public inspection, and (d) facilitate f ollowup
to determine whether appropriate corrective measures have been taken.
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520

530

540

Distribution - Written adit reports are to be subinitted to the appro-
priate off icials of the organization audited and to the appropriate
off icials of the organizations requiring or arranging for the atiits ~
unless legal restrictions or ethical considerations prevent it. Copies
of the repxts also shall be sent to other officials who may be respon-
sible for taking action on audit findings and recanmendations and to
others authorized to receive such reports. Unless restricted by law or
regulation, copies shall be made available for public inspection.

Timeliness - Reports shall be issued pranptly to make the information
available for timely use by management and legislative officials and
to permit pranpt initiation of followup action. If applicable, reports
are to be issued on or before the date specified by regulation or other
special arrangement.

r
Regret Contents - The atiit reprt shall include the following:

1.

2.

3.

4.

5.

6.

7.

A description of the scope and objectives of the audit and back-
ground information. The scope should reflect the extent of reliance
and magnittie of any work of others used as a basis for conclusions
relative to audit results and objectives. Any impairments to audit
scope, as well as the effect impairments may have had on the audit
conclusions, shall be clearly identified in the report.

A description of when the audit was performed and the period covered
by the audit.

A statement that the ad it was made in accordance with generally
accepted government auditing standards.

For financial atiits, a statement on the internal controls struc-
ture, assessment of control risk, and a description of material
weaknesses found in evaluating the internal control system. For
performan= audits, a statement on the significant internal controls
that were assessed, the scope of the auditor’s assessment, and the
significant weaknesses found.

A specific mnclusion on each of the stated aklit objectives,
including the materiality or significance and audit risk associated
with each area if necessary for a proper understanding of the
auditor’s conclusions.

A copy of those financial statements reviewed on which an opinion is
being expressd, the auditor’s opinion on the financial. statements,
and, when appropriate, a statement on any informative disclosures
included in the financial statements (applies to financial
statements and financial related adits as defined by the
Canptroller General of the United States) .

Photos, charts, graphs, attachments, and exhibits when they
contribute to the clarity of the audit report,.
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8.

9.

10.

11.

12.

13.

14 ●

15.

Statements on tests of compliance relative to applicable laws
and regulations when required by the audit objectives. However,
the report shall include a statement that identifies significant
instances of noncompliance and instances or indications of f rad,
abuse, or illegal acts found during, or in connection with, the
audit. Moreover, fraud or illegal acts shall be revered in a
separate written report if this would facilitate the timely issuance
of an overall report on other aspects of the audit.

Audit findings that contain each of the following elements:

a.

b.

c.

d.

Criteria - The standards, measures, or expectations used in
making the evaluation or verification (what should be) .

Condition - l?he factual evidence that the auditor found in the
course of the examination (what is) .

Cause - The reason for the difference between the expected and
actual conditions (why it happened) . If the case(s) cannot be
determined, this fact should be so stated in the report and
an explanation given. If the stated audit objectives do not
require an identification of cause(s) , that fact should be made
clear.

Effect - The risk or exposure of management because the
condition is not the sa& as the criteria (the impact of the
difference). In determining materiality and significance of
audit risk, the auditor may consider factors set forth in the
U.S. Ccxnptroller  General’s pamphlet (reference (c)) .

Specific and realistic reccmmendat ions for actions to improve
problem areas noted in the audit and to improve operations.

Information on the ptential mntary benefits associated with the
audit reccmunendations.

Pertinent views of responsible management officials concerning the
auditors’ findings, conclusions, and recanmendations. Their views
shall be obtained in writing. Management’s written ccmunents may be
included as an a~ndix to the re~rt or presented in the Eody of
the report.

If the auditors disagree with management’s views on the audit
reccmunendations, the audit reprt shall state both positions and
the reasons for disagreement.

A descr ipt ion of noteworthy acccunpl ishments, particularly when
management improvements in one area may be applicable elsewhere.

An evaluation of any corrective actions taken by management in
response to reccmnnendations  in prior audits when audit objectives
are similar to objectives of the prior atiit.
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16.

17.

18.

A listing of any issues and questions needing further sttiy and
consideration.

A statement as to whether any pertinent information has been anitted
because it is deemed privileged or confidential. The nature of such
information shall be described, and the law or other basis under
which it is withheld shall be stated. If a separate reprt was
issued containing this information, it shall be indicated in the
report.

A listing of the re~rts distribution.

550 Repxt Presentation - The ad it report shall conform
guidelines:

1. Present ccmplete and factual data accurately and
only information, findings, and conclusions that

to the following

fairly. Inclde
are supported

ade-@tely by sufficient ‘evidence in the auditors’ working papers.

2. Present findings and conclusions in a convincing manner,
distinguishing clearly between facts Z@ conclusions.

3. Be objective, unbiased, and free f ran distortion.

4. Be written in language as clear and simple as the
permits.

5. Be concise but, at the same time, clear enough to
users.

6. Place primary emphasis on improvement rather than

subject matter

be understood by

on criticism
of the-past. - Cr~tical camne~ts shall be presented in a balanced
perspective, considering any unusual difficulties or circumstances
faced by the operating officials concerned.

600 MANAGEMENT CE’ INTERNAL AUDIT ORGANIZATION - The head of the internal audit
organization is responsible for properly managing the organization so that
audit work fulfills the general purpses and responsibilities set forth in
law or approved by the head or deputy head of the agency; resources of the
internal audit organization are employed efficiently and effectively; and the
audit work conforms to D@ auditing standards, policies, and procedures.

610 Organization - The head of the internal atiit organization is
respmsible for properly organizing the office to help ensure that the
resources of the internal audit organization are deployed ef f icient.ly
and effectively to f ulf ill the organization’s general purposes and
responsibilities.

1. The organizational structure shall foster coordinated, balanced, and
integrated accanplishment  of the organization’s mission, goals, and
objectives.
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620

630

640

2.

3.

Recruiting, staff ing, and training shall s~rt the mission and
organizational structure; the organization should not be structural
around available skills. Full advantage shall be taken of those
skills that are available.

The internal atiit organization shall reflect the unique auilit ne~
of its am agency. Whether this is done by function, by parallel
structure, or by sane cunbination  of both, the way in which each
off ice is organized should simplify, and not canplicate, the ability
of audit prsonnel to review agency programs and operations.

Policies and Procedures - The head of the internal audit organization
shall provide written policies and procedures to guide the audit staff.

1.

2.

3.

4.

The form and content of written policies and procedures shall
be appropriate to the size and structure of the internal audit
organization and the complexity of its work. Formal administrative
and technical audit manuals may not be needed by all internal audit
organizations. A small internal audit organization may be managed
informally. In a large internal audit organization, more formal and
cunprehensive policies and procedures are essential to guide the
audit staff in the consistent canpliance with the organization’s
standards of performance.

A system shall be established and maintained for receiving,
controlling, screening, and assuring appropriate disposition of
allegations involving waste, mismanagement, fraud, and abuse,
whether f ran internal or external sources.

Procedures shall be established for safeguarding the identity of
confidential sources, and for protecting privileged and confidential
information.

Policies shall be established for domnentation of audit perform-
ance, including instructions for the types of audit working paper
files to be maintained, and procedures for indexing.

scope of Resmnsibility - Each internal audit organization shall main-
tain records of its audit universe that identify the organizations,
programs, activities, functions, and systems subject to atiit.

Determination of Audit Priorities - Each internal audit organization
shall review periodically its audit universe and determine the coverage ?
frequency, and priority of audit required for each. The review shall
include consideration of the following factors:

1. Statutory and regulatory requirements.

2. Adequacy of internal control systems as indicated by vulnerability
assessments and internal control reviews.

3. Newness, changed conditions ~ or sensitivity of the organization,
program activity, or function.
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4.

5.

6.

7.

8.

9.

10.

11.

Current and potential dollar magnitude.

Susceptibility of programs to fraud, waste, abuse, or potential for
improperly diverting assets for personal gain.

Extent of Federal participation, in terms of resources or regulatory
authority.

Managment needs to be met, -including key management decision dates,
as developed in consultation with the responsible program officials
and senior management.

Prior audit experience.

Timliness, reliability, and scope of atiits performed by others.

Results of other evaluations, such as inspections, program reviews,
etc.

Availability of adit resources.

650 Planning - Each internal audit
=ry out its res~nsibilities.

1. The planning process shall

a. Establishment of goals

organization shall establish plans to

include the f ollwing:

and objectives.

b. Formulation of a~it plans, incltiing maintenance of an aulit
universe file and establishment of audit cycles for each area
within the audit universe.

c. Assessment of acccmpl ishments.

2. Iong- and short-term goals and objectives should be established for
the internal audit organization. The goals and objectives should
be achievable, included in written operating plans and budgets, and
accunpanied by measurement criteria and target dates for accanplis~
ment .

3. The internal audit organization shall prepare an annual audit plan.
The plan shall be flexible and adjusted, as necessary, to provide
for audit coverage of unforeseen priorities. The head or deputy
head of the agency shall review the plan upon canpletion. At a
minimum, such plans shall identify the programs and operations
selected for audit and define the following for each:

a. Specific reasons for the selection.
b. Overall atiit objective.

Locations to be atiited.
;: Organization that will perform the atiit.
e. Staff days and other
f. Anticipated benefits

re~ources needed to perform the audit.
to be obtained fran the audit.
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4. In devel~ing annual atiit plans, suggestions shall be obtained f ran
external management and f ran members of the audit organization, and
feedback shall be provided regarding the disposition of audit
results.

!5. The internal audit organization shall assess its results and
accanplishments. To conduct such evaluations, the internal audit
organization shall develop and maintain a data base that includes,
at a minimu, the f olbwing: a history of past efforts and results
to show prior performance, a planning process to show expected
performance, and a management information system to show actual
performance and results. !l!he data base shall be developed in
accordance with the policies of DoD Directive 7750.5, ‘Management
and Control of Information Requirements” (reference (j)). The audit
organizations should assess realistically the information in the
data base to identify shortf ails in performance, improve operations
in the future, determine whether goals and objectives are
reasonable, and affix accountability for results.

660 Coordination - The internal audit organization shall coordinate its
activities internally, and with other canponents of Government and
independent outside atiitors it may encounter, to ensure effective use
of available resources.

1. In planning work to be performed, the internal audit organization
shall coordinate with agency management to ensure management needs
are considered appropriately.

2. The internal audit organization shall minimize unnecessary
duplication of audit work by coordinating the nature and scope of
their aulits and reviews with other DOD atiit, investigation, and
inspection groups, the GAO, and independent outside auditors.

3. AWit plans shall be exchanged among DcD internal audit organiza-
tions. The internal audit organization shall also meet with the
appropriate GAO off icials to exchange and discuss tentative audit
plans for the next fiscal year. Central DoD audit activities are
encouraged to ccxmnunicate regularly and frequently with the GAO to
discuss planned audits so as to minimize duplication and overlap.
If overlapping or duplicative coverage is indicated, every effort
shall be made to resolve it.

4. Upn beginning an a~it, the atiit staff shall seek information
concerning other audits and review that have been perf ormd of
that activity or program.

5. The adit staff shall be alert to situations where problems are
identified that may affect other D@ Ccnpnents, Federal Agencies,
and independent outside am itors. When such situations arise, the
internal audit organization shall coordinate with others involved so
that, where appropriate, one atiit may be performed to f ulf ill the
requirements of all.
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Internal Au3it Organization Qualifications - The internal audit
organization shall possess or obtain the knowl&kje, skills, aml
disciplines needed to carry out its atiit responsibilities.

1. The internal adit organization shall assess the skills of staff
on bard, determine the extent to which these skills match
requirements, and develop a plan to address the skills that are
deficient.

2. The audit staff collectively must possess the knowledge, skill,
discipline, and experience essential to the practice of the auditing
profession. These attributes include proficiency in applying

0

auditing standards, procedures, and techniques.

3. The internal adit organization shall have employees or use outside
experts who are qualified in the disciplines needed to meet audit
responsibilities. The disciplines include accounting, budgeting,
statistics, ccmputer systems, engineering, medicine, law, etc. Each
member of the internal audit organization, however, need not be
qualified in all of these disciplines.

.

Personnel Management and Development - The internal audit organization
shall establish a proqram for selectinq and deVelODinq its human
resources. The prbr% shall provide ~or the f oll-mi~g:

1. Selection of qualified and ccmpetent individuals.

2. Training and continuing educational ~rtunities for each staff
member.

3. Appraisal. of each auditor’s performance at least annually.

4. Retention and pranotion of highly skilled personnel to senior
management positions.

5. Counseling of auditors on their performance and professional
development.

-m ASSURANCE - Each internal atiit organization shall establish and
maintain a quality assurance program to ensure that work performed adheres to
applicable atiiting standards, policies, and procedures; conforms to internal
regulations; and is carried out economically, efficiently, and ef f ectively.

1. A quality assurance program shall include the follcwing elements:

a. Supervision.

b. Internal quality control reviews.

c. External quality control reviews.

2. Supervision of the work of auditors shall be carried out continually to
ensure confo.mnance with auditing standards, organization policies and
procedures, and audit programs.
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3* Internal quality control reviews shall be performed ~ricdically by
members of the audit staff to appraise the quality of the audit work
performed. These reviews shall be performed in the same manner as any
other internal audit.

4. External qpality control reviews shall be performed to appraise the
quality of the internal atiit organization’s operations. These reviews
shall be prformed using guidelines published by the OIG, ~. Such
reviews shall be com3ucted  -at least once every 3 years. Unless other-
wise directed, the Off ice of the Assistant Inspector General for Audit
Policy and Oversight (Q%IG-APO) shall conduct the reviews of the DoD
central internal audit agencies and the audit agencies, in turn, shall
conduct reviews of their Canponents’ internal review or nonappropriated
fund atiit organizations. On canpletion of the review, a formal written
report shall be issued. The report shall express an opinion as to the
organization’s axnpliance with applicable auditing standards and, as
appropriate, shall include reccmnendations for improvement.

.
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DOD 7600.744

CHAPTER 3

AUDIT CKXK!EP1’S

*

A. PURPOSE

This chapter outlines basic concepts DOD auditors shall use in planning and
performing audits of DoD organizations, activities, programs, systems, and
functions.

B. APPLICABILITY

The provisions of this chapter are
internal audit activities and shall be
military exchange audit activities.

c .  GENExwL

mandatory requirements for all D@
used as guides by all internal review and

1. The primary mission of the Department of llef ense is to provide a defense
capability and deterrent adequate to successfully repel or discourage any entity
that would attempt to harm or seize any portion of the United States of America,
its citizens, its possessions, or any entity entitled to similar protection by
treaty or agreement. Priorities for use of audit resources shall be established
consistent with this primary mission and giving recognition to the need for atiit
coverage of entities that have inqmrtant support missions. Once an entity is
selected for audit, emphasis normally shall be placed on determining whether
adequate mission capability or performance is being achieved and whether it
is likely to continue. Although evaluating mission performance or capability
normally has a higher priority, econany of operations and vulnerability to fraud
or other illegal acts shall also be considered. Inefficient operations, f rati,
waste, and abuse are most significant when they impact on mission capability or
performance.

2. Current DoD policy as contained in Dd) Directive 7600.2 (reference (k))
requires adequate audit coverage to be an integral part of the management system
of all DoD organizations, programs, activities, and functions. The overall
objective of internal audit is to help DOD managers attain their goals by
furnishing information, analyses, appraisals, and reccnunendations pertinent
to the managers’ duties and objectives. To achieve this objective, auditors
independently and objectively evaluate procedures and controls used @ orga-
nizations and activities in carrying out assigned programs and functions.
Auditors shall conduct their reviews and present conditions, conclusions, and
recanmendations constructively in their audit reports so as to stimulate
corrective action.

3. Audit types are categorized into financial and performance au3its by
the Cunptroller General of the United States in the July 1988 revision of the
Government Atiiting Standards (reference (c)) . Financial audits incltie f inan-
cial statement audits and financial related audits. Performance audits include
econcmy and efficiency audits and program audits. The audit objectives and the
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required auditing standards vary for the types of audits. Audits may have a
combination of objectives or may have objectives limited to some aspect of one
of the audit types. As required by Chapter 2 of this Manual, the scope of each
audit shall normally include an evaluation of the adequacy and effectiveness of
the organization’s system of internal control and the quality of performance in
carryi~g out assign~ res~sibilities.

D. POLICY

1. All audits within the Department of Defense shall be
accordance with the Government Auditing S~ards (reference
implemented by the IG, D@, in Chapter 2.

conducted in
(c) ) , as further

2. Audits within the Department of Defense shall be performed with a view
toward causing significant improvement in the major missions or programs of
the auditee that need to be continued, and ensuring that internal controls are
adeqpate to foster gcxd performance, minimize unnecessary costs, and reduce the
potential for fraud or illegal acts.

3. Normally, audits shall address mission-related programs of the auditee
using an aulit-by-objectives approach. Except for mandatory or requested audits
with restricted scope, performance audits normally shall evaluate the need for an
activity or prcgram.

4. The H internal audit activities shall plan and conduct audits using a
functional area expert concept. Under this concept, the internal audit activity
shall designate an audit manager as a functional area expert for each of the
functional areas identif i~ in Chapter 16 of this Manual. A functional area
expert may be assigned mre than one functional area. The designee shall be the
primary individual the audit organization looks to for advice, information,
technical assistance on audit plans, audit approaches, trerds, and the latest
developments in that functional area.

5. Auditors shall maintain their indepetience when doing audits, but shall
establish a professional working relationship with management to facilitate
agreement on pertinent observations~ facts, ad conclusions; encourage prcmpt
corrective action on major deficiencies; and, in general, foster positive
solutions to problems and better ways to manage.

6. Auditors shall report situations that require inmediate management action
to prevent, correct, or reduce a serious condition. If normal reporting mthods
cannot provide timely information to management, atiitors shall issue a quick
reaction report explaining the problem * the urgency for corrective action.

E. MISSION-ORIENTED AUDITS

1. The DoD audit activity shall plan audits that assess an activity’s
ability to perform its mission effectively and at a reasonable cost. Auditors
shall carefully consider the effect of recumme ndations for cost reductions or
improvements, making sure they do not result in lowering performance or
capability below an acceptable level.
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2. Normally, the audit resources of the MD internal audit activity shall be
devoted to mission-related programs or to those support activities or functions
that impact on major missions or programs. Further, audits in support areas
should concentrate on issues that impact on mission-related prograns, or be
performed as part of multilocation  audits that evaluate specific support activi-
ties across-the-board within an agency or military department, or throughout the
Department of Defense.

3. As a general rule, atiitors should evaluate the ecormny and ef festive-
ness of operations and the related internal controls in each area selected for
a~it, provide a basis for determining whether improvements are needed, identify
the causes of substandard performance or excessive costs, and make realistic
reamendations to solve current problems and improve future o-rations.

4. Evaluations of management decisions shall be made using the information
existing at the time of the decision and shall include an evaluation of whether
adequate management actions were taken as conditions changed.

5. Auditors shall determine and report the effect of adverse co~itions.
Normally, work should be limited to the extent needed to show the significance
of the adverse condition and the nature of the risk of continuing the defective
policy, procedure, or oontrol. In those instances when audit findings have
a significant monetary impact, sufficient work shall be performed to make
reasonable estimates of the potential. monetary benefits. All estimates of
~tential nmetary benefits shall be coordinated with the audi tee. Unless the
auditee can provide a more accurate or precise estimate, the auditor’s estimate
shall be used. Additional guidance on computing ptential monetary benefits is
contained in Chapter 8.

F. AUDITi3Y~IvEs APPKACH

Atiit-by-&jectives  is an atiit management technique that requires auditors
to focus on audit objectives throughout the entire audit cycle f ran development
of the initial audit idea through writing the final audit report. This approach
shall be used on all audits, whether multilocation or single location. However,
the process should ke more formalized for larger atiits, such as ccmplex multil~
cation audits, than for smaller audits. Basic elements of the approach incl~e:

1. Establishing specific atiit objectives and, if appropriate, a general
audit objective for every audit.

2. Refining the audit objectives during the planning and survey phases of
the audit based on information gathered during each phase.

3. Making a formal decision to either continue or curtail the atiit at
the end of the planning phase and the survey phase before begiming field
verification.

4. Developing an atiit plan to achieve the established audit objectives
and produce potential findings and recanmendations.

5. Structuring the audit approach
exists, the extent of the problem, the
formulate workable solutions.

to determine whether a major problem
basic cause of the problem, and to
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6. Reevaluating the audit approach during the early stages of verification.

7. Effectively controlling the audit with a series of go or no-go decision
points before beginning each audit phase. High level audit management shall be
involved at the decision points at the start of the audit, at the end of the
survey phase, and at the end of the field verification.

8. Suuunarizing adit results in the form of conclusions about the general
objective, if there is one, and about each specific objective.

e

G. FUNCTIONAL AR3A EXPEKFS

Most audits in the Department of Defense concern canplex issues that require
the auditor to possess an in-depth knowledge of the audit area or to have the
capability to quickly gain access to that expertise. ‘lb ensure that such in-
depth knowledge exists within the audit organization, the D@ internal audit
organizations shall use the functional area expert concept. Functional area
experts, normally, shall be responsible for:

1. Maintaining close liaison with key managers responsible for the fun~
tional areas in the Military Departments, Defense Agencies, or the C16D, and being
aware of significant devel~en~s

2. Dissemimting appropriate
in the a~it organization who are
the area.

in the- assigned a;eas.

information about the functional area to others
involved in planning and conducting audits of

3. Preparing long range and annual plans for the functional area that ensure
the area receives adequate audit coverage.

4. Quickly responding to requests for information about the functional area
fran auditors at an audit site.

5. Directing major audits and ensuring uniformity of approach for all audits
of the functional area.

6. Discussing findings and recommendations with t~level managers
responsible for the functional area and arranging for responses to findings,
draft rqorts, and final audit reprts.

7. Developing and submitting, to management, trend or advisory reports that
summarize audit results and provide advice on needed management improvements.
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DoD 7600.7-M
(Encl 2)

TRAINING PROFILES

The first government
Federal Auditor Executive

auditor training profile was developed in 1979 by the
Council to provide an overall ● mression of the trees

of training for developing and maintaining the skills of a government auditor.
.-

The profile was intentionally designed to be broad and flexible to allow each
governmental audit organization to use it as a guideline in developing a profile
to meet its specific needs.

The passage of the Inspector General Act and the tremendous technological
changes in recent years have placed increased demands on the skills required of
government auditors. The original profile no longer covers some of these skill
needs; therefore, the PCIE Training Cmittee adopted a project under its Audit
Subcommittee to expand and update the government auditor profile.

The new profile (enclosure 3) is in the same format as the original one;
however, the auditing disciplines have been revised and expanded to include the
additional skills required of today’s government auditors.

The new profile also retains the flexibility of the old one and anticipates
that government audit organizations will use it as a guide to develop their own
profiles.

Standard training profiles” do not exist for senior executives. However,
the Office of Personnel Management has published an ● xcellent guide titled
“Developing Executive and Hanagant Talent,” dated August 1980, that can be
used for SES career development planning. This publication ● stablishes an
outline for the senior *nager to follow in addressing both the technical and
executive competencies required for his/her position ● nd the courses, Federal
fellowships, and developmental assignments available to meet the required
training needs.
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DoD 7600. 7-M
(Encl 3)

(iNmmNT AUDITOR TRAINING PROFILE

Listing of Disciplines

LEVELS OF TRAINING1
BASIC INTERMXUATE ADVANCED EXECUTIVE

1.0 NEW EHPLOTEE ORIENTATION

Departmental Administrative Hatters

Responsibilities of the Federal
Employee/Standards of Conduct

overview of Government Regula-
tions/Inspector  General Act/
Office of Management and
Budget Circulars

Departmental Organization, tiission,
Programs and Responsibilities

Office of Inspector General
Organization, Policies and Procedures

All -- -- --

A1.2 -- .- .-

A1.3 -- .- .-

A1.4 -- -.. --

A1.5 -- -- --

LEVELS OF TRAINING
BASIC INTERMEDIATE ADVANCED EXECUTIVE

2.0 AUDITING PRINCIPLES AND
PROCEDURES

General ly Accepted Government
Auditing Standards

Types and Phases of Governmental
Audits

Evident ia 1 flatters

Workpaper Design ● nd Preparation

Elements of Audit Findings

Conduct ing Audit Surveys

.

‘Descriptions of the various training
shown in enclosure 4

A2.I B2.1 -- --

A2.2 B2.2 -- --

A2.3 B2-3 -= --

A2.4 B2.4 -- --

A2.!3 B2.5 -- --

A2.6 B2.6 -- --

levels (basic, intermediate, etc) are
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DoD 7600.7-M

Listing of Disciplines (continued)

Developing Audit Programs
Audit Reporting Requiren~s
Audit Followup Requirements

3.0 AUDIT APPLICATIONS AND
EVALUATION

Flowcharting
Quantitative tlethods
Internal Control Assessments
Financial Analysis
Yanpower Analysis
Plant and Equipment Analysis
Inventory Analysis
Forecasting
Accounting Systems Reviews

4.0 WRITTEN COHHUNICATIONS

Writing Audit Findings
Writing Audit Reports
Editing and Reviewing Audit Reports

LEVELS OF TRAINING
BASIC INTERMEDIATE ADVANCED EXECUTIVE

A2.7 B2.7 -- .-
A2.8 B2.8 -- --
A2.9 B2.9 -- --

A3.1
A3.2
--
--

--

ii3.6
A3.7
--
--

--

B3.2
B3.3
B3.4
B3.5
B3.6
B3.7
B3.8
B3.9

--

C3.2
C3.3
C3.4
C3.5
--
--

C3.8
C3.9

--

--

.-

--

--

--

--

--

--

A4.I B4.1 -- --
-- B4.2 C4.2 --
-- B4.3 C4.3 --

LEVELS OF TRAINING
BASIC INTERMEDIATE ADVANCED EXECUTIVE

5.0 NONWRITTEN CORHUNICATIONS

Interviewing/Entrance and Exit
Conferences
Listening/Reading Improvement
Interpersonal Cmunication
Oral Presencatiofis
Conducting Meetings

6.0 AUDIT HANAGEHENT AND
PROFESSIONAL DEVELOPMENT

Audit Supervision
Workload Planning
Resources tlana8ement
Organizational Develop&nt
Executive Skills ● nd Concepts
Audit Productivity
Quality Control

A5.1 B5.1 -- --
A5.2 B5.2 -- --
-- B5.3 C5.3 --
-- -- C5.4 D5.4
-- -- C5.5 D5.5

-- 36.1 C6.1 --
-- B6.2 C6.2 D6.2
-- -- C6.3 D6.3
-- -- C6.4 D6.4
-- -- C6.5 D6.5
-- -- C6.6 D6.6
-- B6.7 C6.7 D6.7
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Listing of Disciplines (continued)

. .

●

LEVELS OF TRAINING
BASIC INTERMEDIATE ADVANCED EXECUTIVE

7.0 INVESTIGATION ORIENTATION

Fraud Awareness ● nd Reporting
Basic Investigative Techniques
El~ts of Fraud
Procurement Fraud
Computer Fraud

8.0 AUI’OHATED DATA PROCESSING

Skill Level I
Skill Level 11
Skill Level III
Auditing Microcomputer Networks

9.0 HICROCMPUIZRS

Basic Skills
Advanced Skills
Software Applications

A7.1
A7.2
A7.3
A7.4
A7.5

A8.1
.-
--
--

A9.1
A9.2
A9.3

B7.1
B7.2
B7.3
B7. fi
B7.5

--

B8.2
--

B8. L

B9. I
B9.2
B9.3

--

--

C7.3
C7.4
C7.5

--

C8.2
C8.3
C8. L

C9.1
--
--

--

--

--

--

--

--

--

D8.3
--

D9.1
--
--

10.0 CONTRACT AUDITING

LEVELS OF TRAINING
BASIC INTERMEDIATE ADVMCED EXECUTIVE

Introduction to Federal Contract
Auditing A1O.1 -- --
Federal Procurement Process Regulations A1O. 2 B1O.2 --
Cost Accounting Standards
Contract Cost Principles
Cent ract Pricing Requirements
Hodi f i cat ions and Aundments

11.0 - AUDITING

Introduction to Federal Grant
Processes/Regulations
Cost Principles for Grants
Single Audit ● nd Block Grant Concepts

FEDERAL FUNCTIONAL/~~ TRAINING

12.0 Financial tlanag~nt/Federal
Budget Process

A1O.3 B1O.3 --
A1O.4 B1O.4 --
A1O.5 B1O.5 --
-- B1O.6 --

A1l.1 -- --

A1l.2 -- --
-- B1l.3 C1l.3

A12

--

--

--

--

--

--

-.

--

--

--
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DoD 7600.7-i’wl

Listing of Disciplines (continued)
.-

LEVELS OF TRAINING
BASIC INTERMEDIATE ADVANCED EXECUTIVE

13.0 Federal Procurement and
Contract Management A13 “ -- -- --

14.0 Property and Supply
Management A14 .- -- --

15.0

16.0

17.0

18.0

19.0

Maintenance and Repair Management A15 -- -- --

Personne l/ Flanpower tlanagement A16 -- -- --

Transportation !lanagement A17 -- -- --

Coununications  tlanagement A18 -- -- --

Hajor Systems/Programs Management A19 -- -- --

.
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DOD 7600.7-M
(Encl 4)

Description of Training Levels

A. Basic. All beginning auditors should receive basic level training.
This level of training consists of several categories and individual disci-
plines to ● ssist in the develop~nt and adaptation of audit organizations with
differing missions. The individual training disciplines would depend on the
❑ ission and responsibilities of the audit organization. Disciplines can be
provided as individual courses or as training ~dules in an entry-level course.
Substantial progress should be -de in providing fo~al training in essential
skills during the first year of employment. Yew employee orientation, auditing
principles and procedures , written communications, nonwritten cormnunications,
and introductory training uique to the audit ❑ ission should be accomplished.
These should be followed by basic training in audit applications and evaluation,
investigation orientation, automated data processing and, where necessary, con-

tract and/or grant auditing. Basic-level training should be essentially com-
plete within 2 years of employment. Total investment in basic-level training
may include from 6 to 8 weeks of formal classroom and self-study time.

B. Intermediate. Intermediate level assumes substantial completion of
basic-level training. Courses at this level represent increases in the Com-
plexity of disciplines provided at the basic level and introduce new,or remedial
training for developing auditor effectiveness and/or specialization. Depending
upon the audit mission and the need for specialization, an additional 8 to 10
weeks of intermediate level tra’ining may be required. The majority of inter-
mediate and all planned basic level t~aining should be accomplished within four
years of initial employment.

c. Advanced. Advanced-level training is designed for senior auditors
and supervisory-level personnel. It assumes auditors have achieved mid-level
responsibilities and have fulfilled basic and intermediate requirements.
Training at this level is expected to develop in-depth knowledge and skills
needed to manage an audit from inception to issuance of an audit report and
to provide for techical specialists in support of unique ❑ ission requirements.
Heavy ● mphasis on audit management and professional development should coincide
with advanced written and nonwricten co~unlcation skills. Selected emphasis in
automated data processing ● nd other specialized technical areas are needed to
maintain and improve organization capabilities and proficiencies. Investment
in advanced training should include approximately 3 weeks a year over an
estimated 3 to 5 years to achieve minim~ proficiency for ● xecutive-level
consideration. In addition, individual development may include a graduate
education program and success on professional certification ● xams.

D. Executive. Executive level training enhances upper-leveL management
knowledge and skills tht  ● re related to gover~ent audit or~anization operations.
It is not intended to replace  ● xecutive development programs established for
senior executives by the OPtl but LO Corqlement those programs that advance
internal audit operations and professionalism in the auditing community.
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(Encl 5)

Description of Training Categories

1.0 New Employee Orientation. This category, intended for all new audit
employees, provides the auditor with the basic knowledge needed as a federal
OIG/audit agency employee. A course ● ncompassing this category gives the new
employee an overview of laws, regulations, directives, policies, procedures,
mission, programs, and responsibilities. This course should be given as soon
as possible after the auditor begins work and should not last more than 2 days.

2.0 Auditing Principles and Procedures. The auditor needs to learn the basic
auditing principles and procedures to accomplish the audit function. At the
basic level, che disciplines covered may be incorporated into a single, compre-
hensive 2 week course that enables the auditor to function effectively as a
junior member of an audit team. This course should be completed as soon as
possible, and certainly within the first year of employment.

The intermediate-level disciplines may also be incorporated into a 2 week
course. At this level, new disciplines are added and complexity is increased.
Reinforcement is also a major goal for some disciplines. At the ● nd of the
intermediate level, the auditor should have sufficient knowledge and skills to
begin to assume responsibilities as an audit senior, lead auditor or auditor-
in-charge.

3.13 Audit Applications and Evaluation. This category is designed to teach
auditors how to use important techniques and tools. At the basic level, the
disciplines are combined into an overview course. Auditors will not develop
operating expertise but will be able to recognize needs and where to go to get
the need filled. The basic-level course can be given at any time during the
first 30 months of employment.

The intermediate level strives to develop sufficient skills so the auditor
can use the technique or tool in job situations. Statistical sampling and cost
benefit analysis are types of courses that might be covered at this level in the
quantitative methods discipline.

At the advanced level, skills would be developed to a high degree--such 3s
the organizational expert.

All auditors need to take the basic-level courses. However, at the inter-
mediate and advanced levels, auditors should be assigned on the basis of indi-
vidual aptitude and orgaaizaCional needs.

6.0 Written C~unications. The courses at all levels should take about 1
week. The ability to.write clearly and concisely and to use-the propec.style
and format are of utmost importance to ● uditors. At the basic level, the
course introduces the new employee to government style. The subjects would
include formats, the use of audit terms, and how to write working paper
suanaries and findings.

At the intermediate level, new disciplines are added, the complexity is
increased, and the techniques learned during the basic-level course are rein-
forced. At this level, more ● mphasis is placed on report writing and on the
Importance of presenting material in an unbiased reamer.
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Courses at the advanced level will concentrate on writing whole reports
and on editing and reviewing the work of others.

5.0 Nonwritten Communications. The disciplines in this category are designed to
help the auditor deal with auditees and oLhers by telephone, interview, meetings,
briefings, and so forth. Only two disciplines in this-category should be require<
of all auditors-- interviewing/entrance and exit conferences at the bas~c”level
which should be given within the first year of tralnlng, and oral presentations
at the intermediate level. Other disciplines will be given if needed.

6.o Audit Management and professional Development. This subject teaches :he
tools and concepts audit supe~isors need in order to ~se the resources entrusted
to them and to carry out ~heir audit responsibilities in a professional manner.
The intermediate-level courses are designed to prepare the lead auditor/auditor-
in-charge for these responsibilities. No basic level courses are given. This
training is required for all employees advancing to the middle-management level.
The courses provide an understanding of the role of che supervisor, the stvles
af leadership, motivation, and workload plannlng.

liew courses are added at
perspectives and to deal with
level are courses in resource
productivity.

both the advanced and executive levels to broaden
organizational complexity. Included in the upper
management, organizational development, and

7.0 Investigation Orientation.’ This category is not designed to form auditors
into investigators, only to make them aware of investigative activities and the
type”s of activities investigated and to foster cooperation and :eamwork.

At the basic level, the disciplines can be incorporated into a brief
overview of investigative activities and techniques. At the intermediate
level, a more in-depth 1 week course should be given that emphasizes the
elements of fraud, investigative techniques, and the responsibiiities of the
auditor in reporting suspicious activities to investigators and in collecting
and preserving evidence. At the advanced level, the discipline calls ior
review, to sharpen the auditor’s sense of awareness and cooperation.

S.0 Automated Data Processing (ADP) .— The first level of computer audit skills
is required for each auditor. The skills make auditors aware of computer system
areas. At the second level of skill, an auditor should be able to recognize
evidence of co~on computer-fraud schemes and to evaluate internal controls,
identify weaknesses in the controls, and use and adapt generalized audit soft-
ware packages to test identified weaknesses.

Computer auditors at the third skill level should have wide experience in
ADP systems and should be capable of deslgnlng and implementing audit software
routines. Level III computer auditors should also have some understanding of
operating systems, software security, data-base management systems and data
communications.

The knowledge and technical capabilities required at the respective skill
levels are s~arized in ● nclosure 6.
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9.0 Iiicrocomputers. This category provides auditors with the knowledge and
skills necessary to use microcomputers in the performance of audits. The basic
level course introduces the auditor to microcomputer technology ● nd provides
minimum skills for the operation of microcomputers. All auditors should
receive basic-level training.

The advanced course develops the auditors’ proficiency in using the advanced
technical capabilities of microcomputers and of mainframe computers as an audit
tool . The auditors should also be trained in the use of microcomputer software
packages selected for audit use by the audit organization.

10.0 Contract Auditin&. The introductory course at the basic level is designed
to give auditors an overview of contract auditing. The other disciplines in
this category are optional, unless the auditor is expected to have contract
audit responsibilities. The disciplines include the federal procurement
process, regulations, standards, principles, and requirements.

At the intermediate level, auditors are expected to develop contract audit
expertise. (No courses are given above this level.)

11.0 Grant Auditing. The basic-level disciplines indoctrinate the auditor on
the purposes of federal grants, grant agreement regulations, audit responsibil-
ities, and the use of principles and methodologies to ● valuate grant activi-
ties .

At Lhe intermediate level, which is optional unless the auditor has grant
auditing responsibilities, single audit and block grant concepts are taught.

12.0 Federal Functional/Program Training. There are other categories of unique
audit applications that are not cousoon to all audit organizations and do not
require mandatory training for all auditors. While the profile only shows
training at the basic level, training can be offered to intermediate, advanced
and ● xecutive-level personnel if it is cequired by individual or agency needs.
Examples of unique audit applications include: Federal Procurement and
Contract tlanagement (GSA]; t?ajor Weapon Systems/Programs Clanagement (DoD);
Transportation Management (DoT); Property Management (HUD).

4-5-3



DOD 7600.7-M
(~cl 6)

CATEGORY

Types

AUTOMATIC DATA PROCESSING

Skill Levels

LEVEL I

All trainee and
journeyman-level
auditors
grades 7 to 12.

Responsibilities Participate in
audits of internal
controls in com-
puter-based
systems under the
supewision of
skill-level II.

Numbers All auditbrs.

LEVEL II

Selected auditor-
in-charge or
supervisory
field auditors
grades 12 to 13.

Plan and supervise
audits of com-
puter-based
systems using
ADP audit
techniques.

Two to 3 per
location.

LEVEL III

Selected headquarters
level auditors,
supervisors,
grades 12 to 15.

Plan and supe~ise
audits of computer-
based systems and
advise and assist
skill-level 11
auditors in using
high technology ADP
audit techniques.

Two to 20 per agency.
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AUTOMATIC DATA PROCESSING

KNOWLEDGE

Computer Systems

LEVEL I LEVEL II LEVEL III

Familiarity Basic In-depth
Understanding knowledge

File Processing
Systems

Familiarity Basic In-depth
understanding knowledge

Systems
Documentation

Familiarity Basic In-depth
understanding knowledge

Computer Security Familiarity Basic In-depth
understanding knowledge

ADP General
Controls

Familiarity Basic In-depth
understanding knowledge

ADP Application
Controls

Familiarity Basic .In-depth
understanding knowledge

Operating System
Software

(Not
requi;ed)

Familiarity Basic
understanding

Data Base tlanage-
ment Systems

(Not
required)

Familiarity Basic
understanding

Conmmnications (Not
required)

Familiarity Basic
understanding

(Not
required)

Networking Familiarity Basic
understanding

SysKems Design (Not Familiarity Basic
required) understanding
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AUTOHATIC DATA PROCESSING

SKILLS * LEVEL LEVEL II LEVEL 111

Generalized Audit
Software

Ability to design

Ability to design

Ability to
use

Ability to
use with
assistance

Ability to
use with
assistance

Ability to
use with
assistance

Perform with
assistance

Ability td
use

(Not
required)

(Not
required)

(Not
required)

(Not
Required)

(Not
required)

(Not
required)

(Not
required)

Ability to use
and modify

Customized Audit Ability to use
and modify

Utility Programs Ability to use
with ease

Ability to use
with ease

Time-Sharing
Services

Ability to use
with ease

Ability to use
with ease

Flowcharting  and
Identifying
Internal Controls

Perform with
ease

Perform with
ease

High Order
Progr-ing
Languages

Ability to
modify

Ability to write

Job Control
Language

Ability to
write with
assistance

Ability to write
with ease

Logging Use with ease Use with ease

Program Logic
Reviews

Perform with
ease

Perform with
ease

Accounting Data
Analysis

Perform with
● ase

Perform with
● ase

Test Data Use with
minima 1
assistance

Use with ● ase.

. Use with easeTest Data
Generators

Use with
minimal
assistance

Data Base Query
Facilities

Use with
minimal
assistance

Use with ease
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SKILLS *

Simulation

Audit Nodules

Integrated Test
Facilities

Tagging Selected
Records

Tracing
Software

Extended Records

Program Comparison
Software

AUTOMATIC DATA PROCESSING

LEVEL I LEVEL 11

(Not (Noc required)
required)

(Not (Not required)
required)

(Not (Not required)
required)

(Not (Not required)
required)

(Not (Not required)
Required)

(Not (Not required)
required)

(Not (Not required)
required)

LEVEL III

Ability to use

Ability to use

Ability to use

Ability to use

Ability to use

Ability to use

Ability to use

*Some of these skills can or may be acquired from prior experience
or on-the-job training.
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(End 7)

, . . . . . .

*

COURSE

New Employees
Orientation

Introduction to
Government Auditing
Interagency Auditor
Training Program

Statistical Sampling
American Institute of
Certified Public
Accountants

LIST OF TRAINING COURSES TAKEN
(JOHN StlITH JONES, SSN: 222-22-2222)

Basic Written
Comuni cations

Basic ADP Concepts

Flowchart ing
Interagency Auditor
Training Program

Contract Auditing

Prevention and
Detection of Fraud,
Waste, and Abuse

Cost Benefit
Analysis

Writing Audit Reports

Project llanage9ent

NO.
CODE DATE DAYS—- _ .

Al. 1-5 Jul 78

A2. 1-9 Sep 78
A4.1
A5.1-2

A3.2 Jan 79

A4. 1-2 Har 79

A8.1 Aug 79

A3.1 Nov 79.

A9.1 Jan 80

A7. 1-3 Apr 80

A3.6 Ott 80

B4.2-4 Jan 81

B3.4-8 Jul 81

2

10

5

5

5

2

5

2

3

5

10

DUTY
HOURS

16

80

.-

40

40

16

40

16

24

40

64

NON-
DUTY COURSE TRAVEL
HOURS

--

--

40

--

--

--

--

--

--

--

16

$ $

50 --

125 450

50 --

225 --

250 450

200 --

325 --

150 --

-- --

250 --

350 ---
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(Encl 8)

TRAINING PROFILE
(JONN St!ITH JONES, SSN: 222-2z-z222)

SUFl?ICIENT
TRAINING TRAINING

TAKEN TAKEN

1.0 NEW EMPLOYEE ORIENTATION

Departmental Administrative Matters
Responsibilities of the Federal

Employee/Standards Of Conduct
Overview of Government Regulations/

Inspector General Act/Office of
Management and Budget Directives

Departmental Organization, Mission,
Programs and Responsibilities

Office of Inspector General
Organization, Policies, and Procedures

2.0 AUDITING PRINCIPLES AND PROCEDURES

Generally Accepted Government
Auditing Standards

Types of Government Audits’
Phases of Government Audits
Evidential Hatters
Working Paper Design and Preparation
Elements of Audit Findings
Conducting Audit Surveys
Developing Audit Programs
Audit Reporting Requirements
Audit Followup Requirements

3.0 AUDIT APPLICATIONS AND EVALUATION

Flowcharting
Quantitative tlethods
Internal Control Assessments
Financial Analysis
tlanpower Analysis
Plant and Equipment Analysis
Inventory Analysis
Forecasting ,
Accounting Systems Reviews

x

x

x

x

x

x
x
x
x
x
x
x
x
x
x

x
x
x
x
x
x
x
x
x

x

x

x

x

x

x
x
x
x
x
x
x
x
x
x

x
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4.0 WRI~

Writing
Writing
Editing

COtfMJNICATIONS

Audit Findings .
Audit Reports
and Reviewing Audit Reports

5.0 NONWRITTEN COMMUNICATIONS

6.o

7.0

8.0

[ntewiewing/Entrance and Exit
Conferences

Listening/Reading Improvement
Interpersonal Coasnunication
Oral Presentations
Conducting Heetings

AUDIT HANAGEHENT  AND PROFESSIONAL
DW’ELOPHENT

Audit Supervision
Workload Planning
Resources Management
Organizational Development
Executive Skills and Concepts
Audit Productivity
Quality Control

INVESTIGATION ORIENTATION
Fraud Awareness and Reporting
Basic Investigative Techniques
Elements of Fraud
Procurement Fraud
Computer Fraud

AUTOHATED DATA PROCESSING
ADP Concepts and Facilities
ADP Auditing
Audit Software
File Organization and Accessing tlethods
Data Crnunications
Systems Analysis and Design

SLIITICIENT
TRAINING TRAINING

TAKEN TAKEN

x
x
x

x
x

.

x
x
x

x
x

x
x
x
x
x

x
x
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r.

9 . 0

10.0

11.0

HICROCOtlPUTERS
Basic Skills
Advanced Skills
Software Applications

CONTRACT AUDITING
Introduction to Federal Contract Auditing
Federal Procurement Process/Regulations
Cost Accounting Standards
Contract Cost Principles
Contract Pricing Requirements
Codifications and Amendments

GRANT AUDITING
Introduction to Federal Grant
Regulations

Cost Principles for Grants

Processing/

Single Audit and Block Grant Concepts

DEGREES - TYPE/DISCIPLINE/YEAR
BBA - Accounting - 1975
?lA- Business Administration - 1977

PROFESSIONAL CERTIFICATIONS - TYPE/STATE/NU?lBER/YEAR
CPA - Virginia - #2222 - 1976

GRADE
GS-511-12

SUFFICIENT
TRAINING TRAINING

TAXEN TAKEN

x x

x x

G’

.
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c

U4APTER 5

PLANNING

PARl! I - G3NElUlL4

Historically, the D@ audit org&izations have experienced a shortfall of
resources to fully cover all 130D operations and programs. Accordingly, it is
essential that available audit resources be allocated and used so as to provide
maximum benefit to Doll managment in terms of improving ef f activeness, redwing
program costs, and assuring the adequacy of internal controls in areas vulnerable
to f rati, waste, abuse, or mismanagement.

Part II of this chapter covers the establishment, maintenance, and use of
an inventory of auditable entities. Part III deals with the developer-k and
staffing of an annual adit plan. The atiit-planning  process covered in this
chapter is a multi-phasqd process designed to provide a systematic and rational
basis for the allocation of resources. In brief, the process involves identify-
ing and assigning priorities to auditable entities and developing an annual atiit
plan. Guidance on the preparation of plans for individual adit projects (as
distinguished fran an audit organization’s annual, audit workload) is covered in
Chapter 8 of this Mual, “Performing Audits. ” The overall mncepts to be used
in establishing priorities and audit objectives are covered in Chapter 3, “AMit
Concepts. ”

.
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A. PUIU?C6E, ,’

This part covers the
audi table entities. The
an atiit organization.

establi*t, maintenance, and use of an inventory of
inventory, in turn, canprises the potential workload of

B. APPLKXBILITY

All the pliciesr standards, and other provisions contained in Part II of
this chapter shall be followed by the B central internal audit organizations
in developing their inventory of a~itable entities. Sections D and E, which
outline audit policies and standards, also apply to the D&) internal review and
nonappropriated fund adit organizations. The remaining sections, with the
exception of section H, may be used as guidelines by those organizations in
structuring their atiit workload.

c. BxmRmND

office of ~t and Budget Circular A-73 (reference (b)) requires that
each Government audit organization develop an audit universe and maintain records
of its universe that identify the organizations, prograus, activities, and f unc-
tions subject to atiit. Each audit organization is also required b periodically
review its atiit universe and to determine the coverage, frequency, and priority
of audit required for each identified cmponent. Developing and maintaining
a canprehensive and prioritized audit universe pranotes better use of audit
resources, provides a basis for selecting audit candidates, and serves as support
for pxsomnel staffing requirements.

D. PCKJCY

1. Each DOD atiit organization shall establish, maintain, and use an
inventory of auditable entities for: long-term planning; developing the annual
a~it plan; allocating resources; evaluating adit planning, performance, and
staff ing levels; zd answering inquiries f ran external sources concerning past,
current, and planned audit ooverage.

2. !t’he inventory shall be maintained consistent with the manner in which the
audit organization intends to coriiuct its audit activities.

3. While the inventory of auditable entities may vary in form and content
between the various audit organizations, the organization must maintain records
that can be used to show for its Cmponent:

a. What entities are subject to audit.

b. Why specific activities/functions/programs/systems have not r=ived
recent audit coverage.

c. Relative priorities for audit coverage.
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Chapter 2 of this Manual. mntains the I&D internal au3iting standards. The
standards most closely related to the establishment, maintenance, and use of an
inventory of auditable entities are as follows:

a. 610-

b. 630-

C. 6 4 0 -

d. 650 -

Organization

scope Of Responsibility

Determination of Audit Priorities

Planning

F. AUDIT PLANNING CONCWIS

A sound planning process is essential for & effective management of an
audit organizatim and the proper allocation and control of audit resources.
This process is as cunplex and important as performing audits. If audit
resources are applied to areas with little return or benefit to management,
the performance of excellmt a@it work will be of little value. Therefore, a
systematic and rational basis is needed to ensure that the rm6t important areas
are selected for aulit ooverage. (This matter is discussed in greater detail in
Chapter 3, “ Audit Concepts.”) The internal audit activity should ke able to
justify to third parties why certain areas ~re selected for atiit, why others
were not, what has been audited in the past, what is scheduled for audit, and
what has neither been audited nor scheduled for adit. The audit planning
process should include the following elements:

1. Identifying organizations, programs, systems, and other major areas
subject to audit.

2. Recording this information-as well as the priority for each audit area-
in an inventory of auditable entities (also referred to as an audit universe
file) .

3.
develop

4.

5.

Using the data in the inventory for long-term audit planning and to
the annual audit plan.

Recording information in the inventory on prior atiit coverage.

Coordinating, as necessary, with adit follwup officials to determine
status information & prior audit-findings and reccxu&dations.

G. IEYIM3LISHING THE IWENKHW

Each internal audit activity shall establish an inventory of audi table
entities. This inventory represents the adit organization’s @ential audit
workload. The inventory of audi table entities shall identify each organization,
program, systen, and function for which the audit activity has primary cogni-
zance. This will vary for an organization such as the Office of the Assistant
Inspector General for Auditing (CMG-AUD) , OIG, DoD. The @LtG-AUD has primary
cognizance for atiits of the Office of the Secretary of Defense, Unified

.

.
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Ccmands, and Defense Agencies, and must maintain adequate records to identify
entities subject to audit cmverage in those organizations. It is not required,—
to maintain an inventory of each organization in the Military Departments. The
QKK%AUD inventory of atiitable entities should focus on activities, programs,
systems, and functions that lend themselves to interservice adits. The OAIG-AUD
is encouraged to make use of aditable entity files used @ the other central
internal audit agencies to the extent pssible, and to coordinate its coverage
with the Off ice of the Assistant Inspector General for Inspections, OIG, Dci).
The contents of the file are discussed in mre detail in the follwing
subsections:

1. Types of Audi table Entities

a. Name of Organization, Activity, or Unit. Include the name of the
unit and its unit identification code, as applicable. Use various sources such
as unit identification cude listings, the I&&- DSf ense Program, organiza-
tional charts, telephone directories, and other similar sources to identify
organizations, activities, or units to be inclukd in the inventory. Exercise
judgment when determining what constitutes an organization, activity, or unit
for purposes of the inventory. For example, within the Armyr a division may
constitute an organization for the purpose of the inventory even though the
division is cunprised of many smaller units. However, exercise mre to ensure
that the inventory incldes all smaller units that are not part of larger units
already included in the inventory. Retain appropriate domnmtation to support
the inventory of atiitable entities. As a mininnm, show the elements that make
up each organization, activity, or unit.

b. Programs. Show each program for which the audit activity has
responsibility. A program is a group of related plicies, procedures, systems,
and areas, inchding appropriate resourms (funds, personnel, etc. ) , designed
to accunplish predetermined and specific organizational goals or objectives.
Examples of programs inchde: depot maintaxxwe program, health care program,
ac~isition program for F-1 aircraft, family housing program, construction
program, cash management program, itiustrial preparedness program, civilian
personnel progra, military personnel progrzn, unit training program, traffic
management program, civilian pay program, and military @y program.

●

✎

c. Systems. A systm is a series of mnual or autcwdxd steps or
processes by which transactions are recognized, authorized, classified, recorded,
sunrnarized, and reported. Each system for which an activity has a responsibility
shall be recorded in the inventory. ScmE of the types of systems which should
be identified are accounting systems, weapons and ccxnbat support systems, major
Yen@ under project manager control, lxdget and programing systems, dis-
bursng systems, payroll systems, resouroe management syst~, autanated data
processing systems, camuunications systems, supply systems, d personnel
management systems .

d. Other Atiit Areas. Strmture the inventory in the same manner
in which atiits are expected to he performed. If atiits are performed of
activities, systems, or programs, m further development of adit areas may be
needed. If, however, audits are structured in sane other way, recognize this in
the inventory. For example, audits might be performed on a functional basis
using the 34 functional categories or elements of these categories specified
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in Chapter 16 of this t4anual. If this is the case, record these aulit areas
in the inventory. In building the aditable entity files initially, identify
and include atiit areas cmered during the past 2 years. Then-and even more
important-as new audits are programed d performed, categorize and record them
in the inventory of atiitable entities, skmwing not @y the units, programs, or
systems within which the audit is planned or perfo~, but also those units,
programs, and systems which contain similar audit areas.

2. Priority of Audit. Assign a priority of atiit to each audit area. In
assigning priorities, an average fr- of about 3 years is desirable for all
significant atiit areas, but shorter or longer frequencies will be appropriate
in many instances. Determine the priority by weighing the imprtance of various
factors and assigning a numerical rating for each of the factors includ= in the
ranking matrix. At a minimuu, consider the folltig factors in the ranking
matrix:

a. Risk. The adequacy of internal control systeins and the vulnerability
of an area to fraud, waste, abuse, or mismanagement are the major considerations
in this area. Also, the newness of, or major changes in, programs and systems
could increase the risks.

b. Sensitivity. The sensitivity of a program or system to the mission
of an organization d the importance of that mission to the overall mission
of its parent organization are imprtant mnsiderations. Other omsiderations
include whether an area is of high interest to the head of the Department
or organization or whether poor performance in an area could cause severe
embarrassment to the Department or Agency or adversely impact its relations
with Congress.

c. Au3it Experience. Give a higher rating to an aulit area that has a
history of major deficiencies than b an area that has experienced only minor
deficiencies in the past. Be sure to consider the results of other evaluations
such as inspections, investigations, ard program reviews, along with the results
of the most recent reviews by the adit activity, other DoD audit organizations,
the U.S. General Accounting Off ice (QM 3), ad camnercial firms performing atiit
work on a contractual basis.

d. Financial Impsct. Identify & current or potential dollars involved
in the programs, system, or f uncticn. This can be measured in various ways such
as value of assets or amunt of f Wing.

e. Tim? Since Last A@it. Consider the date of the last au3it or
canprehensive inspection and assign higher ratings
times since the last review.

f. Management Request. Assign zxlditional
requests audit of the area.

to those with

rating points

longer clasped

when management

audit area about3. Au3it Coveraqe. Include information in the inventory by
prior audits performed by the organization itself, other DOD internal audit

-.,

.

.

*

activities, the GAO, and- cumerc~al firms on a mntractual basis that shuws when
each audit was performed and its magnit~. The long term @ is to maintain
historical data for at least 5 years.
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H. COORDINATING WITH IN19HWW WIEW ACI!IVITIES

Periodically, coordinate the inventory maintained by the internal audit
activity with the appropriate internal review activities (or other activities
conducting audits at lccal levels). This inventory should be used by the inter-
nal review activities for long-term planning and development of their annual
internal review program. Normally, the internal audit organizations would devote
primary emphasis to audits of programs or systems, while internal review organi-
zations would be ooncerned primarily with smaller segments of the organization
to which they are assigned.

,-

1. ANMFJJFU3WEWJ0 FIWENNXY

c
Review the inventory of audi table entities each year for reasonableness

ad currency of the information prior to development of the annual audit plan.
Adjust frequency cycles and priorities based on actual audit experience.

*

.
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A. PUIUXXE

This part covers the develcpent and staffing of annual audit plans.

f-

e

.

B. APPLICABILITY

All the @icies, standards, ~ other provisions contained in Part III shall
be followed by the DoD central internal atiit organizations in developing and
staffing their annual atiit plans. Sections C, D, and J, also apply to the DoD
internal review ad unappropriated fund audit organizations. The remaining
sections may be used as guidelines by those organizations in developing their
annual audit plans.

c. POLICY

1. Each M internal audit organization shall prepare formal guidance on the
policies and procedures to be followd in developing its annual atiit plan.

2. Based on the established guidance, the D@ internal audit organizations
shall prepare an annual audit plan omtaining the a~its scheduled to be
performed during a specific fiscal year. The plan shall be consistent with the
goals of:

a. Meeting all statutory or regulatory requirements.

b. Providing audit coverage of all significant atiit areas on an overall
audit cycle that averages 3 to 5 years. For those major programs or functions
determined to have a high vulnerability, a 3-year cycle of coverage is more
desirable.

c. Achieving potential monetary benefits equal to or greater than the
cost of the audit operations.

d. Meeting the needs of management and the organization’s mission.

e. Responding to the concerns of the Congress for oversight of key
programs.

f. Providing balanced and representative audit coverage of all
substantive DoD operations ad programs.

. Maximizing the use of all available a~it resources and developing
the capa~ilities of assigned audit staff.

h. Providing atiit coverage to those programs or activities that have a
high susceptibility to f rad, waste, abuse, or mismanagement.

3. During the development of the annual awl it plan, the D@ internal atiit
organizations shall:
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a. Obtain suggestions for audits f ran both management and members of the
audit organization and furnish feedback on the disposition of each suggestia.

b. Review the existing inventory of audi table entities for acceptability
prior to developing the annual audit plan. The inventory may be particularly
beneficial in supplementing multilocation, Service-wide, or D@-wide audit
coverage with sub jects that have not received atiit coverage in recent years.

c. Discuss and review the annual plan with the head or deputy head of
the activity having operational control over the audit organization. Discuss
pertinent prtions of the plan with the head, deputy head, or designee of the
organizations for which the aulit activity has cognizance.

D. S!UWYUW6

Chapter 2 of this 14anual contains the DOD internal auditing standards. The
standards most related to the development and staffing of an annual audit plan
are as follows:

a. 610-

b. 640 -

C. 650 -

d. 660-

Organization

Determ.imtion of Atiit Priorities

Planning

Ca)rdination

E. GUID3NCE (N ANNUAL PLANNING PROCESS

In preparing the formal guidance to be f ollcwed during the development of
the annual a~it plan, at a minimun, the follming areas should be covered:

1. Responsibilities. Identify the specific responsibilities of the various
elements of the internal audit activity in the development of the annual plan.
Provide for functional area audit experts to be an integral part of the planning
process ard to play a key role in formulating the annual adit plan. The f unc-
tional area expert is the individual within an audit organization responsible
for conducting audits within a specific functional area. These experts shall
maintain close liaison with key management officials in their assigned functional
areas and shall provide technical guidance and support directly to the audit
teams on matters within their functional area of responsibility.

2. Milestone Dates. Establish milestone dates for the completion of
critical elements in the development of each annual audit plan. Generally,
agencies should accauplish planning actions by the f ollming dates, if mt
earlier, to permit effective coordination of annual plans with the other D@
internal a~it activities

a. December 15 -

b. February 15 -

and the General Accounting-Of f ice:

Issue annual audit planning call.

Obtain suggestions f ran management.

c. June 30 - Develop tentative audit
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d. Septenlber I - Review plan with head or deputy head of the Department
or Agency to which & audit organization is assigned.

e. September 15- Issue final atiit plan.

For internal review activities that develop audit plans on a calendar year basis
to take into acoount the plans of otkr audit organizations, a compression of the
above timeframes may be necessary in order to issue the final plan by the start
of each calendar year.

3. Planning Factors. Describe the process to be followed in the development
of the annual audit plan and inclde the factors to be considered in the specific
areas for a~it. Sane of the major factors to consider in the selection prccess
shall include:

a. Ranking

b. Current

or priority of areas contained in auditable entity file.

high-level interest in a particular

c. Management and followup officials’ requests
specific areas.

d. Aumnt of time since last audit coverage of

program or function.

for au3it coverage in

subject.

e. Tarqet allocations of auditor days for the various functional areas
making up DcD @erations. (See Chapter 16 f& functional area groupings.)

f. Achieving an acceptable mix of multilocation vs. single location
aulit coverage that will best use a~it staff resources.

Adequacy and status of management actions on prior audit
recamen%tions.

h. Atiits scheduled or planned by other audit organizations.

i. Rsults of evaluations conducted by management or other oversight
organizations.

4. Contents of Annual. Adit Plan. In developing the annual plan, certain
basic information shall be provided for the audits proposed. The following
minimun information is required for each audit project or assignment, either as
part of the published plan or as backup documentation:

a. Specific reason for selecting the area for atiit, as well as
anticipated benefits, both mnetary and nonmonetary, f ran the audit.

b. The adit objective(s) to be accomplished.

c. The activities and locations to be included or
inclusion in the atiit.

d. The

e. The

estimated auditor-days required to perform

considered for

the audit.

planned dates for starting and finishing the audit.
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costs.

(While

f. An estimate of the

sane of the information
use bv the audit activity, the

costs to perform the audit, incl~ing travel

required by the above paragraphs is for internal
Co&s of each Agency’s =~ audit plan that

are d~stributed to mana@&nt Sho-ti, at a
of the atiits scheduled-and when they will

F. ANNIALCALL EORAUDIT PIAN

mink,- inform interest~ officials
take place. )

.

Before beginning work on each year’s audit plan, the head of the audit
activity shall provide guidance on the special factors to be considered in the
development of the atiit plan. This guidance should cover (but mt necessarily
be limited to) factors such as: auditor days available during the fiscal year;
areas to be emphasized or deem@asized; availability of travel funds; and allo-
cation of available time to * prescribed functional areas and major categories
of audit, e.g., mamiator y, multilocation, single location, etc. Such guidance
may need to be revised once or twice during the planning cycle as conditions
change and it beames clearer where audit resources should be focused.

G. mmmm SWGESTICW FIX? AUDITS

Internal audit activities shall ask both managers and auditors to suhnit
suggestions for audits. This aspect of program development should be emphasized,
since the quality of the annual plan is, to a great extent, affected by the
quality of the a-wit suggestions

1. Suqqestions f ran Management. Establish procedures
suggestions f ran all levels of management. As a minimum:

a. Send a letter (preferably f ran the head of the

for requesting atiit

audit activity) to top
off icials of the organizations for which they have audit cognizance. I&uest -

suggestions f ran all levels of management and allow adequate time, such as
60 days, for managers to prepare their response.

b. Develop and use a standard format for audit suggestions to ensure
that all the information needed to evaluate them is collected.

c. Notify management, in writing, about the di~ition of its audit
suggestion. This can be preceded by oral discussions.

with

d. wvelop methods to @licize the aulit suggestion process. Here are
successful methods:

(1) Em@size the audit suggestion process in day-to-day contact
management personnel and in correspondence with counterparts.

(2) Ask top managers in the Military Deparlnnents or OSD to brief
atiit executives/functional area experts on their respective programs. These
brief ings often identify areas managers think are critical, highlight the results
of internal control reviews, and inform audit personnel of significant program
changes and corrective action in progress or planned.
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e. Direct particular attention toward soliciting audit suggestions f ran
the headquarters of the military Inspectors General and criminal investigation
activities. These activities, by nature of their am reviews, should be in an
excellent position to reccmend subjects conducive to audit.

2. Suggestiona frcm Within the Audit Activity. Establish procedures for
obtaining audit suggestions frcxa key staff members throughout the entire aw3it
organization. For the most effective results, the atiit organization should have
a procedure to encourage continwus -input f ran its wn auditors throughout the
year, as well as setting aside a specific period for audit s~gestion development
and submission early in the annual planning cycle. Procedures should allow
adequate time, perhaps 60 days, for preparation of atiit suggestions. WVelOP
and use a standard format for audit suggestions to ensure that all the informa-
tion needed to evaluate them is collected.

3. Suqqestions fran Foilwup Officials. Establish procedures for obtaining
suggestions f ran f ollowup off icials both on vulnerabilities that merit additional
audit effort and areas of prior atiit coverage where assistance is needed fran
audit organizations to assess the ef f activeness of management actiuns.

H. lYIVEKPING A TEN!IATIVE ANNUAL PLAN

Each D@ internal atiit organization shall ccmplete a tentative annual plan
showing the workload of the audit activity, including participation in Do&wide
audits, by June 30th of each year. The following techniques-or reasonable
variations-have been successfully used by DoD atiit organizations to formulate
good tentative audit plans:

1. Establish a single control point in the audit activity headquarters to
record, control, and distribute audit suggestions to the appropriate f uncticxml
area expert.

2. Com3uct appropriate aulit research of suggestions to evaluate their merit
and determine the most appropriate time for Schduling tk audit.

3. Hold formal meetings with managment to
and to discuss related audit suggestions.

4. Maintain close coordination tetween the
directorate and field elements while developing
current developments are fully considered.

u@ate functional area kncwledge

appropriate atiit operations
the tentative plan, so that

5. Convene a high-level conference of adit managers and functional area
experts to discuss the audit suggestions, suggest changes, and refine the
tentative atiit plan. Concentrate on the nmre important multilocation audit
propsals.

6. Closely coordinate the propsed annual auiiit plan with
applicable H audit organizations. As specified in Chapter 6
coordimtion of audit plans is a continuous process.

7. Reserve a reasonable amount of time in the
audits and for audits which cannot be s~cifically
advance to be included in the annual auiit plan.
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I. ISSUING THE FINAL APPRWED PLAN

Ccmplete  and distribute the annual atiit plan by September 15, or about 2
weeks prior to the start of tk year covered by the plan if other than a fiscal
year planning cycle is used. Retain ccanplete s~rting docum&kation in the
planning files. In addition to normal distribution, send at least one copy of
the annual audit plan to the other DoD internal. audit activities and to the GAO.
Also, send * copies of the annual plan and any subsequent changes to the Office
of the Assistant Inspector General for A@it Policy and Oversight, OIG, D@.

J. DISCUSSING THE PLAN

Review the cmpleted annual plan with the head or the deputy head of the
DOD activity that has operational control over the DCD atiit organization.
Discuss pertinent portions with the head, deputy head, or designee of the
agencie~organizat~ons  for which the intern& a-tiit organizati&
The Secretary of Defense or the Deputy Secretary of Defense will
least annually on audit plans for the Department of Defense as a

K. UPIYiTING THE PLAN

has cognizance.
be briefed at
whole.

.

The annual plan should be used as a planning and scheduling tool and as a
notice to managemmt of the audits planned in their areas of responsibility.
The plan should be revised and u@ated during the year to keep it current and
to apprise management officials of audit scheduling changes affecting their
organizations.
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D@ 7600.7-M

CXIORDINATING AUDIT ACIZVITIES

c

A. PURKSE

This chapter prescribes policy and suggests procedures for coordimting aulit
activities and exchanging audit results.

B. APPLIC.?U31LITY

1. The standards
are mandatory for all
fund audit activities
organizations. ” ) The

and policies prescribed in sections C and D which follow
D@ internal audit, internal review, and nonappropriated
(hereafter referred to mllectively as “DoD internal adit
provisions of sections E through M are not mandatory steps,

but are suggested guidelines for accomplishing coordination @licies. Certain
procedures described in this chapter may not be applicable to every audit
organization, but efforts still should be made to cmply with the intent of the
principles and objectives mntained in this chapter.

2. Procedures for coordinating adit efforts with investigative agencies
when fraul or illegal acts are suspected are contained in C@ter 15 of this
manual ●

C. D(X) INTEIUWL AUDITING S!RUWUUE

The DCD internal aditing standard (Chapter 2) concerning coordimtion is:

660 Coordination - The internal adit organization shall coordinate its
activities internally and with other cmponents of the Governrnent and
itiependent outside aditors it may encounter to ensure effective use
of available resources.

D. FCLICY

1. The Inspector General. Act of 1978, as amended (reference (a) ), directs
the IG, DcD, b give particular regard to the activities of the internal audit,
inspection, and investigatim units of the Military Departments with a view
taard avoiding duplication and ensuring effective coordinatim and cooperation.

2. Off ice of Management and Budget Circular No. A-73 (reference (b)) states
that “ . . . audit ef f activeness is enhmced by audit coordination.” Under the
provisions of reference (b) , Federal audit organizations are requird to
coordinate aXX3 cooperate with each other in developing ad carrying out their
respective audit plans. Effective coordination requires continmus liaison; the
exchange, when appropriate, of audit techniques, objectives, plans, workpapers,
and audit results; and the develqnent of atiit schedules to minimize the amount
of atiit effort required.

3. The provisions of reference (b) have been implemented in D@ Directive
7600.2 (reference (k) ). The DCD internal atiit organizations shall coordinate
and cooperate with each other and with other M audit, investigative,
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inspection, and management review groups to ensure effective use of audit
resources, preclude unnecessary duplication or overlap of review efforts, d
permit efficient oversight of DcD progrzsns and operations. The D@ internal
audit organizations also shall coordinate and cooperate with the GAO and other
Federal and non-Federal audit organizations where there is a cuunon interest in
the programs subject to audit.

4. Coordination shall be a continuing proactive effort and not merely
reaction to a potential scheduling problcm. The degree of formal coordination
depends, in prt, on the relative si~ of the audit organization and its
placement within a H Canponent. Although coordination is mst important for
large scale, multilocation audits because of the significant amount of planning,
resources, and time they require, coordination of all review efforts shall be
the general rule rather than the exception.

5. Coordination shall begin as early in the audit planning process as
practical because coordination, especially during the audit planning phase,
can save valuable tim and effort. Coordination includes sharing technical
information about audit approaches and techniques, exchanging audit results,
and cooperating in joint training efforts.

6. When overlapping or duplicative coverage is irxlicated, the D@ internal
audit organizations shall make every effort to resolve conflicts.

E. RESPONSIBILITIES

1. Every organizational level within the Dcil internal audit organizatims
should coordinate review efforts and exchange information. Specif idly,
coordination and cooperation should be exercised between the f ollcwing:

a. The DcD Internal Audit Activities and the GAO. The GAO frequently
uses published audit reports during surveys to either direct their efforts to
areas not previously covered by m audit organizations, or to rely on published
findings instead of performing review work of their mm

b. The Military Department Aulit Aqencies and the Office of the
Assistant Insgector General for Aw3iti.ng (QIKKHWD), OIG, H. Coordination in
the early planning stages of each audit is especially important si.mx both
activities condmt audits within the same DoD Cmpment.

c. The Military Depar tment Audit Agencies Concerned ard Other Military
Deparbnent Audit Aqencies. Coordination is inprtant because audits in one
Military Service may disclose renditions that could be affecting qerations
adversely in other Ccnpnents.

d. The Military Department Au3it Aqencies and the Internal Review
Elements within Their Respective w) Canponent. Internal review activities often
provide an audit liaison service for their organizations, in addition to their
principal mission of serving camanding officers in ensuring that sound
management practices and procedures are observed within their organizaticm.
Consequently, this level of coordination is essential to effective audit work by
the various internal and external audit staffs.
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e. The Military Departnumt Aw3it Agenties and the Military Department
Inspector General Organizations. With the increasing use of systemic inspection
techniques, the headquarters levels of Military Departmnt inspector general
organizations are undertaking broader, more indepth reviews similar to the
multilocation  atiits of the internal -it activities.

f. The Military ~tmnt Au3it Agenties and the Military Department
Criminal Investigative Agencies. Starting or continuing an audit in an area
where there may be an ongoing investigation could jeopardize the investigation
and requires coordimtim and oonsultatim between the respective organizations
before proceeding.

9* The ~ICHUJD, OIG, DoD, and & Offices of the Assistant Inspectors
General for Inspections, Investigations, and Audit Followup. -e is needed in
coordinating the respective reviews of these offices so that the OIG, D@, acts
in a unifoti manner ‘* gives the appearance of functioning as one entity.

h. Resident Auditors, Inspectors, Internal Reviewers, and Investigators
at Major Camuand Levels, as well as those at Installation Level. Although
procedures for coordinating in areas of mutual interest may be less formal than
coordination procedures used at the central hexters of the major review
activities, cooperation and effective working relationships are equally important
at local levels.

i. The D@ Internal Aw3it Organizations and the Defense Contract Atiit
Agency (m)_. W&m performing reviews of the procurement function, internal
audit organizations may require the assistance of DCAA to evaluate contracting
ad contract administratim  activities.

j= The Doll Internal Audit Organizations and D@ FO11OWUP Off icials.
Starting an audit in an area where there is ongoing followup m corrective action
pertaining to agreed-upon remmendations in prior adit reprts could lead to
duplication of effort.

2. Coordination extends beyond mrely exchanging atiit schedules with other
review groups and providing audit reports upon request. Coordination also
involves establishing close liaison - gmd wxking relationships with other DoD
review group6, external review grougs, and DoD managers. To prmote the most
efficient use of resources among the members of the IG ccmwnity and to ensure
that the efforts of each review group cuqkment rather than duplicate each
other’s work, each DOD internal audit organization should establish programs to
accmplish the following:

a.

b.

c.

d.

e.
priorities.

Meet with munterparts on a regularly scheduled basis.

Exchange auiit plans and schedules.

Exchange informatim on technical matters, including audit programs.

Obtain input on suggested areas for a~it.

Ensure managment’s needs are considered in establishing adit
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f. Suggest areas for inspection or investigation.

9* Provide access to internal audit ad, with ccmand approval, internal
review reports.

.— -
. . .

h. Distribute copies of a~it ammcemnts, when applicable.

i. Exchange information on prior atiit coverage and review results.

j. Request audit assistance frcai other review groups, as mcessary.

k. Be alert to problems that may affect other agencies and, when such
situations arise, coordinate with others involved to see if a single review can
satisfy all requirements.

F. RESCIL71’1(11  Cl? P(XENHAL (XNFLICIS

1. The DoD internal audit organizations should establish formal prmedures
to accanplish the following:

a. Identify the review efforts of other DoD and Federal review groups.

b. Ascertain whether the possibility of a scheduling conflict or
duplication of effort exists.

c. *solve any issues raised during the mordinatim process.

d. Respord, in a positive manner, to the coordination efforts of other
review groups. As an example, when a DcD internal audit organization receives
a schedule or specific announcement of a review f ran another review group (for
example, GAO, CKK-AUD, Inspction, etc.), they should send the documnt to the
appropriate off ices within their organization. ‘l!he offices should be required to
review the informatim ad report back to a central point (possibly the planning
off ice) that either (1) no potential duplication exists, or (2) if a problem was
noted, action was taken to resolve the problem.

2. The DOD internal audit organizations should resolve problems pranptly
when coordination indicates the following:

a. Potential conflict exists with respect to a scheduled or ongoing
audit review.

b. The scheduling of an atiit may be inappropriate or untimely.

c. The results of a previous review could be used to satisfy the audit
requirement or reduce the scope of an audit.

Resolution may include (1) agreeing to meet and coordinate the review efforts,
etc; (2) rescheduling the review of either organization by mutual consent; (3)
providing atiit information to the other party that could redwe or modify the
scope of audit coverage; (4) documenting the need for overlapping audit effort;
or (5) elevating the prtilem to a higher level when agreement cannot be reached.
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3. The degree of coordination exercised by internal review and
unappropriated fund audit organizations to identify and resolve conflicts may
vary with the size of the organization and with the degree of centralization or
decentralization of operations. However, smaller audit organizations are still
res~nsible for avoiding duplication and for notifying other groups when their
reviews may duplicate or overlap other reviews. Internal review activities that
provide liaison with auditors or other reviewers are in a unique psition to
identify conflicting efforts and to help pranote coordination.

1. During the coordination process, the following information on atiit
subjects normally should be provided in sufficient detail to clearly identify the
area to be audited:

a. Title of the audit review and the project number.

b. Purpose and objectives.

c. Scope of the review.

d. Timing of the review.

e. Locations, organizations, and programs to be reviewed. .

f. Contact point for further information.

2. On small atiits it may not be feasible to coordinate routinely
descriptive information, but the D@ audit organizations should make this
information available upon request. In sane instances, it may not be possible or
practical to identify the specific audit locations and timing during the initial
coordination process; however, this information should be identif id and
coordinated before beginning the audit application (verification) phase. When an
au.lit is canceled or an atiit survey indicates further a~it work would be
unproductive, the D@ audit organizations should notify management in a timely
manner. Other participants in the original coordination process may be notified
through publication of a revised audit schedule periodically.

3. When overlapping audit and inspxkion efforts are identified during the
initial coordinaticm process, they should be clearly defined and an effort be
_ to eliminate duplications. In those cases where it is necessary for
organizations involved to continue their review efforts, the D@ audit
organizations should arrange to exchange information on the results of the review
with the other review organizations before releasing the report. This will
ensure that differences in scope and objectives are clearly reprted.

4. The DoD audit organization shmild establish procedures for referring
problems more effectively handled by Military Department inspector general
activities to the appropriate inspection organization. Certain problems, by
their nature, are handled more appropriately by ins~ctors, while others are
address~ more appropriately by auditors. ~eref ore, the exchange of information
andrecanmendations about audits and inspections is mutually beneficial for both
types of organizations and their respective Canponents.
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5. ‘IIW Military Department atiit organizations should establish procedures
for referring audit suggestions to the QIIG-AUD, OIG, D@, if the audit subject
applies to more than one DOD Canponent and can be addressed more appropriately
by a -wide audit. Conversely, the CY41G-AUD should have procedures for
referring audit suggestions to the appropriate Military Department audit
organization when an audit problem has limited -wide ap@icability.

H. R2LATIWHIPS WITH MANA=NI’

1. Before begiming an audit, the DOD a@it organizations should furnish the
audit soope and objectives to appropriate managers in the activity under audit.
Au3itors should provide sufficient advance notice of the audit and observe the
established chain of ccmand during the coordination process.

2. Managers at local installations and intermediate ccmand levels
f re~ently conduct studies and analyses of internal operations. During the
initial coordination process, atiitors should determine whether any sttiies or
analyses are planned by management in the proposed adit area, and review these
plans and any sttiies that may have been cmpleted recently. If unable to review
management studies before beginning the audit, the auditor should contact
management or the a~it liaison office to obtain the studies upon arrival at the
audit site. To the extent possible, the DoD audit organizations should reduce
the scope of atiit efforts basal on the objectives, extent, and quality of the
management review.

3. Internal atiitors should make every effort to follow procedures
prescribed by the activity under audit to coordinate the audit, to ensure the
auditors’ needs for information are cmmnicated to responsible officials, and to
ensure management’s views are obtained as the audit progresses. When auditors
need to contact operating ~rsonnel directly to expedite a review, auditors
should notify a~ropriate management officials and explain the purpose and
importance of the contact.

I. INI!EINAL AUDIT R3LATICNSHIPS WITH DCAA

1. DoD Directive 7600.2 (reference (k)) stipulates that the D@ Internal
audit organizations should coordinate all reviews involving contractor records
with DCAA and with the appropriate contract administration off ioe to avoid
duplication of work. In addition, D@ audit organizations should request
services of ECAA whenever data xnust be obtained directly fran contractors or fran
working papers maintained by DCAA.

2. Audit assignments requiring DCAA assistance should be coordinated with
DCAA during the initial planning process. At least 60 days in advance of tk
start of a scheduled atiit for which significant DCAA audit assistance is
required, the DCAA should be oontacted to finalize the extent of the audit
assistance to be provided. A request should be sulxnitted in writing to the
cognizant DCAA field office with a copy to the Policy Liaison Division,
Headquarters, DCAA, after atiit scope and timing have been established. A
request shall be prepared in sufficient detail to avoid misunderstandings as to
the objectives being pursued. Final agreements will inclule Field Activity
Off ices af f ectd, and the general timing and objectives of the required
assistance. The ECAA will normally confirm a request for assistance in writing

. . .
,,-

.
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within 7 days after the request is received. when DCAA is unable to provide the
requested assistance, audit managers shall coordinate with DCAA when making
arrangements to Condwt the audit wrk themselves and to gain access to requested
records. More specific guidance on this subject is contained in Contract Audit
Policy Memorandum No. 1 (reference (n)).

3. TO maintain consistency throughout the Department of Defense when
atiiting contractor records, internal audit organizations should, as a general
rule, follcw the guidance set forth in the DCAA Contract Atiit Manual (reference
(aaa) ) when performing audit work within the scope of DCAA authority. Unless
otherwise arranged with the DCAA, defective pricing reviews performed by DoD
atiit activities should incl~e all elements of cost in the oontract so as to
render an opinion of the overall contract and preclude the necessity of addi-
tional audit work by the DCAA. When potential defective pricing cases are
identified by atiit organizations, they should normally k referred to the DCAA
for appropriate action.

J. COORDINATING AUDIT INFOIWATION WITH THE GENERAL ~ING OFFICE (GAO)

1. DcD Internal Auditing Standard No. 660 requires that representatives f ran
internal audit organizations meet with their GAO counterparts to exchange audit
information. The DoD audit organizations are encouraged to maintain continuous
Ccxxnunications  with the GAO because of the changing nature of GAO audit plans
(Congressional requests, etc. ) and the ptential for duplication of effort.
Regular periodic meetings, particularly between the central. audit agencies ad
the GAO, can facilitate audit planning and avoid wasted effort in scheduling
audits that may conflict with each other. During preparation of the annual audit
plan, and before announcing major audit initiatives, internal audit organizations
slmuld :

a. Review the GAO work plan.

b. Contact their GAO counterparts to confirm whether their work might
duplicate or overlap with a planned or ongoing GAO evaluation effort.

2. Whenever instances of potential overlap or duplication are identified,
audit personnel should attempt to reach an agreement with the GAO directors to
eliminate the potential for overlap. If mutually acceptable agreements can not
be reached, then the Audit Director should raise the issue for appropriate action
with the organization’s planning staff as well as the D@ IG liaison office
(OAIG/AFU-GAORA) .

K. LIAIXN WITH UI’HER REVIEW GR(XIPS

1. The D@ internal audit organizations should recognize the complementary
nature of the various types of review efforts and establish procedures for
identifying review efforts completed, in process, or planned by other audit,
investigative, and inspection review grou~. Each auditor should determine the
extent of work done by other review groups when planning audits. If the analysis
of other work in the area indicates duplication or overlap, internal. auditors
should reduce the scope of the planned audit, cancel or pstpone the audit, or
build on the work already done in the area, as appropriate.
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2. To determine the scope of work covered by another review effort, internal
auditors may need to review audit working papers frcan another Agency. !l%e DOD
interml audit organizations should provide access to other D&l internal audit
organizations in the interest of avoiding duplication.

3. Whenever ~ssible, auditors should meet with IG personnel to discuss
their inspections of the area, obtain suggestions for the audit, @ review
inspection reports. If the audit is in an area that may be particularly
conducive to fraud or serious abuse, or where a prior investigation may have been
-Ucted, auditors should contact the bcal criminal investigative el~t to
coordinate their work and exchange information about the sub ject of the audit.

L. SHARING TEcHNxQUESANDPFKGRAMS

To optimize the use of resources, the DoD internal audit organizations should
take advantage of audit techniques developed by others. Sharing audit techniques
includes making maximum use of existing ad it programs ZUXI guides to reduce the
time ad effort required to develop new programs for itiividual adit projects.
To help audit organizations share audit programs, the OIG, DoD, periodically ~
lishes a Directory of Internal Audit Programs (reference (o)). The directory
provides information on audit programs by organization and functional area, and
provides directions for obtaining the programs. Men researching and planning an
audit, DoD auditors should obtain copies of audit programs d guides covering
the audit area - consider using them to develop the detailed atiit plan. The
DoD internal audit organizations also are strongly encouraged to interchange
ideas related to the use of ccanputers or other advanced techniques for audit.

M. TRAINING COOPERATION

Audit training also should be coordinated. The DoD internal a~it
organizations should determine the availability of training f ran other atiit
organizations and, if possible, make arrangements to have their staff attend
training courses sponsored by other audit agencies. Sharing training pramtes
consistency in audits, fosters closer working relationships among atiit
organizations, ad keeps auditors informed of devel~nts in other audit
organizations. Policies and guidelines relating to auditor training are covered
in Chapter 4 of this Manual.

.
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DOD 7600.7+4

a-mPTER 7
,

TYPES CM? AUDITS

A. PUIWC6E

This chapter defines and describes the various types of audits performed by
the DoD audit organizations and relates these audits to other portions of thisF Manual that provide greater detail on planning and performing aulits and report-
ing audit results.

B. APPLIQ4BILITY.

The guidance in this chapter applies to the audits performed by all DoD
internal audit, internal review, and military exchange atiit organizations
(hereafter referred to collectively as “D@ internal adit organizations”).
Certain terminology, however, may ‘%t apply to

c. ST7WMRD6 AND PCUCIES

Each DoD internal audit organization shall

every audit organizatia.

recognize the broad range of
audits which may be performed d use this information in developing a com-
prehensive audit plan. All audits shall be performed consistent with the
“Government Auditing Standards” issued by the Ccsnptroller General. of the United
States (reference (c) ); DcD Internal Audit Standard Number 300 in Chapter 2 of
this Manual, “D@ Internal Auditing Standards;” and Chapter 3 of this wd 8
“Aulit Concepts .“

D. CLASSIFICATION CF AUDI’)%

Audits performed by DcD internal auiit organizations can be classified
according to:

1.

2.

3.

4.

5.

6.

7.

8.

Types of audits set forth in the Goverrnnent Atiiting Standards
(reference (c) ).

How many DoD ~nents are included.

Where the basic requirement for the atiit originated.

How many locations are covered.

What type entity is oovered.

Where the audit resources are obtained.

How the audited operations are funded.

Whether the atiit was specifically programed for a followup review.
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E. TYPES WIMLISHEI) IN THE GWERNMENI’ AUDITING STANDMW

Chapter 2 of the Government Auditing Standards (reference (c)) classifies
audits as being financial audits or performance audits and defines each t% as
follows:

1.

related

whether

Financial AWits. These atiits include financial statement and financial
audits.

a. Financial. Statement Audits. Financial statement a~its determine
the financial statements of an audited entity present fairly the fin-

.

ancial psition, results of operations, and cash f l&s-or changes ii financial
position in accordance with generally accepted accounting principles, and whether
the entity has complied with laws and regulations for those transactions and
events that may have a material effect on the financial statements.

b. Financial Related Audits. Financial related audits incltie deter-
mining whether financial reports and related items such as elements, accounts,
or funds are fairly presented; whether financial information is presentd in
accordance with established or stated criteria; and whether the entity has
adhered to specific financial ccnnpliance requirements. Financial related atiits
may include audits of: segments of financial statements; financial information;
repxts and schedules on financial matters; contracts; grants; internal control
systems and structure over accounting, financial reprting, and transaction
processing; Ccunputer-based systems; financial systems; and fraudulent activities
related to any of those areas.

2. Performance Audits. Performance audits include econany and efficiency
and program audits.

a. IUxmmy and Efficiency AWits. Econcany and efficiency audits include
determining whether the entity is ac~iring, protecting, and using its resources
(such as personnel, property, and space) econcnnically and efficiently; the causes
of inefficiencies or uneooncmical practices; and whether the entity has canplied
with laws and regulations concerning matters of econany and efficiency. Econany
and efficiency audits may, for example, consider whether the entity is following
sound procurmt practices; is acquiring the appropriate t=, quality, and
-unt of resources when needed at the lowest -t; is properly protecting and
maintaining its resources; is avoiding duplication of effort by employees and
work that serves little or no purpose; is avoiding idleness and overstaffing; is
using efficient operating procedures; is using the minimum amount of resources in
producing or delivering the appropriate quantity and quality of goods or services
in a timly manner; is complying with requirements of laws and regulations that
could significantly affect the acquisition, protection, and use of the entity’s
resources; and has an adequate system of measuring and reporting performance on
econany and efficiency.

.

.

b. Program Audits. Program audits include determining the extent to
which the desired results or benefits established by the legislature or other
authorizing body are being achieved; the ef festiveness of organizations,
programs, activities, or functions; and whether the entity has canplied with laws
and regulations applicable to the program. Program audits may, for example,
assess whether the objectives of a proposed, new, or ongoing program are proper ~
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suitable, or relevant; determine the extent to which a program achieves a desired
level of program results; assess the ef f activeness of the program and/or of indi-
vidual program components; identify factors inhibiting satisfactory performance;
determine whether management has considered alternatives for carrying out the
program that might yield desired results more effectively or at a lower cost;
determine whether the program canpkments, duplicates, overlaps, or conflicts
with other related programs; identify ways of making programs mrk better; assess
canpliance with laws and regulatio~ applicable to the program; and assess the
adequacy of management’s system for measuring and reporting ef f activeness.

F. NUFBER @ DOD CXM?CNENI’S IKLUDED IN THE AUDIT

Audits are classified as to whether coverage is restricted to one DoD
Canponent or whether several D@ Cc4nponents are involved.

1. Single Service Audit. This type of audit is confined to a single
Military Servioe (for purposes of this chapter defined as the Departments of
Defense, Army, Navy, and Air Force) .

2. Interservice Atiit. An interservice atiit is an audit of D@ plicies,
procedures, and operations that can best be accunplished by a single audit tezm.
These audits are generally not limited to the evaluation of a Military Service’s
canpliance with an established DoD policy, but evaluate whether such policy has
been properly developed and is appropriate to current circumstances. Inter-
service audits may also canpare the implementation of D@ policy in the various
Military Services to determine if one does it better than another. The audit
objectives shall k directed tmard a DCD-wide evaluation and not be limited to
an audit of a single Military Service. Interservice audits also address areas
that cut across Military Service lines that can best be evaluated by a single
atiit team.

3. DOD-Wide Audit. DoD-wide atiits are defined as audits of major D@
programs, systems, and functions performed jointly by the II@ central internal
auilit organizations. The principal difference between an interservice atiit and
a D@-wide audit is that the latter is conducted by multiple teams under the
overall guidance of a designated audit agency. A DOD-wide audit would normally
have as its objective the evaluation of whether a stated DoD policy is being
effectively and efficiently followed. The DeD-wide audits are characterized by
a limited set of audit objectives. Coordination and timing are the critical
factors. The essential ingredients of a -wide audit are preparation of a
general. set of audit objectives equally ap@icable to all Military Services,
scheduling the audit for execution by the cognizant DoD central. internal audit. organizations around the same time, and summarization of results for DoD and
Military Services’ management. Policy guidance, procedures, and respmsibility
for planning and performing DOD-wide audits are set forth in Chapter 19 of this
Manual , “DOD-Wide A&it Process. ”.

G. EASIC REQUIREMENT FUR THE AUDIT

An audit can be classified by identifying where the basic requirement for the
audit originated.
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1. Mandatory. Statutory and regulatory requirements prescribe that certain
audits be performed. These requirements may emanate fran such sources as
Congress, Off ice of Management and Budget (U@) , U.S. General Accounting Office
(GAO), Secretary of Defense, or the Secretaries of the Military Departments.

2. Identified by the Audit Organization (Self-Initiated). Most proposals
for audit are developed by the audit organizations giving consideration to
factors such as adequacy of internal cmntrols; susceptibility to fraud, waste,
or abuse; newness, changed conditions, or’ sensitivity; dollar magnitude; audits
by others; results of other evaluations; availability of audit resources; and
operational results. In developing proposals for this type of atiit, suggestions
should be solicited f ran all levels of managemmt and personnel inside and out-
side the organization. Detailed policies and procedures for determining what
audits are to be performed are contained in Chapter 5 of this Manual, “Planning. ”

3. Management or Congressional I@quests. Audit work generated fran requests
by management officials at all levels shall be accamnod ated to the greatest
extent possible after audit priorities and availability of atiit resources are
fully considerd. Criteria to be met are set forth in Chapter 8 of this Manual.,
“Performing Audits. ” Audits may also be generated to res~nd to congressional
requests for information.

4. Hotline Referrals. Au3its may be
allegations made through the @iO, DOD, or

H. NUbW3R C@ L(XATICNS

initiated specif i~lly to examine
Military Department hotlines.

Audits can be classified as to how many locations are included.

1. Multilocation AWit. An audit of an organization, program, system, or
other entity performed at two or more locations under the centralized direction
of an audit control point.

2. Sinqle Location Audit. An adit of an organization, program, system, or
other entity performed at a single location.

I. TYPE Cl? ENTITY

The entity selected for atiit may be an organization, program, system, or
other type of entity.

1. Organizations. This type of audit covers an entire organization.

2. Proqrams. This typ2 of audit covers a group of related plicies,
procedures, systems, and areas designed to accanplish predetermined and specific
organizational goals. A program may be synonymous with one of the functions
listed in Chapter 16 of this Manual, “I@orting Audit Time. ” Examples are
construction programs, dept maintenance programs, civilian pay programs, etc.

3. systems. This t= of audit covers a series of manual or autanated
stew or processes by which transactions are recognized, authorized, classified,
recorded, summarized, and reported. There are
accounting systems, disbursing systems, supply
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4. Other Entities. In many cases, it is not appropriate to audit a oanplete
organization ? program, or system. In these cases, the audit generally covers a
portion of an organization, program, or system.

Additional information relative to planning for these types of audits is
contained in Chapter 5 of this Manual, “Planning. ”

J. S(XJIWE C@? AUDIT N2WUXES

An audit may be performed using aulit resources that are either pmnanently
n or temporarily assigned to an audit site during the audit.

1. Residency Audit. This audit is staffed with atiit personnel permanently
assigned to the audit site.

2. Mobile Audit. This atiit is staff+ with audit personnel permanently
assigned to another location but temporarily assigned to the audit site (or audit
sites for multilocation  audits) during the audit.

K. TYPE OF FUNIS

This classification differentiates between audits of entities financed with
appropriated funds and those financed f ran other sources.

1. Appropriated Funds. Funds authorized by the Congress for specified
purposes against which obligations may be incurred and subsequent expenditures
made. These incltie operating funds, investment funds, and research funds.

2. Nonappropriated Funds. Cash and other assets received by nomppropriatd
fund instrumentalities f ran sources other than congressional appropriations,
primarily frun the sale of gocds and services to DOD military, military family
members, and authorized civilians.

3. Revolvinq Funds. Stock funds, industrial funds, etc., originally
authorized by the (Xmgress for specific purposes with expenditures replenished
f ran appropriated funds, nonappropriated funds, other revolving funds, foreign
receivables, etc.

L. LEVEL CI?EFFQIU? DEDICATED TO FOLKXWP

An a~it can be classified based on whether required followup on reccmnen-
dations in prior reports is performed as a routine part of an audit or whether an

v audit’s sole objective is to follow up on prior reccmnendations. In both cases,
auditors shall coordinate with Canponent follwup officials to determine the
status of agreed-upon remmendations on prior audit reports as documented in
followup files.

1. Regular Audit. Insofar as it is amsistent with the objectives of
the present audit, f ollwup is to be performed to determine if appropriate
corrective action was taken on recmnendations  in prior reports issued by D@
audit or inspection organizations and the GAO, and whether any of the conditions
cited in the prior reports still exist. This requirement is stated in Chapter 8
of this Manual, “Performing Audits. ”
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2. Foilowup Au3it. This type of audit is solely focused on determining
whether appropriate corrective action has &en taken on remmendations in a
specific prior audit report and whether the previously reported condition has
been corrected.

*
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DoD 7600.7+4

CHAPTER8

PEFWFMING AUDITS

A. PURP06E

17

This chapter provides policy and guidance on the various stages of performing
an audit (planning, survey, verification, and reporting) . It alSO prescribes
policies with respxt to other activities associated with an audit, including:
audit-by-objectives; supervision; access to records; relations with management;
internal controls; and ~asurement of potential benefits f ran audits.

B. APPLICABILITY

Unless otherwise specified, the provisions of this chapter are mandatory for—

all D@ internal audit ard internal review organizations,
organizations of the military exchange systems (hereafter
tively as “DoD internal audit organizations”) .

&luding the audit
referred to collee

C. STANMRDS AND POLICIES

Audits are made primarily to help management arrive at solutions to problems
and devise better ways to do business. If this objective is to be achieved,
audits must be planned and conducted in a logical and methodical way and must
conform to auditing star@ards issued by the Comptroller General of the United
States, as implemented by the Inspector General, Department of Defense (IG, DoD) .

1. Auditinq Standards. DoD auditing standards 410, 420, 430, 440, 450, 460,
470, and 480 ap@y. These standards may be found in Chapter 2 of this Manual,
and some are amplified in this chapter.

2. Stages of Audit. Audits performed by the DoD interml audit organi-
zations generally progress through four separate stages—planning, survey,
verification/f ield mrk, and reporting. The amount of time sgxmt on any one
phase will vary substantially based on the size and nature of the audit. How-
ever, a formal, conscious decision must be made before going f ran the planning
phase to the survey phase, and f ran the survey phase to the verification/field
work phase.

3. Access to Records. In accordance with DoD Directive 7600.2 (reference
(k) ) , auditors, if properly cleared, are
accmplish an announced audit objective,
requested records unless a formai denial
=* For OIG, DoD, auditors, that

.

entitld to all records neex%d to
and shall insist on quickly obtaining
is processed by the head of a DoD
denial must cc&e from

4. Audit-by+bjectives. The audit-by-objectives approach
in planning and performing each audit.

5. Planning and Supervision. Each audit shall be planned
effectively.

the Secretary of

shall be followed

and supervised
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6. Audit Proqram. A written audit program shall be prepared based on the
results of survey work and shall be used for each audit.

7. Audit R?sults. Auditors shall mllect, analyze, interpret, and dccumen
---

t ;,
information to accanplish the audit oh jectives and to s~rt the audit results.

8. Internal Controls. A study and evaluation shall be made of the internal
control system applicable to the organization, program, activity, or function to
plan the audit and to determine the nature, timing, and extent of tests to be
performed.

9. Ccinputer Based Systems. For performance audits, auditors shall conduct a
review of the systems’ general @ ap@ication controls when the reliability of a
ccnputer- based system is the primary objective of the audit.

10. Legal and Regulatory Requirements. An assessment shall be made of
compliance with applicable requirements of laws and implementing regulations
when necessary to satisfy the audit objectives.

11. Fraud W Abuse. Auditors shall be alert to situations or transactions
that could be indicative of fraud, abuse, or illegal acts ml expenditures zuxl,
if such evidence exists, extend audit procedures to identify the ef feet on an
entity’s financial statemnts, operations I or prcgrams. More specific guidance
on preventing, detecting, and reporting fraud and illegal acts is contain~ in
Chapter 15 of this Manual.

12. Followup. Due professional care includes followup on known findings and
recommendations fran previous audits canpleted within the past 5 years that could
have an effect on the current audit objectives to determine whether prcmpt EUXI
appropriate corrective actions have been taken. Management of the audited entity
is primarily responsible for directing and canpleting action on reccmnendations.
Also, specific followup programs and followup officials are designated for inter-
nal DoD and GAO audit reports. After coordination with the cognizant followup
off icials and use of the results of additional audit tests, the audit report
should disclose the canplete status of prior f itiings and recannetiations. The
report should emphasize known but uncorrected significant or material findings
andreccaunendations from prior audits that affect the current audit objective.

13. Potential Benefits. A@itors shall estimate potential benefits, both
monetary and nonmonetary,  associated with the conditions disclosed by audit and
the recurtnended corrective actions; report monetary and nonmonetary benefits in
the audit reprt; axl accumulate and report statistical data on mmetary benefits
in accordance with appropriate instructions and directives.

D. PLANNING PHASE

The planning phase of an individual audit involves the selection of appr~
priate subjects for examination and preliminary researc~review. During this
phase, audit objectives (i.e., what the audit is to accomplish, the specific
audit subject, and performance aspcts) are determined. Preceding the planning
of individual audits is the development of an overall audit plan.

1. Annuai Audit Plan. Guidance on developing
presented in Chapter 5, Part III, of this Manual.
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2. Special Mariaqement Requests. Occasionally, management may request
auditing service fran a DoD internal audit organization that is not normally
available to them during regularly scheduled audits, and may also request only
limited distribution of the audit report and deviation f ran the normal followup
procedures. Such requests tid generally be of an urgent or unusual nature and
could not be anticipated in the annual audit plan where other management requests
may be scheduled. Special requests may recognize that atiit organizations can
perform services other than audits as authorized by Government Auditing Standards
(reference (c) ). The follwing subparagraphs describe the procedures to be
follmed in responding to special requests. The restrictions on the special
requests, huwever, do mt apply to suggestions f ran management used in developing
the annual audit plan and for which the audit reports are subject to normal
distribution and followup.

a. ?@ceptance of Requests. The mture of requests for special audits
may preclude their inclusion in the annual audit plan. Therefore, such requests
may be accepted fran management by the MD internal atiit organization if the
following criteria are met:

(1) Request is in writing, clearly defines the problen to be
addressed, and explains why the problem cannot be resolved by the manager’s
staff .

(2) ~est is for an audit that requires professional capability
and resources not available f ran the manager’s staff or f ran other assistance or
investigative groups responsible for providing special services to the manager.

(3)
adit already in
near future.

(4)
violation of law

(5)

Requested audit does not duplicate an audit or a portion of an
process or scheduled during the current fiscal year or in the

Request is not for audit work where f raw, criminal conduct, or
is known or suspected.

Time spent cm requests fra management for special audits does
not exceed 10 percent of the direct auditor days available to a DoD internal
audit organization in a fiscal year. This ceiling is amsidered appropriate for
coverage of unusual or urgent management requests. Normally, most management
a)ncerns @d be inchkd in the annual audit plan and cunpleted on a scheduled
basis, or otherwise satisfied using regular reporting procedures.

(6) Request a~it is to obtain an independent opinion that otherwise
would not be available to the requesting activity.

b. Performance of Special Management Requests. Normal procedures shall
be used in performing the audit, except that the audit report usually will be
issued only to the requesting official. However, the head of the audit organiza-
tion shall reserve the right to issue an audit report requiring normal followup
and distribution if considered appropriate. Normal f ollowup and distribution
should always be required if the head of the audit organization determines that
reccmnendations are to be made to officials other than the requesting official.
Work~pers generated under the manager’s request program will be retained by
the audit organization. If fraud or illegal activity is identified, procedures
identified in Chapter 15 of this 14anual ap@y.
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c. FO11OWUP Reports generated under the manager’s request program will
not generally be sub~ect to f ollowup under the normal DoD audit followup process
and, for this reason, will not be reported in accordance with DoB Directive
7650.3 (reference (p) ). Because reports generated fran special requests should :
generally be held to a minimum, within 1 year after issuance of a report contain-
ing significant findings, the audit organization shall evaluate whether the audit
results have been utilized effectively by managawmt. If the head of the audit
organization determines that it is more appropriate to issue an audit report
requiring normal followup and distribution, then the provisions of reference (p)
apply.

E. SURVEY PHASE

1“ &ZQ!@l” The information needed for the survey varies with the audit
objectives and the entity to be audited. Emphasis shall be given to identifying
the primary audit objectives and designing an audit approach that will maximize
audit ef f activeness. An effective survey normally includes:

a. Establishing or redefining atiit objectives and scope of work,
including audit site selection, and determining methodology.

b. Identifying criteria for assessing performance (where applicable).

c. Gathering background information about the activities to be audited.

d. Determining resources necessary to perform the audit.

e. Considering skill and knowledge of the prsonnel staff assigned and
the need for consultants, experts, and specialists.

f.

.
and ille~al

h.

Camnunicating with all who need to know about the audit.

Addressing compliance with laws and regulations and potential abuse
acts.

Visiting the audit site (s) to (1) becane familiar with the activity’s
control procedures &M3 operations, (2) identify areas for audit emphasis, and
(3) invite comments and suggestions f ran management.

i. Assessing internal controls.

j. Evaluating materiality and/or
potential audit findings.

k. Determining how, when, and to
ccmmnicated.

significance and audit risk of

whcm audit results will be

1. Coordimting with other a~it, inspection, and oversight groups, when
appropriate, regarding work that has been performed in the past or is anticipated
for the future.

of
m. Coordinating with appropriate f ollowup off icials regarding the status

management’s corrective actions on prior audit findings and reccmrmndations.
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n. Identifying potentially significant findings to be develcped further
during the audit verification phase.

2. Audit Approval. Information gathered during the survey shall be
suunarized and presented to audit managers so as to permit a decision on whether

.

to proceed into- the verification phasei The responsibility for this approval
shall be assigned to a senior management official within the a~it organization
and may vary based on the size and type of audit. Large multilocation audits
should require higher-level approv@ than small single location atiits. Suff i-
cient information must be presented to permit the approving official to make an
intelligent and informed decisia.

3. Mit Proqram. When a decision is made to proceed with the atiit, an
audit program shall be developed. The program shall generally include appre
priate information on background, purpose, methodology, and scope of audit;
objectives of the audit; definition of terms; s~cial instructions; suggest~
audit stew; a~it procedures; and format and general content of the report to
be issued. Development of an effective audit program provides a systematic
basis for assigning work to supervisors and staff, allcxms the audit work to be
segmented for aqlishment by auditors at more than one site, and ensures a
camon approach is maintained that, in turn, will permit effective consolidation
of results.

F. VERIFI(XTI~@IELD  WORK PHASE

1. Examininq and Evaluating Information. Auditors shall collect, analyze,
interpret, and document such mformatmn as necessary to accanplish the audit
objectives and to support the atiit results.

a. Information shall be sufficient, comptent, and relevant to provide
a sound basis for audit findings and recamnendations. “Sufficient” information
refers to the quantity of factual and convincing information needed for a
prtient, informed person to reach the same conclusions as the auditor.
“Ccuptent” information is reliable and the test attainable through the use of
appropriate audit techniques. “Relevant” information is information that
supports aulit findings and reccmendations and is consistent with the objectives
for the audit.

b. Au3it procedures, including the testing and sampling techniques to be
employed, shall be selected in advance, when practicable, and expanded or altered
if circumstances warrant. Part II, Chapter 11 of this h!anual, “Statistical
Sampling ,“ (1) generally requires the use of statistical sampling whenever there
are voluminous numbers of transactions to be examined and (2) provides policy and
guidance for using statistical sampling during D@ internal audits.

c. Assist audit requests shall be used to obtain frcm other audit
locations the additional information needed to accanplish audit objectives.
Cooperation shall be pursued so that auditors may use other’s work and avoid
duplicate audit efforts.

d. The process of collecting, analyzing, interpreting, and documenting
information shall be supervised to provide reasonable assurance that audit
objectivity is maintained and atiit goals are met.
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e. A record of the auditors’ work shall be retained in the form of
working papers. Working papers document the audit and shall be prepared by the
auditor and reviewed by audit supervisory personnel. Chapter 18 of this klanual
provides guidance on the preparation, review, retention, and safeguarding of
working papers.

2. Auditinq Canputer=Based Systems. The atiitor shall do the folluving:

a. I@view general controls in data processing systems, to determine
whether (1) the controls have been designed according to managenmt direction
and known legal requirements , and (2) the controls are operating effectively to
provide reliability of, and security over, the data being processed.

b. Review oontrols of installed data processing applications that the
auditor is relying on to assess their reliability in processing data in a timely,
accurate, and ccunplete manner. Further guidance on auiiiting Cauputer-based
systems is contained in Chapter 9 of this hlanual.

3. Detecting Fraw3, Abuse, and Illeqal Acts. Auditors shall be alert
to situations or transactions that could be indicative of fraud, abuse, and
illegal expenditures and acts; and if such evidence exists, ext&nd audit steps
and procedures to identify the effect on the entity’s financial statements,
operations, or programs. Chapter 15 of this Manual establishes policy to be
followed in auditing areas susceptible to f rati and illegal acts, and for dealing
with situations or transactions that indicate such acts may have Occurr@.

4. Audit Followup For the area being audited, auditors shall follow up on
known findings and rec&nendations f ran previous audits, usually canpleted within
the past 5 years, that could have an effect on the current a~it objectives. One
purpose of the followup is to determine whether praupt and appropriate corrective
actions have keen taken on agreed-upon recomendations in prior reports issued
by the auditors’ audit organization, other DCD audit organizations, and the G?40.
Another reason is to determine whether the corrective actions were effective in
eliminating the adverse condition. Auditors shall coordinate with appropriate
followup officials prior to ccmnencing field work in order to review docuuelta-
tion contained in f ollowup files on managements’ reported corrective action.
Results of audit followup shall be reported as required by DOD Directive 7650.3
(reference (p) ) and subsection H.19, Chapter 12, of this Manual.

5. Developllen t of Findings and Recmmn&tions. Findings and rwamnda—
tions shall be identified as early as mssible in the audit. Each finding shall
be sufficiently developed to show- crit&ia, cotiition, cause, and ef feet, ‘and be
accanpanied by appropriate recxnmwndations. Benefits fraa the audit (mnetary
and nonmonetary) are to be reported whenever the benefits are due directly to the
audit findings and recamendations. Chapter 12 of this ~ual discusses the
development of findings and reccxmnendations. As the audit progresses, potential
findings and reccmnendations shall be discussed with officials in the activity
being a~ited before being presented in writing.

to
be
so

6. Actions Taken by Management. Management shall be given an opportunity
correct adverse conditions during the audit. Corrective actions taken should
recognized in the atiit report and in the adit working paper documentation
that the auditors may take credit for corrective actions. Credit should also

.
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be given for the plann~ actions that will significantly improve operations,
incltiing any alternative actions initiated independent of the audit recamnen-
daticns.

7. Draft Reports. A draft report shall normally be prepared for every
assigmmnt. In most cases, draft reports shall be issued before the exit con-
ference and shall contain only information that has been previously ccnmmnicatd
to management. The draft report shall be staffed with the officials addressed
in the reommndations. The purpose of staffing a draft report is to surface
any pints that recpire clarification. Management shall be asked to ccmnent
specifically on any potential mnetary savings or other benefits shown in the
draft report. As a result of the staffing process, a~ropriate changes should
be made to the report to reflect agreement on facts, clarify points that may
be misinterpreted, and remove any unnecessary irritants that would preclude
managemmt’s acceptance of the report.

8. Exit Conference. An exit conference shall be held with management unless
management declines. This is generally the last opportunity before issuing the
final report to ensure accuracy of the reported information and to resolve any
matters that are still in dispute. In those rare instances when an exit confer-
ence precedes the draft repmt, management shall be notified as to when the draft
report will be furnished and shall be informed that an additional meeting will be
held, if desired @ management, upon review of the draft report.

9. Pos&Adit Critique. A post-atiit critiqpe shall be prepared in those
instances where such a critique wuld be helpful in planning d performing
future audits of the same or similar functions or activities. The critique
shall inch.de (a) suggestions for improving survey and audit performance,
(b) suggestions for improving audit approach, and (c) reccmmendations on the
time and resources needed to accanplish the overall audit objective.

G. M3P0Kl!ING PHASE

A written audit report shall be prepared for each audit. A statement shall
be included that the adit was made in accordance with generally accepted
Goverment auditing standards or qualified when standards were not f ollwed.
Reporting procedures and policies covering form, distribution, timeliness ~
contents, and presentation are contained in Chapter 12 of this Manual.

H. AuDI’M3Y-CBJICrIVIS

Mit-by-objectives is an aw3it management technique that requires atiitors
to focus cm adit objectives throughout the entire audit cycle f ran develop-
ment of the initial idea through the final atiit report. This approach shall
be followed on each audit performed by a DoD internal audit organization.
Additional guidance on this concept is contained in Chapter 3, Section F., of
this Manual.

I. SUPERVISI~

1. Need for Suxrvision. The DcD internal audit organization shall ensure
that atiits are supervised properly. Supervision shall be exercised at each
level of the internal audit organization to provide quality control over atiit
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assignments. Supervision is a continuing process and incldes sufficient interim
checks at each stage of the audit to determine whether audit projects are cn
schedule and are being performed in accordance with plans, so that necessary
adjustments can be made and the staff kept info-. Appropriate evidence of
supervision shall be documented and retained. The extent of supervision required
will depend on the proficiency d experience of the aditors and the difficulty
of the audit assignment. For alxlit assignments that have been contracted for
by a DOD Canponent under the provisions of DOD Directive 7600.9 (reference (q)),
technical guidance and periodic oversight review remain the responsibility of the
head of the Dd) internal audit orqanizaticm.  ChaDter 14 of this Manual Drovides
policy
within

2.

and guidelines on ef fectiv~ supervision as-an element of quality &ntrol
an audit organizatia.

Nature of Supervision. Supervision incldes the fol.luwing:

a. Providing suitable instructions to subordinates at the beginning of
the audit and approving the audit program.

b. Ensuring that the approved audit program is carried out, unless
deviations are authorized.

c. Providing work assignments that are consistent with the abilities and
experience of the assigned staff.

d. Determining that audit objectives are met.

e. Ensuring that the audit is performed in conformance with professional
auditing standards.

f. Determining that atiit working papers adequately support the atiit
findings, conclusions, and reports.

9- Ensuring that
constructive, and timely.

atiit reprts are accurate, objective, clear, concise,

J. AccEss ‘m RECORDS

DoD Directive 7600.2 (reference (k)) provides that properly cleared auditors
shall be entitled to full ad unrestricted access to all personnel, facilities,
records, reports, data bases, documents, or other DcD information or material
needed to accanplish an announced audit objective. In performing audits,
auditors shall aggressively follow up on all requests for records and other
documents to ensure that they are obtained on a timely basis. Only the head of
a DoD Ccmpnent may deny auditors access to the area under his or her control.
In the case of OIG, DoD, auditors, the denial must cane f ran the Secretary
of Defense. D@ Directive 7600.2 (reference (k)) and DoD Instruction 7050.3
(reference (r) ) cite the reasons under which a denial may be made and explain
the procedures to be followed in case of a denial. Procedures for obtaining
information fran the Joint Chiefs of Staff are set forth in “Memorandum of
Understanding Between the Organization of the Joint Chiefs of Staff and the
Inspector General, Department of Defense, to Establish Procedures for Processing
Requests for JCS Papers/Planning Information” (reference (ccc) ) .
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K. RELATI~ WITH MANAQ24ENT

1. Notif yinq Manaqement. Management shall be given reasonable advance
notification of an audit. Such notification permits management to make necessary
preparations for the a~it team. The advance notification shall include the
Wpose and - of ~ a~it and the t- period during which the audit is
to be performed. In sane instances during the course of an audit, sane unanti-
cipated site visits may be necessary. In such instances, the auditors shall
provide management with as much advance notice as possible. The requirement for
advance mtif ication does not apply to cash counts or other similar audits where
surprise is essential to accomplish the audit objectives.

2. Entrance Conference. A@itors shall offer to hold an entrance conference
with management prior b beginning the audit or audit survey, as applicable. At
the conference, management shall be informed of the purpose, scope, and duration
of the atiit, as well as the overall and specific audit objectives. If manag-
ment declines to hold an entrance meeting, the atiitors will exercise care to
ensure the required information is conveyed in writing.

3. Periodic Briefings. Periodic brief ings shall be provided to managment
during the course of the audit. These brief ings are especially imprtant when
the adit progresses f ran one phase to another, when audit work is substantially
curtailed or expanded, or when numerous visits to the same site are made.
Management shall be notified in advance of any changes in audit objectives or
estimated time periods.

4. Exit Conference. An exit conference shall be held with management &fore
issuing the f n-ml reprt unless management declines. Other conferences may be
necessary during the 60 days following issuance of the
report is officially referred to the follmup activity
resolution of unresolved issues.

report and before &
for followup action or

L. IM!ERALCK)NTMW

Management is respmsible for establishing an effective system of internal
oontrols. The need to assess internal controls and the focus of that assessment
vary with the objectives of the atiit. A study and evaluation shall be made of
the internal control systems applicable to the organization, program, activity,
or function under audit. The focus of the auditor’s review of internal controls
may vary with the type of audit; i.e., financial and performance atiits. H-
ever, the basic purpose for evaluating internal controls during audits is always
the same; namely, to determine the extent to which the auditor can rely on
existing controls &n planning the nature, extent, and timing of audit tests
to be ap@ied during the examinatim ad verification phases of the audit. The
review of the system of internal controls by the auditors can aid in devising
better aditing procedures for evaluating the results of operations or, when
appropriate, for formulating an opinion on the fairness of financial statements.
Chapter 9 of this Manual contains specific guidance for evaluating general
controls in data processing systems and ap@ication controls of installed data
systm applications. Guidance on reviewing management implementation of the
Internal Control Program is Containd in Chapter 10 of this Manual.
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M. MEASURING POIEN!l?IAL  BENEFITS FlU14 AUDIT

Information on potential monetary and nommetary benefits is used in “various
ways. Including estimates of potential benefits in the audit report gives the
reader a perspective in j~ging the importance of the oondition and the recumen—
ded corrective action. The IG, DoD, inclules information cm @ential nmmetary
benefit estimates claimed by a~itors in s~iannual reports to the Congress.
Information on monetary benefits is al= one of the factors considered in evalu-
ating the ef festiveness of atiit organizations. A@itors’ estimates are based
on informaticm available at the time of ‘audit. The IG, M, is also required to
report to the Congress on the potential monetary benefits claimd by atiitors
that have been agreed to by management and those with which management has
disagreed. Actual amounts of agreed-upon auditor estimates realized through
management’s action are also included in IG, D@, semiannual reports to the
Congress. Actually realized benefits may be affected ~ changing requirements,
unforeseen costs, and other subsequent events, and may be greater or lesser than
the initial audit estimates. Enclosure 1 to this chapter sets forth guidelines
for identifying, classifying, and reporting potential benefits f ran audit.
Enclosure 2 provides examples of reoummdations that could result in reportable
potential monetary benefits.
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IhD 7600.7-M
Enclosure 1

~IIELINES RX IDEIWIFYING, CLASSIFYING AND REPORTING
PUl!ENrIAL -m PIKl!I AUDIT

1. Types of Benefits

,!

*

.

a. Potential Monetary Benefits. Many of the benefits arising fran
internal atiits can be expressed in -nmnetary terms. -es of such benefits
are shown in enclosure 2 to this chapter. Potential monetary benefits are
classified as “Furds Put to Better Use” or as “Questioned Cost”, but not both.

(1) Punds Put to Better Use. The vast majority of potential
rmnetary benefits resulting f ran internal audit is in this category. The term
“funds put to better use” IIN?ans that funds could be used more efficiently if
management takes action to implement and canplete the recmnend ations made by
the audit organization, including:

reductions in outlays;
deobligation of funds f ran prograns or operations;
withdrawal of interest subsidy costs on loans or loan
guarantees, insurance, or bords;
costs not incurred by implementing reomuendd improvements
related to the operations of the establi*t, a contractor
or grantee;
avoidance of unnecessary expenditures noted in preaward
reviews of contract or grant agreements; or
any other savings that are specifically identified.

(2) Questim& Cc6t. An incurred cost that is questioned by
auditors because of:

- an alleged violation of a provision of a law, regulation,
mntract, grant, cooperative agr~nt, or other agreement
or document governing the expenditure of funds;

- a finding that, at the time of the audit, such cost is not
supported by adequate documentation; or

- a finding that the expenditure of funds for the intended
purpose is unnecessary or unreasonable. (This term wuld
be applicable only to ircurred -t audits such as those
pertaining to defective pricing on defense contracts).

A disallowed cost is a questioned cost that management, in a management decision,
has sustained or agreed should not be charged to the Government.

b. Nonmonetary Benefits. Many aulits/r~tions result in valuable
benefits to a DcD canponent, to the Department of Defense, or to the Government,
but cannot be expressed readily in monetary terms. Such benefits may stem f ran
recmuendations relating to operational readiness, equal employment opportunity,
perscnnel safety, data accuracy, environmental programs, organizational
structure, or rehabilitation programs. These benefits would normally be
expressed using the
For example, higher

most appr-&r iate quantitative measuranent in each instance.
operational readiness could be expressed by increased numbers
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of units meeting readiness standards, while improvements in equal employment
opportunity could be expressed in terms of increases in the numbers or
percentages of minorities or wcmk?n employed. Nonmnetary benefits can be as
important as monetary benefits. Conducting audits not likely to result in
monetary benefits should not be sacrificed in favor of audits where the potential
for smnetary benefits is greater. The emphasis should be on doing audits of
importance, not just audits that are likely to result in monetary benefits.

2. Areas of Special Consideration. Saw areas present unique problms on
appropriateness and classification of b&ef its. Those areas are discussed below:

a. Military Personnel. Reccmmdations regarding military personnel
authorizations and assignments usually do not affect military end strength.
Those recamendations  generally are designed to remedy overstaffing at a
particular location or to require use of civilians instead of military to do a
particular function. Those types of benefits are normally reprted as funds put
to better use.

b. Civilian Personnel. Wcxmmmdations scmetimes result in reductions
in personnel authorizations for an activity or organization. Generally, those
spaces are transferred to other activities or organizations that were
understaffed because of personnel or funding limitations. While those types of
actions will not result in reduction of overall personnel strength for the
~nt8 tie -f its still should be reported as funds put to better use.

c. Material Excesses. Reports often contain reccmmendations to
redistribute excess material to satisfy operating requirements or to fill
inventory shortages. The determination of benefits will depend on what ef feet
the redistribution action would have on current and future acquisition and
holding costs.

(1) Supplies. Audits of supply support activities often identify
stocks that are in excess of prescribed retenticm limits. Redistribution of
these stocks to other activities having a current need, instead of attrition in
place, can result in mnetary benefits through canceling requisitions or planned
procurements and avoiding variable inventory holding costs, which include
storage, obsolescence, and other costs. It may not always be necessary to
identify ad cancel outstaxling  requisitions to claim potential benefits when it
is demonstrated that material excesses exist. The audits, however? must
demonstrate that the material excesses are demand-supported; i.e., are active
inventory items within the Military Department. The rationale for this is an
assumption that demaml supported supplies have a high turnover rate and are
reordered within the current year or next 4 years following the ccmplet ion of the
audit.

P

(a) If the excess stocks are not authorized or qualified for
stockage arkl the holding activity has no foreseeable future need for the items,
mnetary benefits would generally equate to the value of stock redistribution and
the amount of inventory holding costs avoided by remving the items from storage
ard placing them into use.
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(b) In the case of authorized stockage items, the determination
of mnetary benefits should weigh the potential reductions in holding and current
acquisition costs against the cost to the holding activity of replacing these.
stocks in the future. Stocks which exceed ccuputed eccmnic retention limits are
not considered econcmu“cd to retain. If on-had stocks exceed CCauputed  eCOIICdC
retention levels and are not being held for any other purpose, redistributing
the stocks to satisfy current requir~ts would generally result in rmnetary
benefits equal to the value of the stocks redistributed. Although the holding
activity may have to replace these items in a future year, the replacement costs
vmuld be offset by reductions in holding costs. - retenticm limits are not
ccmlputed on an econanic item-by-item basis, the determination of monetary bene-
fits fran redistributing stocks that exceed prescribed retention limits should
consider hw long it would take to use the stocks in place, - whether potential
reductions in holding costs would offset the costs to replace the items in the
future.

(c) Another situation involves activities that continue to
order stocks @l b maintain an excess inventory. A recmmmdaticm to reduce
ordering would result in funds put to better use if it can be assured that the
activity would have continued to order ard maintain an excess position.

(2) Equigmnt. Bbst major equipnent items in the Doll Military
Departments ad Agencies are centrally funded, procured, ad mnaged at the
Departzmnt or Agency level. Procurement decisions are made at the Military
Department level based on the worldwide asset Positim. Those equipnent items
are accountd for on property bmks at the user’s level and are also a part of
the centrally managed worldwide asset position. If procurement is based on the
total Department or Agency asset position, a redistribution of local. excess may
not affect the net requir~ts or procurement decisions. Such distributions may
@rove productivity or readiness through improved use of available assets. If
the excess items were also unrecorded assets (not cm an accountable record), the
recording of the asset could result in furds being put to better use if it would
increase the total recorded asset position and, thus, affect prccuremmt deci-
sions. Unlike excess stocks of material, however, it is not enough just to
demonstrate that equipent excesses are demand-supported. An assumption can-
not be made that equipment items are high turnove r items that are likely to be
procured frequently; i.e. , during the current year and the next 5 years fran the
date of the audit. It would be necessary for the audit to demonstrate the effect
excess equiprent will have on ongoing or planned procur~t to claim the poten-
tial benefit, i.e., corresponding budget information mst be included in the

D

.

process.

or an item
credit for

d.

(3) If a recammxlation is made to defer the procurement of supplies
of equipnent, the def ermnt should be for at least 2 years to take
a monetary benefit.

Military Department or Aqency Construction Proj-ts. Funds for
military construction projects by the Depar~nts or Agencies are approved by
the Congress on a project line item basis. When reamwrdations are made to
reduce in scope or cancel an approved, f urxled military construction project, a
benefit in th~
resulting frcm
projects would

category of f A: put to better use ma~ be claimed. fienef its
recommendations for the cancellation of unfunded construction
also be reported as funds put to better use so long as it can be
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assumed that the projects otherwise would have been funded. ‘l’he anount claimed
for the unfunded construction project should adhere as closely as possible to
computation procedures discussed in paragraph 4 of this enclosure; that is, not
exceed a 6-year period. (This exception applies only to construction projects.
For other types of projects, there must be evidence of planned procurement and
planned funding. )

e. Nonappropriated Funds. Benefits identified to nonappropriated funds,
incltiing the military exchange organizations, shall be claimd follming the
cr iter is-presented in-this &pter; Caie must be exercised to ensure tit those
benefits are properly described in audit reports so as not to imply that the
benefits involve ~opriated funds when that is mt the case.

@

f. Benefits Involvinq Other Activities. Audit vmk at one IHl Deprt-
ment or Agency may result in benefits at another Department or Agency within the .

Department of Defense or to the Federal Government overall. Those types of bene-
fits may be claimd in connection with the report for the audit that produced the
savings following the criteria presented in this chapter. The facts concerning
such situations should be clearly described in the atiit report. IU?portable
benefits must result in a net benefit to the Department of Defense or to the
Federal Government overall. For example, a reportable benefit would result when
a recmmmdation to a D@ Cauponent results in a refund to the U.S. Treasury.
Collections or reimbursements f ran other Federal organizations to a DcD Canponent
are reportable if they result in a net benefit f ran a DoD perspective. Intra-
Defense collections or reimbursements which result in “wash” transactions within
the Department of Defense are not reportable.

. Statistical Samplinq. The use of statistical sampling to project
potentia? monetary benefits is enoou.raged. When tho6emethods are usedin
performing an audit, benefits are normally reported within a certain range or
at a midpoint within the range. Under mo6t circwnstances, statistical reporting
of monetary benefits should be based on the midpoint. On an exception basis,
use of a on~sided projection is authorized to ensure the most efficient use of
audit resources. A on~sided projection may be more appropriate in cases where
obtaining midpoint projection within an acceptable range requires substantially
more a~it effort than a on-sided projection. However, under no circumstances
will an aount in excess of the midpoint be reported. Projections shall be
limited to the sampled universe. Sample results in one universe shall not be
used to project monetary benefits to other universes.

h. Indefinite Remmer&tions. RemmeMations to “consider, ” “reevalu-
ate, ” or “make a sttiy” are weak remmendations and, except in unusual circunr
stances, should not b& nuxle. Iiwever, if such reccu&ndat~ons  are made, any
related monetary benefits would normally be too unpredictable ti be estimated and
claimed.

i. DeObligation of Funds. So lorq as funds can be reprogrammed, they can
be claimed; i.e., unexpired, or lapsed funds transferred to (merged into) an “M”
account. Unliquidated  obligations under an appropriation are merged at the end
of the second full fiscal year following expiratim. The “M” account remains
available for the payment of unliquidated obligations charged to various-year
appropriation accounts. Reprogrammed funds are considered “funds put to a better
use. ”

8-1-4



j. I~@ent Wit Verification. The validity of potential monetary
benefits must be ascertained independently by the auditors before the benefits
can formally be cla&d and included in the report of audit; that is, the
auditors shall not accept an estimated amount provided by management without an
independent validation as part of the audit process.

3. Identification of Benefits. During audits, auditors shall determine the
potential monetary benefits or nonmonetary benefits that could result fran audit
f idings ti reccmendatims. Those- determinations should be made early in the
audit to allow time b reasonably measure potential benefits. Each
recamendation  in a draft or a final audit report should be considered in the
following terms:

a. What potential benefits could result in future years if management
takes the reccmmmded action? Are the claimd benefits “lost opportunities”
only?

b. Are the

c. Are the
evidence of ongoing

potential benefits nmnetary or nonmonetary?

potential monetary benefits reasonably measurable? Is there
or planned procurements in the Approved Defense Program, the

DoD Program Decision Memrardum, or the Program @jective Memorandum (Mll) ,
whichever is most current, that wmld be affected? l?ach document covers a 6-year
period.

d. Does the report itself support the benefits? Did the auditors
imlependently  arrive at the conclusions reached?

e. Are there readily identifiable offset costs? If so, have they been
deducted in cunputing the net potential

f. If there will be a monetary
dictable to be estimated, is the amount
“ innneasurable?”

9* Will the potential benefits

monetary benefit?

benefit but the amount is too unpre-
properly reprted as “indeterminable”/

claimed in the audit report result fran
taking action on specific situations and reccmmendations included in the same
reprt?

4. Cauputaticn of Monetary Benefits. llenef its f ran internal audits shall
be canputed whenever the benefits are due directly to the audit reccmnendations;
i.e., ~he benefits claimd can be expected to result once management ccnnpletes
reccmnended actions. Benefits shall be cauputed in a reasmmble manner. Offset
costs incl~e all direct or indirect costs that will be incurred in implementing
the action that will result in the mnetary benefit.

a. Many reccmendations produce only a on-time benefit. Examples would
be reduction in requisitioning oh jectives, return of funds erroneously paid out,
or reductions of materiei requirements. There are instances when a one-time
management action will result in benefits affecting several identifiable fiscal
years, such as canceling plans to acquire major items of equipnent over a number
of years or leasing rather than purchasing autanatic data processing equipnent.
Certain reccamendations result in recurring annual. benefits that continue for an
indefinite pericd of time. Examples wxild be reductions in payrolls and other
operating expenses.
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b. 2hmunts claimd for both onetime and annual benefits may be based on
budget projections. For both types of benefits, the amounts that may be claimed
are limited ~ a 6-year period covered by the mat current P@I, DOD Program
Decision Memorandum, or Approved Defense Program. Previously, annual benefits
were limited b a l-year period in semiannual IG submissions to the Congress.

5. I@orting Benefits

a. Audit Reports

(1) A&it reports shall indicate the amunt of monetary or non-
-tary benefits that will accrue if the reccmmmdations are implemented. The
report shall contain a cmplete description of each monetary benefit, either in
the fitiings or as an attachmnt, to ensure that the reader understands the
nature of the benefit aml the basis upon which it was determined. The
appropriation account ad year of funds affected should be determined whenever
possible and included in the monetary benefits description to aid management in
taking Corr=tive measures.

(2) Atiitors should reach agreement with management on the reason-
ableness of potential benefits cited in the reprt ard d~nt the agreemnt
in writing. Management is required by DoD Directive 7650.3 (reference (P)) to
specifically review and ccament on the reasonableness of auditor-estimated poten-
tial benefits as part of its review of draft reports. If management does not
specifically ccamnt when responding ti the draft report, management must again
k asked to caunent on the potential benefits in a response to the final reprt
ail before the report goes to the atiit followup activity. If management
~s with the auditors’ estimate of the potential benefits, the amunt may
still be reported if, in the auditors’ judgment, the estimate is valid ad
management’s ccmments have been carefully considered. The matter must be
resolved through the procedures specified in reference (p).

(3) Atiitor estimates of potential mnetary benefits arrived at
through statistical sampling methods are subject to the sam provisims of
reference (p) as are benefits based on other estimating procedures. If manqe-
ment does not agree to estimates of potential benefits based on statistical
sampling because the samples did rmt alti -gement to identify specifically
the organizational entities that W3UM realize the benefits, the auditors shall
try to gain management’s agr~t with respect to corrective actions required
@ the validity of the sample on which an estimate of nmnetary benefits was
basal. When this situation occurs, the atiitors may report the potential mne-
tary benefit. The inherent accuracy of a projection based on a methodologically
sound statistical sample may be accepted if the auditors can attain management

cement on the urrlerlying causes for the problems. The audit followup activity
% verify that management has implemented the reccxmm2ndations in accordance
with audit re~lution prcxxxlures. Atiitor estimates of potential monetary
benefits based on statistical sampling procedures are subject to the same
provisions of DoD Directive 7650.3 (reference (p)) regarding the management
camnent/decision  process as are estimates of monetary benefits based on other
estimating procedures.

●

☛

(4) If duri~ the audit, discussions with management result in
changes and improv~nts in management -rations resulting in potential monetary
benefits before the audit report is issu~, a record of those discussions should
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be part of working paper documntation if the auditors plan to claim that
monetary benefits were realized based on their atiit work. A record of the
discussions which resulted in the potential benefits should also be included in
the audit report; i.e., evidence to show that management tmk corrective action
as a result of the audit.

(5) Before the f i.nal audit reprt is issued, each potential monetary
benefit shall k reviewed by an independent party within the audit organization
who was not directly responsible for the atiit. The purpose of this review is
to ensure consistency of treatuent in accumlatingr categorizing, and reporting
nxmetary benefits.

b. Statistical Reports. ~ta collection instructions issued by the
IG, DoD, include guidance for reporting statistical data on potential monetary
benefits for the %uiannual Report to the Congress. The guidance is contained
in DoB Directive 7650.3 (reference (p)) , and Dd) Instruction 7750.6 (reference
(s) ) .

6. Maintenance of Records

a. Establishment. A record of potential benefits shall be established
for each audit by the time the draft audit report is issued. That record shall
show for each reccmnendation  in the audit report:

(1) The amunt of potential monetary benefits classified either as
funds put to better use or as questioned cost. If monetary benefits will accrue
f rcnn a reccametiation,  but the amount is “ indeterminable”/W immeasurable, ” that
fact should be noted on the record with an explanation of how the determination
was made.

(2) The functional category of each mmetary benefit. The func-
tional category codes described in Chapter 16 of this Manual for use in reprting
auditor time are also incorporated into DoB Instruction 7750.6 (reference (s) )
for purposes of categorizing potential monetary benefits claimed by atiitors.
Benefits should be categorized in the most appropriate function if more than one
functional category is applicable.

(3) A description of significant nonmonetary potential benefits.

b. Details on ~utation. The record shall be supported by an attach-
ment that provides specific details on how each potential ~tary benefit was
ccmputed and any exceptions taken by management. Any changes agreed to during
staffing ard discussions of the draft atiit report should & made to the reprt
and attachments.

c. Distribution to Foilowup Activity. A copy of the record of potential
monetary benefits and the supporting attachmnt, along with management ccmmmts
in response to the auditor-cla~ benefits, shall be furnished to the activity
responsible for mediation and/or followup on the aulit report.

d. Coperation with Managemmt. Managmnt often uses information on
potential monetary benefits in the budget formulation process. Au3it organi-
zations shall -rate fully in &ing such information available to budget
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personnel, including identifying applicable budget appropriations affected by the
benefits, if known. However, potential benefits based on statistical sampling
may present a special case. If the auditors ad the activity audited agree
that benefits will result but are unable to validate benefits by identifying
organizational entities which would realize the benefits, the auditors may still
claim - report the benefits. Auditors should ensure that benefits based on
statistical sampling that cannot be validated are appropriately identified to
budget personnel so the activity audited is not unduly subjected to inappropriate
or unfair budget reductions. Ultimately, however, a decision on whether or not a
budget adjustment is made rests with the DOD Caponent head.

e. Manetary Benefits Achieved. The auditors shall obtain statistical
data f rcan the audit followup activity on the benefits achieved for canparison
with benefits estimated on a report by re~rt basis. This information-will
enable the auditors to learn the final outccme of their audit efforts and to plan
for future audit coverage.

v
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ExAMelim a? ~TI~ THAT _ RESULT
IN ~LE P-w
MXETARY BENEFITS l/

Procurement - Inventory Control Activities

Use canpetitive instead of sole source procurement procedures when awarding
contracts in the future.

Procurement - Other

Reduce the planned expansion of production base that
item assembly facilities.

Contract Administration

exceeds the capacity of end

Recoup payments made to contractors for unsatisfactory or defective work or work
not done, not needed, not completed, etc.

Repair econanically

Curtail overhaul of

Maintenance and Repair of EquiPt

reparable items instead of disposing of them.

Rebuild and Overhaul of Equipnent

ecmirment items that, when put into serviceable condition,
would be excess to re&i~~ts; that is, when % additional requirements or
planned acquisition of the equipnent exist.

Manufacturing and Production

Assemble items iAmuse when it is more econanical than fabrication by a
contractor.

Delete the need
be renwed fran
are not needed.

Reduce training
graduation.

supply Operations - Wholesale

to acquire major iteins of equipnent to replace items e-ted to
the sup@y system when experience shows replacements for washouts

Military Personnel Manaqement

whm graduates

This is a list of exauples
recmnendations that result in

very seldan, if ever, use the skill attained after

and is not intended to he a caplete list of
reportable monetary savings.
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Real and Installed Property

Discontinue paying a 10 percent valu~added tax on electricity costs for leased
family housing canplexes when the U.S. Forces are exempt f ran such taxes.

Close unneeded facilities through consolidation with existing facilities.

Adjust service contracts to compensate for reduction in scope of work.

Improve timeliness of making assignments ‘of vacant family quarters to eliminate
or reduce the need for off-post housing and subsistence.

Cancel scheduled maintenance and repair for buildings scheduled to be demolished.

Construction

Cancel approved and funded construction projects no longer needed.

Transportation

Acquire aviation fuel at D@ facilities or through DCD into-plane refueling
contracts, rather than civilian airports.

Use Government Bills of Lading for shipping household goods, rather than the more
costly direct procurement method.

Military Pay and Benefits

Recoup monies improperly paid to National Guard personnel for unattended drills.
Recoup monies improperly paid to active cuuponent personnel eligible to receive
special allcmnces.

Civilian Pay and Benefits

Strengthen payroll procedures to make sure that requests for overtime ad holiday
wrk are fully justified.

Other Cauptroller Functions

Implement procedures to ensure that vendors’ invoices are scheduled for payment
as close as administratively possible to the due date.

Rduce cash on hand needed for day-teday operations to a mininuan to avoid
unnecessary interest costs.

Recoup nonrecurring costs on sales of military equipuent to foreign or other
custaners.

Recoup part of investment in ADP equipent used primarily to support the Foreign
Military Sales Program.

Support Services

. . .

Implement an effective work management system to reduce commissary labor costs.
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Health Care

‘l!erminate contracts with civilian physicians when alternate means (military
physicians) of providing ~ical care are less costly.

Foreign Military Sales

_ undercharged amunts on work orders. Correctly apply contract
dminstration surcharges on all contracts.
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cHAPl!ER 9

AUDITING CKMPUTER-BXED SYSTEW

A. PUl@06E

This chapter prescribes policy and guidance for auditing canputer-based
systems in operation or under development, relying on evidence f ran canputer-
based systems, and developing and maintaining a ccanputer adit capability.

B. ZWPLICABILITY

The audit policies and standards in Sections E. and F. are mandatory for all
B internal audit, internal review, and mna~ropriated fund audit organizations
(hereafter referr~ to collectively as “internal atiit organizations”) . The
remaining sections of this chapter provide guidelines for successful implemen-
tation of the applicable plicies and standard.

c. JEFINITICW

&mputer Auditinq and Autanat~ Data Processing (AIM?) Auditinq. These terms
are used interchangeably. An ADP audit focuses on auditing the canputer-based
system as oppsed to using the ccmputer solely as an audit tool in selecting
samples or analyzing data in ccinputerized information bases. M ALP audit may
be an evaluation of the management of a data processing installation or an AD?
functional area. These audits may also include an evaluation of a new or sub-
stantially modified system that is propsed, under design, in development,
undergoing testing, or ready for implementation. An ADP audit also may be
structured to address the f ollming objectives:

1. Are autanated resources being used effectively and efficiently?

2. Is there a valid requirement for the system or application?

3. Are the data being processed accurate, ccxnplete, reliable, and are the
functional users satisfied with the output product?

4. Are personnel (civilian and military) adequately trained for operation
ad use of the systenf?

5. Are life-cycle management
and maintaining ccnputer systems?

6. Has an effective ccanputer

policies

security

—

and procedures followed in

program been implemented?

acquiring

General Controls. These controls include the plan of organization, methods,
and procedures that apply to the overall computer @ration in an Agency.

Ap@ication Controls. These controls are designed to ensure the authority of
data origination, accuracy of data input, integrity of processing, verification
and distribution of output, integrity of data camunication, and security of
data storage. These controls apply on an individual basis and may vary among
applications.
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D. BACKGRUJND

1. Autanation resources supporting the management of information are inter- ~ ‘“- ‘
woven throughout D@ programs, appropriations, and organizations. Autcmated . . . . . .
resources represent not only significant investments and expenditures, they also
control access to much of an organization’s assets and information. While the
+ter MY satisfY HY information demands and increase productivity, if not
properly controlled, it also may be used to commit f rati or waste resources. The
potential for misuse increases auditors’ responsibilities to help management
ensure that:

a. Canputer systems and their controls are designed and operating
properly to safeguard assets; minimize opportunities for misuse; and provide
accurate, timely, and reliable inf ormat ion.

b. Autanated resources are used
mically.

2. While W aditing covers a wide
generally in five major areas:

a. Data processing installation

efficiently, effectively, and eco-

s~ctrum, audits may be categorized

management issues.

b. Canputer hardware and software acquisition.

c. System design and development.

d. Specific computerized applications and software maintenance.

e. Canputer security.

E. PQLICY

1. When the reliability of a computer-based system is the primary objective
of the audit, the auditors shall review the system’s general and application
controls incltiing tests as warranted.

2. Aw3itors shall remain independent of AIS? systems design and development
teams. Accordingly, ADP audits shall be structured so that auditors objectively
review the work of systems design and development teams, but do not become a part
of such teams.

3. Auditors shall be involved actively in evaluating the various aspects of
ccmputer security programs, policies, and practices bcause information system
security is critical in the Department of Defense.

4. Internal atiit organizations shall develop and implement a formal
methodology and strategy to identify and rank major AIP systems, programs, and
issues for potential audit so as to effectively channel scarce audit resources
to the most critical. ALP areas.

5.
and the

When computer-processed data are an important, integral part of the au3it
data’s reliability is crucial to accanplishing the audit objectives,
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auditors shall satisfy themselves that the data are relevant and reliable. This
is important regardless of whether the data are provided to the auditor or the
auditor independently extracts the data.

6. When review and/or test results indicate that ccm@er-processed data are
unreliable, the auditor shall limit the use of the data in the audit repxt ad
describe the limitations in the scope section of the report.

7. When ccmputer-processed  data are used by the aditor or inclded in the
report for background or informational purposes and are not significant to the
adit results, auditors shall cite the source of the data in the report.

8. A multi-skill level training approach shall be established for developing
and maintaining an ADP audit capability (an example is illustrated in Chapter 4) .
All atiitors need a basic level of computer knmledge, concepts, and functions.
For auditors who specialize in NIP auditing, advanced or specialized training is
needed to perform ccmplex system development and management audits. A formal.
career development program is needed to ensure that technical proficiency in
atiiting AU? is obtained and maintained.

9. Internal a~it organizations shall develop and maintain a high quality,
broad-based ADP auditing capability that can respnd effectively to the techni-
cal demands of the a~it subject. (This provision is a guideline rather than a
requirement for internal review activities since their size may be very limited. )
Atiitors shall request assistance fran technical experts in examining and
evaluating canputer-related subjects if such skills are not available on the
audit staff and audit objectives could not otherwise be accomplished.

F. NZLA’I!ED AUDITING STANJWWS

There are several. internal auditing standards prescribed in Chapter 2 that
specifically relate to: auditing ccmputer-based  systems, assessing the relia-
bility of evidence f ran computer-based systems, and developing and maintaining a
ccinputer audit capability. These standards include:

1. 200 - Professional Proficiency

2. 310 - Reliability and Integrity of Information

3. 460 - Reliability of Canputer-Processed Data.

In reviewing the general and application controls, the auditor should
consider the ef f activeness of those general controls relevant to the application
system being reviewed. General controls are normally applicable to all data
processing being carried out within an installation and provide a control
environment affecting the applications being processed. Application controls I
however, apply on an individual basis and may vary among applications. Guide-
lines for reviewing general and application controls in canputer-based  systems
are provided in enclosure 1. Additional guidelines may be found in the General
Accounting Office Audit Guide (reference (t) ) .
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H. REVIEW OF COMPUTER-BASED SYSTEM DESIGN AND DEVEL@MENT

1. The auditor’s role in evaluating the design and development of autunated
systems is crucial if management is to have reasonable assurance that auditable
and properly controlled systems are being developed. ReccmMendti improvements
may be accanplished  more easily, at considerably less cost and effort, before the
system becanes operational. AWit objectives for reviewing system design,
development, and modifications are to provide reasonable assurance that autcmated
systems and applications do the following:

a. Carry out the policies that management has prescribed.

b. Provide the controls and atiit trails needed for management, auditor,
and operational reviews.

c. Inclde the controls necessary to protect against loss or serious
error.

d. Operate efficiently and econanically.

e. Conform with legal requirements.

f. Contain documentation that provides an understanding of the system
needed for system maintenance and auditing.

2. The methcds of achieving the six objectives in subsection H. 1. are
determind by the circumstances of each situation. Audits generally cover the
adequacy of management plicies, such as examining approvals, documentation,
test results, cost studies, and other data to see whether management policies
are f ollowxl and legal requirements are met. Audits also determine whether *
systems an~or applications have the necessary controls and audit trails. At
the canpletion of the design and development process and during the final system
testing phase, the auditor should verify that the implemented system conforms
with the objectives.

3. The system development cycle, f ran conception to implementation, may
span several years depending on the size and canplexity of the AW system. That
factor, coupled with the scarcity of atiit resources, necessitates an approach
to AIX system design and development audits that is based on f legibility and
segmentation. Additional explanation on the aulitor’s role, atiit objectives,
and approaches to alditing systems under development are provided in enclcare 2.

I. REVIEW OP CCMPU’I!ER SECURITY

1. ‘Me availability of inexpensive but powerful computers and increased
canputer literacy of end-users have led to an explosion in the use of autanation
technology. The risks associated with the protection of ~rsonnel, proprietary,
and other sensitive data also have increased. Adequate security over ccmputer
programs, data files, teleccmmunications networks, and input and output materials
is essential.

i

2. Risks jeopardizing computer security and information privacy are many and
varied. The risks include: disaster; unauthorized access to commit acts such as
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theft, sabotage, or espionage; human errors; tampering with input, programs, or
data files for fraudulent purposes; and use of ccmputer resources for personal
gain.

3. CM Circular A-130 (reference (u)) prescribes spcific responsibilities
for the administration and management of AW resources. Appendix III to
reference (u) establishes a minimum set of controls to be included in Federal
autcmated information systems security programs; assigns responsibilities for the
security of autanat~ information systems; and clarifies the relationship between
autauated information systems security programs and internal control systems
established in accordance with ~ Circular A-123 (reference (v)).

4. As part of an Agency’s canputer security program, Agency management is
required to cotiuct periodic reviews of sensitive applications and recertify the
adeWW of security safeguards. Management reviews and recertif ications are
reqyired at least every 3 years. They should be considered as part of Agency
vulnerability assessments and internal control reviews coducted in accordance
with reference (v) . Atiits of general and application controls in Cauputer-based
systems performed by the internal audit organizations may satisfy reference (u)
review requirements.

5. Canputer security is a significant D@ management responsibility because
of the sensitive nature, the criticality, and the value of the information
processed and stored in its computer-based systems. Accordingly, auditors should
be involved actively in evaluating the implementation of Agency cunputer security
programs, policies, and practices. Audits of ccmputer security programs and/or
issues usually address the “prevention” aspects of what might happen, rather than
actual detection of computer crime or abuse. Prevention is a far better atiit
strategy than detection ad prosecution. Ccxuputer security audits also should
include selected tests to determine if controls are sufficient to prevent
unauthorized access to canputer systems and detect fictitious transactions.

J. CCWU’I!ER AUDIT UN-E

1. Given the magnittie
the cauputer audit universe
available to a~lish all

of the D@ information resource management program,
is substantial. Sufficient audit resources are not
ADP atiit workload. Therefore, effective audit

planning (cxmsistefit with Chapter 5 of this Mud) is ess&ntial to provide
reasonable coverage to the canputer atiit universe and ensure that limitd AW
audit resources are used effectively.

2. The D@ central. internal a@it organizations shall develop and use a
methodology and strategy for identifying and ranking critical, missiomessential
All? systems and programs for potential ad it coverage. A suggested approach is
outlined below:

a. Identify all data processing installations, AIF system development
centers, and major NW programs.

b. Identify approved ADP system design and development projects that are
valued at $8 million or more over a 5-year pericd or $1 million in any l-year
period.
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c. Select oostly or high-risk systems and programs to be monitored on a
continuing basis and establish procedures for obtaining periodic updates of life
cycle management data such as major milestone dates, project schedules and tasks,
alil costs. Having lif &cycle management data on system development efforts is
essential to the ranking and scheduling of potential atiits.

,., ~,..

d. Develop a basis or criterion for selecting the most important
All? areas for audit coverage. The selection process also should take into
consideration the scope and sensitivity of resources that are or shall be
controlled or influenced directly by w systems and programs to which they
relate.

z’.

3. The D@ internal review and nonappropriated fund atiit organizations are
encouraged, within available resources, to develop methods similar to those in
subsection J. 2. to identify the key ALP systems of their activity and schedule
applicable audit coverage.

K. ASSESSING THE IU3LIABILITY OF COMPUTEWPRCX2ESSED INFORMATION

1. Auditors shall satisfy themselves that canputer-processed data are
relevant, accurate, and ccmplete for the inf ormat ion’s intended use. This is
important regardless of whether the information is provided to the auditor or
the auditor develops it independently.

2. The scope and nature of the auditor’s tests of data reliability should
provide reasonable assurance that canputer-processed data are relevant, accurate,
and ocunplete for the information’s intended use. Data reliability shall be
established either: a. through reviews of general and application controls
in the Ccmtputer-based  systems, incl,tiing tests as are warranted; or b. if
the general and application controls are not reviewed or are determined to be
unreliable, through conduct of other tests or procedures. The objective and
requirements for performing data reliability assessments are provided in enclcr
sure 3 and apply to ccmputer-processed  data that are provided by the activity
being audited and to Canputer-processed data that are retrieved independently by
the atiitors using audit software retrieval packages, microcanputers, or other
mans .

3. When computer-processed data are used only for background or informs=
tional purposes and are not significant to the audit results, reference to
the data and their source satisfy the reporting standards for accuracy and
completeness.

4. Auditors must exercise gocd jtigment in deciding on the extent of data
reliability tests so as to avoid unnecessary and time consuming work. Primary
consideration must be given to the objectives of the atiit and the essentiality
of the Canputer-processed information for an effective evaluation of the audit
subject.

5. Additional guidance on this subject can be found in the General
Acmunting Office Audit Guide (reference (w)) .
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L. C@EWI’ER AUDIT QJAIJFICATICNS , TRAINING, AND CEIWIFICATICN

. .

1. The D@ central internal audit organizations must be in a position to
cope with the increasing pervasiveness of computerized systems and to address
ccqlex data processing issues during the normal course of an audit. k
develo~ent of auditor expertise in w is needed because:

a. Most internal audit work involves the reviews of functional. areas,
and the records for most of those functions are increasingly autanated.

b. Conventional audit or management trails do not exist in sane
autanated systems.

c. Manual audit mrk may be reduced and ad it coverage and reliability
may be increased by working with the autanated records.

2. Many auditors require advanced or specialized W training to perform
canplex system development, management, and operational audits. The desired
training shall depend on the cnnplexity of the system, the aw3it objectives, the
extent W specialists are available to assist the auditor, and the skill level
of the auditor.

3. While sane aspects of ~ auditing may require highly specialized skills,
all auditors need a basic awareness and understanding of the canputer and its
capabilities. The auditor needs to know what information a ccmputer system may
provide, the risks of accepting such data as correct, and when to request addi-
tional technical audit assistance to determine data accuracy and reliability.
The need for canputer training is an unending process due to the continuing
changes in cunputer technology.

4. To develop and maintain an effective computer audit capability, each D@
internal. audit organization should establish a thre~skill level approach to
Oomputer training. That approach requires a continuous and long-term management
ccmnilment. The suggested knowledge and technical capabilities at the respective
skill levels are provided in Chapter 4 of this Manual.

a. Skill Level I. This level is reqyired of every auditor. AMitors
should have an overall awareness of the w environment and should know how to
recognize areas of vulnerability. Auditors also should have the knowledge and
skills necessary to use microcomputers in the performance of atiits.

b. Skill Level II. This level is required for selected journeymen
atiitors. Training objectives, in addition to Skill Level 1, are to give
auditors the ability to do the following:

(1) Evaluate internal controls in ccmtputer systems.

(2) Identify and explain weaknesses in those controls.

(3) Use and adapt generalized audit software programs to test the
accuracy or validity of ccrnputer systems.

(4) Understand A.DP life-cycle management plicies and regulations
for autanated information systems.
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c. Skill Level III. This level is required for all auditors speciali=
ing in canputer auditing. Those individuals should have wide experience in
atiiting AW systems and should be capable of designing and using audit software
routines. Skill Level III canputer auditors, in addition to Skill Levels I and
II training, should have an understanding of such areas as operating systems,
software security, data base management systems, networking, hardware ad
software controls, and data ocammnications. Those individuals must be able to
adapt their skills to rapidly changing technologies.

5. A variety of certification programs are available to help auditors meet
their professional responsibilities. The Certified Information Systems Auditor
(CISA) examination, for example, tests proficiency in both auditing and data
processing. The job dimensions of information systems auditors covered in the
examination are described in enclosure 4.

a. Au3itor certification provides several advantages to the internal
audit organization such as:

(1) It demonstrates an auditor’s willingness to improve
professionally.

(2) The preparation for the examimtion improves and sharpens an
auditor’s skills.

(3) The training and testing process identifies the strengths and
weaknesses of the audit staff. This may be helpful to audit management in
determining areas where intensified training should be provided.

b. Internal audit organizations should encourage and support their staff
in preparing for and taking the CISA examination. For individuals specializing
in canputer auditing, obtaining CISA certification or other ART? certifications is
highly desirable.

M. AIX AUDIT -IZATICN

1. Cauputer aditing expertise is a scarce resource due to the inherent
cunplexities of ccntputer systems and long-term training requirements. It may
take 5 to 7 years to develop fully a qualif id ADP auditor.

2. To use available resources effectively and efficiently, the D@ central
internal audit organizations should be organized to effectively meet and maintain
their ADP audit responsibilities. The overall responsibility for the AIP adit
function should be vested with a highly qualified senior audit manager. The
incumbent should have primary responsibility for:

a. Planning, coordimting, and providing staff direction for atiits of
AIP resources and issues.

b. Developing and implementing an effective ADP atiit strategy.

c. Building and maintaining a high quality professional AKP audit staff.
(See discussion of the functional area audit expert concept in Chapter 3 of this
Manual .)
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DoD 7600.7-M
Enclosure 1

(WIIELINES W
REVIEWING GENERAL AND APPLICATION ~

IN CWWrER%AsED SYSTEW

A. REVIEW OF GENEN+LCONIR2W IN CCMWTER+ASED sYsm

General controls include the plan of organization and methcds ard procedures
that apply to the overall cctnputer -rations in an agency. In reviewing the
general controls, the auditor should determine whether the controls have been
designed according to management direction and krkxvn legal requirements, and
whether controls are operatinq effectively to Provide reliability of and sexrity
over the data being processed. The
ducting this work vary depending on
discussed below.

1. Orqanizational. Controls

objec~ives- and procedures foilwed in con-
the type of general control involved, as

a. The auditor should determine whether there is a clear assignment of
responsibilities and accountability for planning, managing, ad controlling the
functions of the data processing organization. The auditor also should dete~ne
whether personnel are qualified and adequately trained and supervised, and whether
there is proper separation of duties. Separation of duties, whenever feasible,
should provide for separation among program and systems development functions ~
_ter operations , controls over input of data, and the control groups that
maintain application controls. The “total system” should be considered.

b. In reviewing separation of duties, the auditor should evaluate the
control strengths and report on weaknesses resulting f rcm inadequate separatim.
Policies of periodic rotation of employees and mandatory vacation scheduling may
help management maintain adecpte separation of duties. The auditor show
determine whether such plicies are being followed.

2. Security Controls

a. The auditor should determine whether adequate security is provided
over the canputer programs, data files, telecannunications network, and input and
output materials. These controls, such as physical. restrictions and the use of
passwords to limit system access, help ensure that only authorizd persons are
granted access to the ccmputer system for authorized purpses.

b. In reviewing physical security of muputer hardware, the auditor
shod.d consider the adequacy of a contingency plan for continued processing of
critical applications if a disruption of normal processing occurs. The atiitor
also should consider the extent to which the plan has been tested to determine the
probability of continuing data processing support in a real emergency.

c. The atiitor should review the physical security of data files. The
review should ensure that whenever feasible, data arxl program file libraries are
kert bv ursonnel who do not have access to commters and ccmuter Pr@ra; file
li~rar~e~ are secure; canputer operators and
access to the libraries; and provisions have

otiier personnel ‘* not- hati unlimited
been made for backup of files
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(incltiing off site backup). When files are kept -line, the atiitor should
consider whether they are protected by adequate access authorization controls
and whether backup copies of files are kept regularly. XLso, the auditor should
verify whether data backup files are identified and labeled properly. The auditor
also should check the contents to ensure that the files are ccmplete and accurate.

3. Systems Software and Hardware Controls

a. Ccmputer systems are controlled by systems software such as operating,
data base management, and program library systems. Systeins software and hardware
normally include built-in error-checking features to detect any errors during
processing.

b. The auditor should be aware of the procedures used to ensure that
systems software ad hardware are functioning properly and that when errors are
detected appropriate and authorized corrective actions are taken. The atiitor
needs to be aware of the controls the systems software can exercise over the
system, how these controls can be bypassed or overridden, and how modifications to
the software are controlled. The auditor may have to rely on a technical expert’s
judgment in making such an evaluation and should acquire the services of such an
expert if the information needed is crucial to accanplishing  the audit objectives.
(See discussion on the use of technical experts for audits in Chapter 11, Part IV,
of this Manual. )

B. REVIEW OF APPLICATION CWTROLS IN COMPUTER+3ASED SYSTEM3

1 ● AP@imtion ~ntrols me designed to ensure the authority of data
origination, accuracy of data input, integrity of processing, and verification
and distribution of output.

2. The auditor should review the application controls to assess their relia-
bility to process only authorized data and to process them prcmptly, accurately,
and completely. This includes a review of the controls used to ensure that
application software and later nmdifications are authorized and tested before
implementation. These controls are intended to protect the integrity of the
application software.

c. TESTING FOR DATA RELIABILITY

1. The degree of testing needed to determine data reliability generally
increases to the extent that the general or application controls were determined
to be unreliable or were not reviewed. Testing procedures include the following:

a. Confirming computer-processed data wi th independent sources, such as
third parties, and knowledgeable internal sources, such as regular users of the
data and suppliers of data.

b. Canparing the data with source documents, or physical counts and
inspections.

c. Reviewing agency test procedures and results, and processing test
transactions through the application.
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2. Although aditing for fraud may not be the primary audit objective, the
auditor should be alert to the possibility of fraud or other irregularities in
computer-based systems. (See discussion of fraud, abuse, and illegal acts in
Chapter 15 of this wual. )

c
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DOD 7600.7-M
Enclosure 2

AUDITOR’ S R2LE IXIRING THE SYSTEM
l13S1GN AND DEVEKPMENr PROCESS

A. GENERAL

1. With the ccmputer becaning m&e ccmplex through the development of
sophisticated multiprogranming capacity, the grwing number of telecaununications
links, and the wide variety of new i~t and output devices, another dimension
has been added to the auditor’s role. Au!litors now must be able to perform a
wide variety of tasks that at one time did not exist or were not considered part
of their role.

2. Both the auditor and management have an interest in ensuring that system
design, development, and overall operations achieve the objectives of adequate
internal controls and effective auditabilitv for systems already in existence. In
the absence of an effective audit of the
the resultant system:

a. May not possess the built-in
efficient operation.

system de=ign and development processes,

controls necessary to ensure proper and

b. May not
thus impede, if not

c. May not
other criteria (for

provide the capability to track events through the system and
‘&npletely f ru&rate,- atiit review of the system in operation.

ccmply with generally accepted accounting principles or
financial systems) and may result in qualifications of the

auditor’s opinion on the financial statements-or segments ‘of financial statements.

3. With the integration of application systems now being encountered, the
payroll, personnel, and labor-cost-accounting applications may be interrelated
subsystems of a far larger -line system; and the outputs of one subsystem now
may ‘b the inputs for tither withou; any
segment of the system may have completely
with a cascading of unanticipated effects
mistakes, waste, and confusion may affect

human review; A control wea-hess in one
unanticipated effects on other segments,
that cause catastrophic results. Such
the entity’s viability adversely.

B. AUDIT CBJECI’IVB

1. The objectives for the auditor’s review of system design, development, and
modifications are as follows:

a. Management Policies. The audit objective is to provide reasonable
assurance that systems and/or applications carry out the policies management has
prescribed.

(1) Policies on what is expected of autanated systems should be
established by management, and the auditor should determine whether they are being
adhered to in the design. The auditor should ascertain whether a proper approval
process is being followed in developing new systems and in mdif ying existing
systems . The auditor should verify that proper approval of a system’s design is
obtained by data processing managaent, user groups, and other groups whose data
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and reprts may be affected. The auditor also should review system security
required by management to protect data and programs against unauthorized access
and modification.

,- . . .

(2) If managment’s requirements are not being met or have not been
articulated clearly, the auditor must report such shortcanings  for corrective
action. In the past, efforts to make new systems and/or applications operational
by scheduled dates frequently resulted in sane elements or controls that were
desired @ management being set aside by designers for later consideration.
Auditors, in retaining their independence during the design and development
processes, should report such actions to management for resolution.

b. Audit Trail. The atiit objective is to provide reasonable assurance
that systems and/or applications provide the controls and audit trails needed for
management, auditor, and operational review.

(1) In financial applications, a transaction must be capable of
being traced f ran its initiation, through all the intermediate processing steps,
to the resulting financial statements. Similarly, information in the financial
statements must be traceable to its origin. This capability is referred to by
various terms such as audit trail, management trail, and transaction trail, and
is essential in rxmfinancial systems an~or applications. The reliability of the
output may be assessed properly when the transaction processing f lm is traoed
and the controls over it (both manual and autanatd) are evaluated.

(2) During the design and development process, the auditor, through
formal correspondence, should provide suggested audit trails or other controls to
the design an&or develomnent team. But in doing so, the auditor still neds to
retain the
date.

independence &cessary to evaluate ~agement action at sane future

Controls. The adit objective is to provide reasonable assurance to
that systems and/or applications include the controls necessary to

c.
management
protect against loss

(1) The
following:

(a)

(b)

(c)

(d)

or serious error.

system design and development processes inclrde the

Defining the processing to be done by a computer.

Designing the processing steps.

Determining the data input and files that will be required.

Specifying each individual program’s input data and output.

w

.

Each area must be controlled proprly in consonance with good management
practices. The auditor’s review, in turn, is designed to provide reasonable
assurance to management that the systems and/or applications, once placed in
operatiGn, shall be protected against loss or serious error.
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(2) Properly design~ systems, with excellent control mechanisms
built in, might have the controls bypassed or overridden by management direction.
Many times the designers and developers override such controls to get the system
operational, and then neglect to reactivate the controls after the system errors
have been corrected.

(3) Almost every system has manual aspects (such as input origina-
tion and output disposition) that, together with the electronic data processing
controls, should be considered when the auilitor is reviewing system controls for
adequacy.

d. Ecornny and Efficiency. The audit objective is to provide reasonable
assurance that systems and/or applications shall be econanical and efficient in
operation. Econany and efficiency audits include determining whether an organi-
zation is managing and using its resources (such as personnel, property r spa=)
efficiently and economically and reporting on the causes of inefficiencies or
uneconomical practices (including inadequacies in management information systems,
administrative procedures, or organizational structures) . With the development
of canplex systems a@/or applications, the auditor’s review also slmild focus
on whether the system was developed in such a way that operations shall produce
desired results at minimum cost. For exanple, early in a system’s development,
the auditor should review the adequacy of the f ollwing:

(1)

(2)
those needs and

(3)
Cc6ts to system

Statement of mission needs and system objectives.

Feasibility sttiy and evaluation of alternative designs to meet
objectives.

Cost-benefit
alternatives.

analysis that attributes specific benefits and

e. Legal Requirements. The audit objective is to provide reasonable
assurance that systms and/or applications conform with legal requirements.

(1) Legal requirements applicable to systems and/or applications may
originate fran various sources. One such requirement is canpliance with Federal
privacy statutes that restrict collection and use of certain types of information
about individuals. Safeguards obviously are necessary in such systems. Con-
versely, organizations subject to the Freedcnn of Information Act should have
systems and/or applications designed so that applicable and timely responses may
be made to legitimate rqests. The applicability of the Federal Information
Processing Standards (required by P .L. 89-306 (reference (x))) program to the
system involved should also be considered by the auditor. If such standards
apply, they should be included in the auditor’s review.

f. Documentation. The audit objective is to provide reasonable
assurance that systems and/or applications are documented in a manner that shall
provide the understanding of the system required for proper maintenance and
auditing.

(1) The auditor should determine whether the design, development,
and modification procedures produce documentation

(a) The processing that must be
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(b) The

(c) The

(d) The

(e) The

data files to be processed.

reports to be prepared.

instructions to be used by ccmputer operators.

instructions to user groups for preparation and control
of data.

The auditor also should ascertain whether management policy provides for
evaluating documentation and adequate testing of the system before it is made
operational. These steps are taken to ensure that the system and its controls
nay be relied on.

2. At the cunpletion of the design and development processes and during the
final system testing phases, the auditor should verify that the implemented
system conforms with applicable audit objectives.

C. AUDIT APPRQWIES

1. D@ Directive 7920.1 and DOD Instruction 7920.2 (references (y) and
(z) ) provide a structured management appoach, framework, and principles to be
applied in developing and managing autanated information systems over their life
cycle. The life-cycle management (KM) process provides and establishes a con-
trol mechanism to help ensure that autanated systems are developed, evaluated,
and operated in an effective and efficient manner. _asis is placed on
improving early decisions, through pxiodic milestone reviews and high level
management participation, which affect the system’s cost and utility.

2. The system development cycle, f ran conception to implementation, may
span several years, depending on the size and canplexity of the A13P system. The
ILM regulations (references (y) and (z)) provide lines of demarcation showing
generally where one phase of the development is canpleted and another is started.
The beginning and ending points of s~if ic tasks may differ sanewhat within or
between It24 phases depending on the management direction and needs of each AIP
system development effort. These factors, coupled with the scarcity of audit
resources, necessitate an approach to NY? systein development audits that is based
on f legibility and segmentation.

3. There are several alternative approaches to the atiit of MP systems.
Each alternative is de~ent upon the size, relative importance, and timing of
the system under consideration. For sane systems, the audit may be limited to
selected aspects; for other systems, a Cunprehensive examination of the canplete
system may be more applicable.

4. Since each system development effort is unique, the auditor should
develop a plan early to ensure that timely and adequate coverage is provided to
all significant audit areas during the development cycle. Audit approaches to
AIP system development efforts should include an evaluation of the mission need
and documentation; functional concept and architecture; risk and econunic
analyses; application of IK14 management principles; program management structure
and accountability;
status, milestones,
integration between

acquisition strategies; telecommunication plans; current
and decision reviews; coordination, interface, and
ADP systems; and application of internal controls.
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5. For audit planning purposes, the system development cycle may be broken
down into three separate types of audits: System Planning Audits, System
Develcgment  Audits, and System Evaluation and Testing Audits.

a. System Planning Audits

(1) During the planning phase of the system’s life cycle, f easi-
bility studies are conducted; general and detail functional requirements are
established; project management planning is accunplished; resource requirements
are determined; and a series of econanic analyses, including contractual support
alternatives, are developed. This phase is ccmpleted with approval by proper
authorities to enter into full-scale development work.

(2) A@its of system planning are conducted to evaluate the
procedure for ensuring that new systems are not developed before the need is
justified, requirements of the proposed systein are defined, and the cost-
ef f activeness of the proposed system is presented clearly for consideration to
the decision makers. The autanated system life cycle is controlled in a manner
similar to that for major weapon systeins. In the first phase, the planning or
concept and/or design phase, Canparatively few resources are expended, but deci-
sions lead to allocation of significant resources in the next phase to develop
the system. Weaknesses in the initial phase may have a disproportionate cost
impact cm subsequent phases. Audits of justification documents for specific
systems are conducted to determine whether the data and rationale are reasonable,
accurate, and logical so they may be relied on to make decisions on the pro~ed
system.

b.

development

Systein Develqment Audits

(1) Aw5its in this category include
cycle fran the general design to the

those parts of the systems
testing phases. During this

@ase, system-and equipnent-specif icati&s are preparei-a&l validated, AD?
systems requirement s~cif ications are prepared ~ validated, and the econan.ic
and risk analyses may be u@ate3. Additionally, equipuent and other resources
are obtained, programing and required system documentation are accanplished,
ad configuration management discipline for both the functional and ADP systems
is established. Finally, prototype field test plans are defined, user and
specialists training programs are established, and system installation plans
are developed.

(2) The best opportunity for auditors to effect changes in the
systcm of internal controls, audit trails, and audit requirements is during the
system develcgxnent phase. During the developmental -e, changes and extensions
to the system of internal control may be accomplished with considerably less cost
ard effort than after the system beccmes operational. The audit review of system
development also enhances the auditors’ knowledge of the cauplex new system and
their ability to atiit the system in the future.

(3) System failures and cost overruns have resulted fran insuffi-
cient management and user involvement in the systems development process. The
atiitor sbuld ensure that procedures provide for both management and user
involvement and that god sound management practices are employed. The auditor
also should review the systein design concepts for validity and the econcanic
analyses for reasonableness.
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c. System Evaluation and Testinq Audits

(1) During this phase of the system cycle, tbe approved test plan
is finalized and implemented. The prototype ~ systems are installed in a
field environment for live testing by functional users. An evaluation report is
prepared on performance, recommendations are made as to the adequacy of the
system before extension, and installation plans are finalized. Audits of the
testing function evaluate the adequacy of the testing procedure to ensure that
new systems or changes to existing systems are not accepted for iq?lmentation
*fore they are capable of performing as interded.
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H 7600.7-M
Enclosure 3

mIDELINES lN3R ASSESSING
RELIABILITY OF CCMPUTER OUTPUT

.,:

.

A. Atiits often involve cunputer-based systems that produce data used in audit
reports of the activities audited. - Products of any information system, whether
_terized or not: maY be, inaccurate or incunplete. Auditors should not accept
Canputer-processed  mformatmn at face value for the following reasons:

1. Alterations made to data in ccmputer files are not readily apparent when
reviewing a cauputer product.

2.
are not

3.

qter product reliability is affected by data processing controls that
always used in Agency systems.

The Products are Produced by a technology in which continuous changes in
equipnent & techniques tiitier lc+term credibility of a system.

B. The reliability of canputer-based  products shall be evaluated to determine
the risks in using such products.

1. &jective. ‘Ihe objective of a reliability assessment is to determine the
degree of risk in using ccquter-processed data.

2* Reliability Assessments

. When ccmputer-processed data are an important, integral part of
the audit ad the data’s reliability is crucial to accanplishing the audit
objectives, auiitors should test the data for reliability to determine the degree
of risk involved in using data that may be incanplete and/or inaccurate. It is
not necessary to perform a reliability assessmnt if the accuracy or reliability
of the data is not inprtant in accanplishing the atiit objective(s) . The
reliability assessment process includes the following steps:

(1)

(2)

(3)
flow through the

(4)

Identifying canputer-processed data that shall be used.

Determining the importance of the data

Determining the source of the data and
system.

Conducting brief tests.

b. The auditor should perform only those tests

to the audit.

understanding the general

considered necessary to
supprt an opinion on the data ~eliability~ A number of methods may be us&,
inclding the following:

(1) Questioning a sufficient number of principal users about the
reliability of ccmputer outputs.

(2) Obtaining views frcxn auditors who have made detailed reviews of
the computer system during the system development phase.
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system that

c.

(3) Caparing data with sources independent of the information
generated the data.

(4) Identifying problems f ran Cctnputer-generated  edit reports.

(5) I@viewing ccmputer data for obvious errors and reasonableness.

A GAO audit guide (reference (aa) ) provides additional details on
audit mrk needed to test data reliability ad ‘&atisfy data validation—
requirements.

3. Unreliable Data

a. If the test results irdicate that the
auditor should limit use of the data in the atiit
limitations, together with an explanation for the
section of the report.

b. If the test results cast doubt on the

data are unreliable, the
report and describe the
limitations, in the scqe

data reliability and show
significant problems with the data, the auditor should develop an- alxlit finding
as follm :

(1) Using the results of the reliability tests to support the
finding.

(2) Showing the significance of the questionable data by explaining
the problems that auditors and the activity’s managment might encounter by using
such data.

[3) Recamnding that managemnt restrict use of the data in the
decision making process until the problem areas are resolved.

c. If there are significant problems with the data resulting in an audit
finding, the auditor should rammnerii a separate review of the canputer system.
A GAO audit guide (reference (t)) provides additional. details on performirq such
reviews.

4. Audit Workinq Papers. Working papers for documenting reliability
assessments of canputer output should be prepared, itiexed, aXM3 reviewed the saue
as other working papers. The wxking papers should include the follawing:

a. Describe the work that was done.

b. Explain the results of the assessment and of any tests that were
made.

c. Indicate the reliability that might be placed on the canputer output
if used either for backgrouml information or to supprt a finding in the atiit
report.

5* Additional Guidance. General Accounting Off ice Guide (reference (w) )
provides procedures to help auditors
information that may be inaccurate.

determine %e degree of risk in using
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DOD 7600.7-M
Enclosure 4

-.

.

-FI.ED IMWWU’ION SYSTEW3 AUDI’IOR
EXMINWtoN

A. The 10 job dimnsions of information systems auditors covered in the
examination are as folluws:

1. Application Systems Control I&view. Installed application system
controls are reviewed to determine that the system produces information in a
timly, accurate, and ccmplete manner.

2. Data Integrity Review. Data are reviewed for ccqleteness, consistency,
and correctness b determine integrity.

3. Systm Development Life Cycle Review (SDIC). An organization’s SIXC
procedures are reviewed to determine adherence to generally accepted standards.

4. Application Developnent Review. Systems under development are reviewed
to determine the adequacy and cm@eteness of planned controls.

5. General Operational Procedures Controls Review. The data processing
operating pro=dures are reviewed to determine that applications are processed
in a controlled environment.

6. Security Review. Methods and
protection of programs, data, and the

procedures to ensure the applicable
data processing installation are reviewed.

7. Software Maintenance Review. The process of making modifications to
existing systems is reviewed for adequacy.

8. Acquisition Review. The acquisition of hardware, software, and services
is reviewed to determine if organizational resources are being used economically.

9. Data Processing Resource Management Review. Data processing planning,
administrative, and management practices are revievxXl to determine their
adequacy.

10. Information Systems Audit Management. How the information systems
auditor oraanizes. sets Priorities, ti assumes responsibility for ef f ectivelv
utilizing %ailahie
requirements of the

res&rces and for fulfilling th~ information systems audi~
organization is reviewed.
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M) 7600.7+

CmAPTER 10

,-

PARl? I

INJRMXXION

Many external forces impact on the roles and responsibilities of internal
atiit and internal review organizations within the Department of Defense. These
include actions by the Congress, the @El, the Canptroller General of the United
States, and organizations within the professional audit ommuni~. This chapter
provides policy and guidance on how to meet requir-ts imposed by external
organizations. The various parts of this chapter describe specific requir-ts
established by the IG, DoD, to canply with legislative acts, - circulars ~ and
other authorities.

As ~cific requirements arise that need implementing audit @icies, these
audit polices will be added to this chapter.

.

.
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PAKJ? II

INrBmAL C!oNlmL SYSTR’JS

A. PURPOSE

,.

Part II establishes @icy for evaluating management’s irnpkuentation of the
internal control program under the “Federal Managers’ Financial Integrity Act of
1982” (FMFIA) (reference (bb) ), @El Circular NO. A-323 (reference (v)), and DoD
Directive 5010.38 (reference (cc) ).

B. APPLICABILITY

All DoD internal audit organizations, including internal review
appropriated fund audit organizations, shall canply with applicable

and non-
policy

provisions in Part II.

c. lEETNITI@lS

1. Agency or Activity Canponent. A major program,
organization, or functional subdivision of an agency or

administrative activity,
activity.

2. Internal Control Documentation. Written materials or records of
management of tm different types:

a. System Documentation. Incluxies plicies and procedures, organiza-

tional charts, manuals, -randa, flow charts, and related written materials
necessary to: describe organizational structure, operating procedures, and
administrative practices; and ccmnunicate  responsibilities and authorities f or
accanplishing programs and activities. Such documentation should be present to
the extent required by management to control their operation effectively.

b. *view Documentation. Shows the type and scqe of agency or activity
managements’ review, the responsible off icial, the pertinent dates and facts,
the key findings, and the remmmded corrective actions. The GAO and (Ml have
agreed that documentation is adequate if the information is understandable to a
reasonably knowledgeable reviewer.

3. Internal Control Evaluations. A detailed evaluation
agemnt of a program or administrative activity to determine
mntrols exist and are implemented to achieve cost-effective
E?!FIA (reference (bb) ). Internal control evaluations are of

by activity man-
whether adeqyate
cunpl.iance with the
two types:

a. Internal Control Review. A detailed examination of a system of
internal controls meeting the intent of the methodology specified in the CIVB
Guidelines (reference (old) ) to determine whether adequate control techniques
exist and are implemented to achieve appropriate control objectives.

b. Altermtive Internal Control Review. An internal. control review that
does not follow the full event cycle control review methodology described in
reference (old) , but achieves the same objectives as stated in paragraph C. 3. a.
above. Examples of alternative internal control reviews incltie CMl Circular
No. A-130 (reference (u) ) canputer security reviews, managment studies, audits,
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consultant slxxiies, ~ Circular No. A-76 (reference (ee) ) studies, and (Ml
Circular No. A-127 (ref erenoe (f f ) ) financial sYst= reviews= AnY ~ternative
review must emmpass Q!O internal control standards (reference (gg) ) # must
include testing of systems in operation, and must be domnented. Alternative
reviews should make use of existing review processes in reviewing high-risk
elenmts of a canponent.

4. Internal. Control Objectives

a. Internal control objectives are measures that provide DoD mnagement
with reasonable assurance that:

(1) Obligations and costs canply with applicable law.

(2) Assets are safeguarded against waste, loss, unauthorized use,
ad misappropriaticm

(3) Revenues and expenditures that apply to agency operations are
recorded ad accounted for pro~rly so that accounts and reliable financial and
statistical reports may be prepared and acoountability of the assets may be
maintained.

(4) Programs are efficiently and effectively carri~ out according
to applicable law and management policy.

b. The objectives of internal control apply to all program
administrative activities or functions.

Internal Control Standards. Standards issued by the Canptroller General
(ref~ence (gg) ) to help managers in all executive agencies establish and
maintain effective systans of internal oontrol, as required by the FMFIA
(reference (bb) ). Implementation of the standards should be according to CM3
Circular No. A-123 (reference (v) ), consistent with agency or activity needs for
sad co6t-effective  internal control systa.

6. Internal Control System. The suu of an organization’s plans, methods f
measures, policies, and procedures used to achieve the objectives of internal. or
manqment control described in subsection II .C.4., above.

7. Internal Cmtrol Techniques. Internal control techniques are the
mchanisus by which control objectives outlined in II .C. 4., above, are achieved.
A number of internal oontrol techniques are essential to providing reasonable
assurance that the internal control objectives are achieved. These techniques
are:

a. Transactions and other significant events must be clearly docmented
and recorded pranptly.

b. Transactions and other significant events must be authorized and
executed by persons acting within their authority.

c. Key duties must be separated among individuals.
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d. Qualified and continuous supervision must be provided to ensure that
internal control objectives are achieved.

e. Access to resources and records must be limited and accountability
for custody must be assigned with periodic canparisons of the resources with the
recorded accountability.

8. Management Control Plan ) A written, 5-year maqement plan (~
dated annually) that identifies the &nplete cmponent inventory; shows the risk
rating of individual ccqonents (high, mediun, low); and indicates mmagemnt’s
planned risk assessments and internal control evaluations by fiscal year for each
inventory ccqonent. Management shotid use the plan to monitor progress and
ensure that planned actions are taken.

9. Material Weakness. A situation in which the designated procedures or the
degree of cunpliance with the designated procedures do not provide reasonable
assurance that the objectives of internal control enumerated in subsection
11.C.4., above, are being achieved. See enclosure to this chapter and lHl Diree
tive 5010.38 (reference (cc)) for further information on material weaknesses.

10. U@ Guidelines. Guidelines (reference (old) ) issued by (M in respnse
to requirements in the FMFIA. These guidelines are discretionary rather than
mandatory in nature; they are a suggested approach that may be adapted to met
the needs of the individual agency or activity, provided that such adaption
remains in compliance with @!B Circular No. A-I-23 (reference (v)).

11. Reasonable Assurance. A jdgment by a Department, Agency, or activity
head based on all available information that the systems of internal oontrol are
operating as intended by the FMFIA.

12. Risk Assessment . A docmented review by management of a ccqxxxmt’ s
susceptibility to waste, loss, unauthorized use, or
assessments are of two types:

a. Vulnerability Assessments. Assessments
Guidelines (reference (old) ).

tisappropriation~ Risk

as provided in the CM3

b. Alternative Procedures. Procedures tailored to Department, Agenq,
or activity circumstances.

D. PCLICY

1. Internal Atiit Organizations. The DoD central internal audit organi-
zations shall normally evaluate internal controls in each area or function
audited. On each sch-&iled audit, the audit activity shall, when swh evaluation
is pssible and within the scope of the scheduled audit, evaluate and report on
management’s implementation of the internal control program. If requested, each
central internal audit organization should advise the Military Departmentr

Agency, or organization by written reprt, with a copy to the IG, Dal), whether
the annual internal control evaluation performed by manag~t was consistent
with CtJB requirements. The central internal adit organizations are further
encouraged to perform evaluations of internal cxmtrol systems requested by
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Agencies or organizations within their respective Canponents to provide, when_
ever practicable, technical assistance to further the overall M goal of
strengthening internal control systems.

2. Internal Review and Nonappropriated Fund Aw3it Organizations. Internal
review and rnnappropriated fund audit organizations shall normally review ard
evaluate applicable internal control systems during every audit. These organi-
zations may also provide technical assistance to managers in their efforts to
evaluate and improve internal controls. However, they shall mt agage in
activities that could impair their ability to independently assess the adequacy
of management’s internal control systems evaluations.

3. Training. All DOD internal audit organizations shall provide their “
staffs with adequate training on the evaluation of internal control systems ~
regulatory requirements governing internal control syst~, and related roles
and responsibilities of management and auditors. This training should:

a. Be consistent with DoD Auditing Standard 200 on professional.
proficiency and continuing education.

b. Fccus on regulatory requirements, definitions, and standards
pertaining to internal control systems and on the related roles and
responsibilities of managers and auditors with respect to internal cxmtrols.

c. As a minimum, include training on basic (X3 and DoD requirements
described in part II .E. of this chapter, program evaluation techniques,
interrelationships, and roles and responsibilities of the Government auditor.

E. BACKGROUND

1. The Federal Managers’ Financial Integrity Act (IMFIA) of 1982
(reference (bb) ) . The Act requires focus on managements’ need to strengthen
internal controls and directs the Secretary of Wf ense to do the following:

a. Establish a program of continwus evaluation of D@ systems of
internal controls.

b. Folla C$E3
controls.

c. Provide an
whether the Department

—

Guidance in evaluating those Dd) systems of internal

annual report to the President and the Congress stating
of Defense has established systems of internal control in

accordance with the standards prescribed by the Canptroller  General (reference
(gg) ) and whether these syst~ provide reasonable =sw== that *Y meet *
object ives set forth in ref ermce (bb). If the controls do mt amply fully, the
report shall identify material weaknesses in the controls and specify plans for
correcting the weaknesses.

2. @13 Circular No. A-n. This circular (referenoe (hh) ), requires that the
FMFIA process be su~rted by bulget estimates that: identify major accoun ts;
include supporting justification; and reflect a commitment to resolve material
internal control weaknesses.
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3. @El Circular No. A-123. This circular (reference (v) ) prescribes policy
and procedures for establishing, maintaining, evaluating, improving, and report-
ing on internal controls. In addition, the circular encourages the statutory
inspectors general to assume certain responsibilities. These responsibilities
include: (a) providing technical assistance in the agencies’ and activities’
efforts to evaluate and improve internal controls; (b) conducting reviews, either
self-initiated or requested by management, of internal control documentation and
systems; and (c) advising agency and organizaticm heads, on request, whether
their processes for evaluating internal controls have been conducted consistent
with (M requirements. The IG, DcD, ‘has adopted those responsibilities for the
Dd) central internal auiit organizations, internal review, and nonappropriated
fund atiit organizations. DoD Directive 5010.38 (reference (cc]) implements CMB
Circular A-123 (reference (v) ).

4. Q51 Circular No. A-130. This circular (reference (u) ) establishes plicy
and procedures for control and evaluation of Federal information resources. It
provides requirements for atiits or reviews and recertification of sensitive
canputer applications, and requirements that the adequacy and security of system
safeguards be recertified every 3 years. The results of these reviews and
the corduct of risk assessments should be considered as a part of the Agency
vulnerability assessment process.

F. AUDIT CWEIU401 AND ASSIS!QUW33

1. Efforts on Au3it Coveraqe and Assistance. For discussion purposes, these
aulit efforts have been dlvlded into four general areas: (a) regularly scheduled
audits; (b) requested audits; (c) technical assistance; and (d) reviews of
adquacy of management’s internal control evaluation process. Each of these
areas is discussed in the subsqent paragraphs.

2. Regularly Scheduled Aw3its

a. Internal a~itors shall, except in unusual circumstances, evaluate
and report on internal controls during every audit (DoD Au3iting Standard 450) .
Chapter 8 of this Manual contains guidance on evaluating internal controls on
each audit.

b. As part of or in addition to evaluating internal controls described
in paragraph II .F. 2. a. abve, each DOD central internal audit organization
shall evaluate how well mnagement has implemented the internal control pro-
gran requirements of @El and the Department of Defense when such evaluation is
possible within the scope of the scheduled atiit. This would incl~e reviewing
the adequacy of risk assessments and internal control evaluations in those areas
in which the auditors identify internal control weaknesses. These weaknesses
shall be provided to the senior official responsible for the organizations’
internal controls program, to be considered for inclusion in the annual Agency
statemnt to the President and the Congress. In those cases where identified
weaknesses may result in disallwed cost or the identification of areas where
funds may be put to better use, the information and the affected budget category
should also = reprted.

c. Each audit report slmuld oantain
has implemented the internal control program
scheduled aulit. The auditor should ccmpare
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with the results of the most recent annual FMFIA evaluation for that Agency
~=t” In those cases where the audit was made soon after the internal
control evaluation called for under the FME’IA, the auditors shall mte whether
the management evaluation accurately disclosed any deficiencies reported during
the audit. Auditors should not use the results of management internal control
reviews to develop findings and recamendations when the identif i&l material
weakness and correspotiing corrective action appear to be cunplete and appr~
priate. In those cases where FMFIA action plans exist that reqyire funding to
implement recamedations, the auditor should ascertain whether appropriate
budget requests were initiated to correct identified deficiencies. The results
of these evaluations should be forwarded to the responsible IMFIA official for
their use in improving the FMFIA evaluation process.

3. Requested Audits

a. Occasionally, managers may ask audit organizations to review aspects
of their internal control systems. A review may be made separately or performd
in conjunction with regularly scheduled audits.

b. When audit organizations agree to conthxt any internal control
evaluations, the Military Department, Agency, or activity heads may rely on the
audit results in preparing their annual statements to the Secretary of Defense.
However, the Military Department, Agency or activity heads still are responsible
for the overall judgments made in the annual statement. .

4. Technical Assistance

a. Although the DOD central internal atiit organizations perform audits
and reviews as discussed in subsection 11. F., they are not precluded f ran
providing technical assistance to managers in their efforts to evaluate and
improve internal controls. In fact, audit organizations are encouraged to
provide technical assistance to further the overall II@
internal control systeins.

b. Since management has primary responsibility
system of internal control, manaqers throughout the D@

goal of str&gthening

for maintaining a strong
Cclmxxlents need to be

&avily involved in interti oonirol progrti. Therefore, &x3itors shall
exercise due care to avoid ounprcmise of professional independence or direct
involvement in the development and administration of Agency internal oontrol
programs. Independence shall be maintained so that atiit opinions, conclusions,
judgments, and reccmnendations are impartial, and will be viewed as impartial by
knowledgeable third parties. Technical assistance may incltie such activities
as:

(1) Serving in an advisory capacity on Agency caunittees dealing
with internal control activities. The ccxmuittee should be provided with planned
audit activities so audit efforts can be effectively coordinated with Agency
internal control evaluations when establishing priorities for conducting internal
control reviews.

(2) Providing technical advice on internal control training, e.g.,
the procedures to be used in testing internal control systems.

(3) Reviewing and commenting on directives and written issuances
dealing with internal control activities.
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(4) Meeting with senior managemmt officials to discuss progress of
annual FMFIA evaluations and to offer suggestions on how they may be improved.

5. Review of the Adequacy of Manaqemmt’s Internal Control Evaluations
Process

a. Auditors shall determine periodically whether the activity’s process
for evaluating aml reporting on internal controls are consistent with COB
requir-ts. As part of this asses9nen t, the auditors should rely on the audit
results obtained under the guidelines in subparagraph II .F. 2 .b., above. The
aulitors are cautioned that (X3 Guidelines (reference (old)) are discretionary in
nature and are a suggestel approach that management can adapt to the activity as
long as the zxlaptation ccmplies with 0M3 Circular No. A-123 (reference (v)).

b. Once aulit has determined that management’s process for evaluating
its internal controls is adeqpate, only material changes in the process need
be reviewed during a subsequent audit. Thus, atiits of the process should then
be made on a periodic basis to determine whether management’s process is still
_te and functioning properly. Other internal a~its/reviews should
basically focus on the results of the internal control process, rather than the
process itself.

c. Hwever, management may request annually f ran audit an assessment
of whether its process for evaluating its internal controls has been carried
out consistent with prescribed regulations. Aulit work, in addition to that
described in paragraphs 11. F.5.a. and b., above, should be programed to the
extent needed to respond to management’s request.

d. Each internal audit organization shall re~rt atiit results obtained
under paragraphs 11. F.5.a., b., ad c., above, to managesnent with a cow to the
OIG, DcD, in accordance with paragraph 11.1. The format shown in figure 10-1
should be used when reporting audit results under paracjraph 11.F. 5 .C. , above.

G. IMEIWiL REVIEW AND NCNWI?IUWUA’IED FUND AUDIT ORGANIZATIONS

1. DoD Directive 7600.2 (reference (k)) allows internal review and nonappro-
priated fund audit organizations to evaluate and report on how well manageinent
has implemented an internal control program. These audit organizations shall
refrain f ran doing an activity’s risk assessments or internal wntro.1 evaluations
bemuse that is management’s responsibility. Management must perform their own
risk assessments. Such total involmnent by these audit organizations would
impair adit independence (DoD Auditing Standard 100) and could prevent them fran
providing a related objective independent evaluation to management.

2. The audit organizations are, however, encouraged to provide technical
assistance to help managers evaluate and improve internal controls, including
assisting managers in training their staffs.

H. REPQRTING REQJIRIMENIS

1. Paragraphs 11. F.5.a., b., and d. require that each central internal a~it
organization periodically review and re~rt on the adequacy of management’s
process for evaluating and reprting on its systein of internal controls and state
if such evaluation and reporting were in accordance with ~ requirements.
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2. Paragraph II .F. 5.c., above, also recognizes that management may request
annually that audit organizations determine if their process for evaluating their
internal controls have been carried out in accordance with prescribed require-
ments. Even though this is a limited review, it should include:

a. A determination if any material changes have occurred in the program
or process requiring additional audit coverage.

b. A review of the Management Control Plan (MCP) for component inven-
tory, risk ratings, and 5-year evaluation schedule. The plan should include
schedule dates for the evaluations, types of evaluation, and the name of the
senior management off icial responsible for each evaluation. The = shall ~
qdated annually to include changes to ccanponentsr new programs, and restr-
turing of existing programs.

c. A selected sample of risk assessments and evaluation of their
methodology, and whether or not the results are reflected in the XP.

d. An assessment of internal control evaluations performed. Analysis
should include the type of evaluation made, assurance that testing incl~
procedures to determine that internal mntrols ~re working, and a determimtion
abut the adequacy of dcmnnentation  to support the conclusions reached.

e. A review of formal followup procedures for tracking corrective
actions and verification that actions have in fact been taken to correct
deficiencies noted. In those cases where a formal follwup system does not
exist, a sanple of reported actions should be taken and the results verified.

f. A review of the proposal annual statement for ascertaining the
adequacy, propriety, and reasonable assurance that evaluations were conducted
in accordance with applicable laws and regulations; that material weaknesses
identified during the internal control review process were reported (end@
sure 1); that effective plans for correcting mater ial weakness are listed; that
financial systems conform with accounting principles and standards; and that
assurance is provided that there is adequate security of agency autanated
information systems as required by Ct43 Circular No. A-130 (reference (u) .

3. When such annual evaluations are made by the audit organizations, the
audit results should be reported to management in writing using the format in
figure 10-1. The auditors shall report any disagreements they may have with
management’s annual statement. A copy of each audit report should also be
forwarded to the IG, D@ (ATIN: OAI&APO) , to arrive by November 15 of each yeaK
or as soon thereafter as possible.

10-9



PAKl? III

Accounting SYSCEMS
A. PURP(XE

Part III establishes policy for evaluating the management process used to
meet the annual reporting requirements for DoD accounting systems under Section 4
of the Federal Managers’ Financial Integrity Act of 1982 (reference [bb) ), C@13
Circular No. A-127 (reference (ff) )-, DoD Directive 7045.16 (reference (ii)) , and
DoD 7220.9-M (reference (j j) ).

B. APPLICABILITY

The policies in this part apply only to the DoD central internal audit
organizations.

C. PCKJCY

1. Process Evaluation. Each central internal audit organization shall
periodically review and report on the adequacy of the respective Department,
Agency, or activity process for evaluating and reporting under Section 4 of the
Integrity Act on whether its accmnting systems ccinply with the Canptroller
General’s principles, standards, and related requirements as implemented by
the Department of Defense, and whether the process has been carried out in a
reasonable and prtient manner.

2. Self-Initiated/Reqgested Atiits. Each central internal audit
organization may, depending on workload, priorities, and resource availability,
make self-initiated or requested audits of accounting systems, either as separate
systems reviews or in conjunction with larger audits.

3. Technical Assistance. Each central internal audit organization is
further encouraged to provide, whenever practicable, technical assistance to
manag-t in their efforts to (a) evaluate and determine if their accounting
systeius conform to the Cauptroller General requirements, as implemented in DoD
7220. 9+! (reference (j j ) ), (b) improve them; and (c) reprt on those systems
under the FMFIA.

4. Traininq. AU DOD internal atiit organizations shall provide their
audit staffs with adequate training on the Canptroller  General requirements, as
implemented in DoD 7220.9-M (reference (j j ) ) for accounting systems, regulatory
requirements governing evaluating and reporting on operating accounting systems,

D.

the

related roles and respmsibilities of management- and auditors.

1. The Federal Manaqers’ Financial Inteqrity Act of 1982. Section 4 of
Act (reference (bb) ) requires the Secretary of Defense to report annually

on whether the D@ accounting systems conform to the accounting principles,
standards, and related requirements prescribed by the Canptroller General. This
report accanpan ies the Dd) repx t to the President and the Congress on its inter-
nal control systems, which is discussed in detail in part II of this chapter.
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2. @93 Circular No. A-127. This Circular (reference (ff) ) prescribes
policies and procedures for developing, operating, evaluating, and reporting on
all financial management systems. Acmunting systems are a subset of financial
Inanagernent system. The C&E Circular requires that, at least, a limited review

,

of financial managment systems be conducted annually by the associated systm
manager. This Circular also states that for reporting purposes, accounting
systems that conform to the provisions of this Circular shall be mnsiderd as
meeting the requirements of the Integrity Act.

3. WI Guidelines for Evaluating Financial Management/Acmunting  Systems.
This publication (reference (kk) ) provides detailed procedural quidance to
agencies for: (a) establishing sy&m inventories, lb) organizing and conducting
detailed systems evaluations on a recamended 3-year cycle, ad (c) using
evaluation results to establish and update 5-year agency system improvement plans
required by Paragraph 7 .C., (M3 Circular No. A-127 (reference (f f ) ) .

4. DoD Directive 7045.16. This Directive (reference (ii) ) implements the
requireinents of (243 for evaluating DoD financial systems. It defines operating
a&ounting systems and requires that the accountin~ principles, standar&, and
related requirements prescribed by the Comptroller General be implemented by DoD
~nents in accordance with guidance issued by the Director of the C143. !rhose
Canptroller General requirements are included in the QO Policy and Procedures
Manual for Guidance of Federal Agencies (reference (11)) . DoD Directive 7045.16
further requires that each D@ Ccmponent folluw related detailed instructions
oontained in DoD 7220.9+1 (reference (jj ) ).

5. Deparbnent of Defense Accounting Manual, DoD 7220.9-M. Chapter 12 of the
Accounting Manual (reference (11) ) incorporates the requirements of Ct4B and the
Canptroller General as they relate to operating accounting systems. Further,
chapter 12 establishes detailed procedures for:

a. Inventorying operating accounting

b. Evaluating accounting systems for
accounting principles, standards, and related

systems annually.

cmpliance with prescribed
requirements.

c. Reporting the
prescribed requirements.

d. Preparing the
Section 4 of the FMFIA.

status of actions to upgrade acmunting systems to meet

annual report on accounting systems required by

E. KCOUNTING SYSTEtS C@lPLIANCE REPOIWING PXCESS

Section 4 of the FMFIA requires the Secretary of Defense to report
by J&xmber 31 each year whether the D@ accounting systeins conform to the
principles, standards, and related requirements prescribed by the Canptroller
General. The Secretary’s accounting system report is based primarily on related
annual reports furnished by the Service Secretaries, Directors of the Defense
Agencies, and Heads of Dd) activities.

#

,.
*

2. Each central internal audit organization shall periodically evaluate the
adequacy of the respective DOD Ccmponent’s process for determining whether its
accounting systems are in Cca-npliance with the Canptroller General requirements
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and whether managements’ evaluation and report ing have been carried out in
reasonable and prudent manner. Once managements’ process has been found adequate
by audit, only material changes in the process need be reviewed and evaluated @
audit. Consequently, audits normally would be made on a cyclical or periodic

( basis to determine whether managements’ process is still adequate and acmunting
systems are functioning properly.

3. When management mntemplates reporting under Section 4 of the Fl!lFIA
that a particular accounting system is for the first time in cunpliance, the
respective adit organization should evaluate the basis for such ccanpl iance
reporting. Audit organizations shall maintain close contact with management
off icials so as to be aware when new systems are scheduled to be reported.

4. - audits of DOD Ccxnponent processes are made, the a~it results should
be reported to management, and a copy of the results should be sent to the IG,

i

DOD (ATllJ: QRICHl?O) . See paragraph III. I. of
information on reporting.

F. RE(XJESTED AND SELF-INITIATED AUDITS

1. Occasionally, management may ask a@it
svstems or amects of selected svstems. These.

this chapter for further

organizations to review accouking
reviews may be made separately or

performed in conjunction with regularly scheduled audits. Based on the request,
the atiit organization should establish specific audit objectives to guide the
audit effort and to address the specific concerns of management.

2. Depmding on workload, priorities, and other such factors, internal audit
organizations may also initiate audits of accounting systems. If management has
reported that an accounting system is in ccnnpliance with the Canptroller General
requirements under the FMFIA reporting, the self-initiated audit should include
an evaluation of management’s basis for such reporting. Whenever possible, all
self-initiated a~it efforts in accounting systems should be programed and
scheduled in concert with any audit efforts relating to the annual FMFIA
reporting requirement.

3. Financial audits shall adhere to standards prescribed in Chapter 2 of
this Manual and Chapter 5 of the Government Auditing Standards (reference (c))
when evaluating internal controls. As a minimum, each report shall include
information on the controls identified, whether they were or were not evaluated,
and the mater ial weaknesses identified as a result of the sttiy or evaluation.
The evaluation may have to be limited when:

a.
*

b.
rather than

. c.

An adequate internal. control structure does not exist.

The auditor concludes it is more efficient to comikt actual testing
place reliance on the internal control structure.

The control structure contains extensive
auditor to rely on testing.

d. The objective of the financial audit did
or assessment of internal controls.

weaknesses requiring the

not require an understanding
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The above circmnstance, if applicable, should be domnented
report on internal controls.

4. When audit organizations agree to conduct audits of
the Military Department, Agency, or activity heads may rely

and explained in the

accounting systems ? F “ ‘“’: ;
on the audit results ‘.. . . . . . .

in preparing their annual reports to the Secretary of Defense. However, audit
personnel shall ensure that activity heads understand that they are still
responsible for the overall judgments made in their annual reports.

G. ‘DXHNICAL ASSISTMK33

1. Although the DcD central internal audit organizations perform audits and
reviews as discussed in sections 111.E. and 111. F., they are not precl~ fr~
providing technical assistance to managers in their efforts to evaluate and
improve their accounting systems. In fact, audit organizations are encouraged
to provide technical assistance to further the overall I)@ goal of bringing all
accounting systems into canpliance with the Canptroller  General requirements.

2. Since management has the primary responsibility for evaluating and
reporting on its accounting systems, auditors shall exercise due care to avoid
ccmpranise of professional independence. Ixx3ependence  shall be maintained so
that audit opinions, conclusions, jtigments, and recamendations are impartial
and will be viewed as impartial by knowledgeable third parties. Section
11. F.4.b., above, provides guidance on types of assistance that should be made
available.

H. TIVIINING

1. The atiit organizations shall provide accounting systems related training
for their auditors consistent with DoD Auditing Standard 200 on professional
proficiency and continuing education. Training should focus on regulatory
requirements; Canptroller  General principles, standards, and related
requirements; and methods and procedures for determining whether acmunting
systems are properly documented, operated, evaluated, and reported as required.
Appropriate training is essential for efficient atiit or review in this area.

2. Training should, at a minimum, include the following:

a. Reprting requirements for accounting systems under Section 4 of the
FMFIA.

b. Interrelationship of accounting systems, annual reviews reqqired
under @f! Circular No. A-127 (reference (ff) ) , and the required repxting of
accounting systems under the FMFIA. Accounting systems that conform to reference
(f f ) are considered as meeting the requirements of the FMFIA.

c. The Canptroller General principles, standards, and related
requirements for accamting systems included in the GAO Policy and Procedures
Manual for Guidance of Federal Agencies (reference (11)). Even though the
principles and standards are developed by the Canptroller General, they must be
implemented through CX93 guidance (reference (mm)) . Training should cover both
sources and their interrelationship.
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d. Specific evaluation and reporting requirements for accounting systems
are included in DoD 7220.9-M (reference (j j) ) . Emphasis should be given to the
minimum requirements that management must meet to satisfy the requirements of the
Canptroller, H.

I. REPaKI!ING RE~Rm4ENIS

Subsections 111.E.2. and 111. E.4., above, require that each internal audit
organization periodically review and report on the adequacy of the respective D@
_nent’s Process for evaluating and reporting under Section 4 of the Integrity
Act (reference (bb) ) and whether the process has been carried out in a reasonable
and prtient manner. This adit or review could be done annually or less
frequently at the discretion of the internal audit organization. The atiit
results should be reported to management using the format in figure 10-2, and a
COPY should be sent to the IG, DcO (ATI’N: OAIG-AFO) . When such a review is done
at the end of the year, a copy of the report should be sent to the IG, DoD, by
November 15. Subsection 111.E. 3. requires review and evaluation of managaent’s
basis for reporting accounting systems, newly determind during the current
fiscal year, to be in cunpliance with the Canptroller General’s principles and
standards . An explanation should accmpany any significant changes in numbers of
acmunting systms in canpliance or in noncanpliance.

●
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~ FOR (D@ Canponent Head)

SUh7ECI’: Statement on Internal Control Systems Evaluation

We have conducted a review to determine whether the (DoD Caaponent) has
evaluated its system of internal accounting and administrative control for the
year ended (date) in a reasonable and prtient manner and in accordance with
prescribed regulations and requirements. -

During this review, nothing came to
our attention that would indicate that the (DCD Ccmponent) did not amply with
prescribed regulations or requirements. lJ

(signature)

~ If this statement cannot be made, revise to highlight major deficiencies.

,. -.

. . .. .

v

L’

Figure 10-1 Sample Format of Audit Statement to DoD Ccmpnent on the
Adequacy of Management’s Internal Control System Evaluation
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MEMORANDUM FOR (D@ Ccmpnent Head)

SUKJIXX’: F&porting on Accounting Systems Canpliance

We have evaluated the _cy of your process for determining whether your
accounting systems canply with the Canptroller General principles, standards, and
related requirements, as implemented through CEfl Circular No. A-127, and whether
your evaluation and reporting was carried out in a reasonable ard prudent manner.
We found your process to be adequate and properly functioning. lJ

(signature)

lJ If this statement cannot be made, revise to highlight major deficiencies.

Figure 10-2 Sample Format of Audit Statement to DoD C.anponent on its process
for Evaluating and Reporting on Accounting Systems Canpliance
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DOD 7600.7-M
(Encl)

EXPANIED IX31?INITI~ (X? MATERIAL WEAKNESS
INTHEINTEMAL~ C$?THEERPARTMEM! C@ ~E

A material weakness in the D@ system of internal controls may be due to
lack of an appropriate control or, more frequently, inadequate canpliance with
existing controls. These controls ‘deal with all program and administrative
functions; they are not limited to financial or accounting matters. Regardless
of the levels in which weakness in internal controls occurs within the Department
of llef ense, the Office of the Canptroller, DOD, lists the f ollaing factors and
examples for consideration in classifying or reporting a weakness as material:

o Impairs fulfillment of mission.

o Violates statutory or regulatory requirements.

o Deprives the public of needed Government services.

o Results in adverse publicity or embarrassment.

o Diminishes credibility or reputation.

o Endangers national security.

o Leads to waste or loss of funds, pr~rty, or other resources.

o Allows f rati or other criminal activity to go undetected.

o Causes harm, even though minor in individual instances, that is
nevertheless extensive in the aggregate.

o Causes loss of control over 5 percent or more of the resources for
which an organization is responsible.

Because of the size and diversity of the Department of Defense and its
canponent organizations, material weaknesses are to be considered at four levels:

1. DoD Level.

2. Cunponent Level.

3. Major Caunand or Field Activity Level.

4. Installation or Activity Level.

Listed below are sane specific examples of the abve factors applied at each
of the four levels:
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DOD LEVEL

(At the DcD level, a material weakness includes a problem that appears in several
components, amounts to $2 million or more, or may be national or international
in scope. Hcwever, depending on the effect or impact of the problem, a less
extensive problem could be of concern to the Secretary of Defense. )

o

0

0

0

0

0

Breakdowns in sup@y or repair p@icies and practices that result in too
few ship, planes, vehicles, or weapons to accuapl.ish intended missions.

Failure to observe controls over expenditure of funds within
appropriation limits.

Poor medical care caused by inadequate procedures or insufficient
resources.

Overpriced components of weapons systems (waste cans, toilet seat covers)
or imppropriate overhead charges being tolerated f ran contractors.

Inadequate control over transfer of technology to foreign governments.

Insufficient attention to control over travel
penalty payments; small at each location, but
Department of Defense.

COMPONENT LEVEL

advances or over interest
pervasive through the

(At the Ccxnponent level, a reccmnnended  threshold for monetary problems in the
iarger ccm&nents is $250,000. For small @f ense Agencies, ie&er thresholds may
be appropriate. )

o

0

0

“o

o

0

0

problems which amount to losses of less than $250,000 but which
pervasive, chronic, or constant.

Using funds f ran operations a~ropriations for procurement or
construction purposes, or otherwise misusing appropriations.

are

Using systems that do not conform with GAO principles and standards.

Inadequate control over access to records in amputer data bases.

Improper practices in acquiring and maintaining ccmputer equipnent.

Failure to collect on debts owed the Government before members separate
f ran service.

Poor control over proprty on hand or over property turned in as excess.
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MAJOR CXMSAND@lELD ACTIVITY LEVEL

o

0

0

0

0

0

0

0

Inadequate control over maintenance versus new construction decisions.

Weaknesses in payroll practices.

Weaknesses in control over temporary duty travel.

IWI!AUATIm/..IVITY LEVEL
.

Inadeq@e performance by contracting officer representatives in user
off ices.

Failure to canply with controls over weapons, ammunition, or property.

Pmr procedures for processing ~rsonnel on or off base.

Improper use of facilities or equipnent.

Breakdown in controls allowing fraudulent actions in morale, wdf are, or
recreation activities.

The 0M3 in its question and answer bmklet dealing with the Federal Managers’
Financial Integrity Act and Circular A-123 (references (bb) and (v)) provided the
following guidance in repxting material weaknesses:

o The material weaknesses included in the report to the President and the
Congress should oonsist of matters of significance to the President and
the Congress.

o Assurance letters at other levels in an Agency or organization probably
will disclose weaknesses of varying degrees of significance to the Agency
as a wkle. The recipient of the assurance letters at each level should
collect and analyze tlmae crosscutting weaknesses or items ccmamn to
several units and other weaknesses of significance, and consider whether
they are appropriate for inclusion in the assurance letter to the next
higher level off icial.
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MD 7600.7-M

(31APTER 11

AWANCED AUDIT TECHNI@ES

PAKl? I

The following parts of the chapter provide policy ad guidance relative to the
use of statistical sampling (Part II) , canputer assistd atiits (Part III) , and
technical experts (Part IV). Other parts may be added at a later date as the need
arises. Unless otherwise indicated, the policies prescribed in this chapter are
mandatory for all DcD internal audit, internal review, and nonappropriated fund
atiit organizations.

●
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DOD 7600.7-M

PAFU? II - STATISTICAL SAMPLING

r,

t

,,.

A. PURP06E

This chapter provides policy and guidance for using statistical sampling
during DOD internal audits.” Statistical sampling is an additional tool that may
be employed by the auditor in the p&rformanoe of an audit. It is to supplement,
but not replace, professional judgment and experience. This chapter is not
intended as a technical “how to” manual. It shall be used as guidance for
auditors who have a basic knowledge of statistical concepts and sampling theories.
Other publications and textbooks provide more detail@ instructions for auditors
on the techniques involved in sampling. A selection of publications is shuwn in
Enclosure 1 to this Part.

B. llEI@iINOLOGY

1. The term “statistical sampling, ” as it relates to auditing, indicates use
of’ the following audit procedures:

a. Wf ining the universe (population) and the sampling units.

b. Determining the sample size by statistical means.

c. Selecting sample items using sane statistical mthods such as: sirple
randan, stratified randan, or cluster randan sampling, or a canbination of several
types in a multi-stage design.

d. Appraising sampling results using statistical formulas a~ropriate for
the type of sampling procedures used.

2. The two most connnon kinds of statistical sampling procedures encountered
by auditors involve sampling for attributes data (attributes sampling) and samp-
ling for variables data (variables sampling). This chapter pertains primarily to
the use of these two kinds of procedures to conduct audits.

a. Attributes Sampling. If the sample is used as a means of establishing
the frequency of occurrence of sane event or type of transaction, the process is
referred to as “attributes sampling. ” In attributes sampling, the auditor checks
for the presence of a particular predef ind characteristic. The results of the
sample are used to answer the question “how many” or “what percentage. ” An
example of such use would be the auditor’s test of the ef f activeness of internal
controls.

b. Variables Samplinq. If the sample is used to provide an estimate of
an average or total value of a continuously measured variable, the process is
referred to as “variables sampling. ” The results of the sample are used to answer
the question “how much. ” Examples of such use would be a test to determine the
dollar value of errors in inventory records or the time it takes to pay vendors in
a prcxnpt payments review. Variables sampling often requires more time and effort
on the auditor’s part than attributes
exists in that type of data. In nmst
which will serve toth purposes. This

sampling, because more variability generally
cases, however, a sample must be designed
involves several sets of precalculation.
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3. Definitions
enclosure 2 to this

C. I@PLICABILIIY

of other terms used in this chapter section are included in
Part.

The policies contained in section D., below, are mandatory for all internal
audit, internal review, and nonappropriated adit organizations (hereafter
referred to collectively as “internal atiit organizations”). The remaining
sections provide general criteria for atiitors to follow in considering the use of
statistical sampling for auditing.

D. EYXJCY

1. Statistical sampling shall normally be used whenever there are voluuirms
numbers of items to be examined, and the aditor intends to express an opinion
concerning the entire population f ran which only selective items were _ined.
(Note: Canputer technology may, in sane cases, make 100 percent examination of
*—ppulation of autanated data more practical than sampling portions of that
populatia. When a 100 percent examination is not practical, then statistical
sampling, as distinguished f ran judgmental or selective sampling, is tk preferred
method of sampling to be used for preparing audit estimates or codcting
reviews. )

2. Statistical sampling plans shall be develcped in all instances where
statistical sampling is used. The sampling plans shall be made a part of the
audit workpapers and shall support the atiit programs for the particular atiit
assignment.

3. The degree to which statistical sampling procedures are used in an audit
shall be determined by the need to assess the quality or quantity of data, the
adequacy of internal controls over the items examined, the necessity to make
overall projections, and the audit time ad costs involved.

4. The a~it report findings developed though the use of statistical sampling
shall include a statement that statistical sampling methods were used in selecting
items (transactions or operations) to be reviewed, and shall incl~e any other
appropriate details necessary for an understanding of the situatia. In express-
ing the results of the audit whenever statistical sampling methods Wre used, the
population (universe, field size) f ran which the sample was drawn shall be shmn.
In addition, sample projections shall generally be made without detailed Cc9mnents
as to the size of the sample, confidence levels, or confidence limits, except as
may be pruilent to report in an appropriate appendix.

5. All adit staff mmbers shall be trained in the use of basic statistical.
sampling methods. In addition, technical assistance shall be made available to
the audit staff to develop sampling techniques and project atiit results. Where
there is a potential for use of canplicated sampling plans to further save audit
time or reduce travel costs, the aditor should consult an expert in statistical
methodology.

6. AMit staffs shall be encouraged to use ccmputer equipnent and ccquter
programs for sample selection wherever feasible. Programs developed for selection
of samples shall ke thoroughly tested and validated before they are disseminated
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to the field for general use by atiitors. See Part III of this chapter for policy
on use of software programs.

7. Statistical sampling techniques shall be used wherever feasible to
estimate (project) the potential monetary benefits attributable to the audit
in order to support the calculations with a high degree of confidence.

E. AUDITING !xmmMuS

The DoD internal auditing standards (Chapter 2) most closely related to
statistical sampling are numbered 210.3, 440.3, ad 670.3. Excerpts follow:

“Due care requires the aulitor to conduct examinations and verification to a
reasonable extent, but does not require detailed audits of all transactions.
Accordingly, the aditor cannot give absolute assurance that nonaaupliance or
irregularities do not exist” (210.3).

“A~it procedures, including the testing and sampling procedures EYU@@ ~
shall be selected in alvance, when practicable, and expanded or altered if
circumstances warrant” (440. 3) . -

—

“The internal adit organization shall have employees or use outside
experts wlm are collectively qualified in the disciplines needed to meet
responsibilities. W disciplines include . . . statistics.. .“ (670. 3).

F. SAMPLING CONQWIS

audit

1. Every auditor has used the sampling process, although it may have been
referred to as “testing” or “test checking;” that is, forming an opinion about
a group of items or transactions (records, vouchers, entries, etc. ) on the basis
of examination of a limited nunber. Perha~ such tests were performed based on
the auilitor’s judgment, with no scientific basis for what was done (jtigment
sampling). In contrast, statistical sampling is based on the laws of probability
and, through prown ma*tical procedures, has demonstrated that a group of
items taken at randan fran a universe will be almost certain to contain the
characteristics of that universe. The underlying assmption is that sample
statistics are representative of populaticm parameters.

2. The primary purpose of a statistical sampling approach in auditing is to
provide an objective result fran a sample, together with a means of measuring the
reliability of the estimate obtained through the sampling process. In short, the
statistical sample is a miniature representation of the whole and, within limits,
all conclusions reached based on evaluating sample statistics can be projected to
the parameters of the whole universe.

3. Each auditor does mt need to be a skilled statistician, but should be
able to consult an expert when needed. In performing an audit, the atiitor must:

a. Get the most out of the wrk at each audit location.

b. Minimize the tim necessary to obtain meaningful data.

c. Produce a report amtaining conclusions supprted W factual,
accurate, and defendable data.
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In certain cases, the nmst ecornnkal, ef f icimt, and practical mthod to
accanplish these tasks is through the use of statistical techniques. Statistical
sampling methods are additional tools that may be emplqed quite often @ the
auditor during examination. They add to the auditor’s capability and can be used
in conjunction with professional jtigment and experience.

4. Statistical sampling is a practical ~thod that allows the auditor to
determine the risks in making estimates and inferences, and cane to conclusions
about a population (universe) fran a sample of that po@aticn. When a 100
percent examination is not practical., then statistical sampling ~ as distin@shed
f ran judgmental or selective sampling, should he used (unless justified as
impractical for conducting reviews of the entire population). Inherent in the
technique of sampling is the risk of statistical sampling error—the likelihood
that the estimate based on the semple will be within a predicted amount of the
universe parameters. With this, there is a predictable risk that specific
material errors could occur which might not be detected in the auditor’s
examination.

5. In order to ~ everything about the whole ppulation, the entire
population must be examined. Sampling, however, is an excellent, cost-effective ~
and timsaving way of looking at a relatively small portion of a population in
order to cane to an informed conclusion about the entire population. While there
will always be a certain amount of risk present, statistical szmpling all- the
auditor to control @ predict the extent of that risk by controlling saple size
and sampling methods. The auditor relies cm the system of internal controls to
rduce the possibility that errors have occurred, and cm atiit tests of sampled
transactions, or other audit procedures, to minimize the risk that any errors will
remain undetected during the audit examination.

6. The sheer wlume of accounting, or other data to be examined, and the
many areas to be audited clearly denmstrate the need to use statistical sampling
techniques for auditing. Selective examinations using scientific sampling
procedures, together with other audit techniques, form a basis for conclusions
and remmendations for significant actions at all levels in the Department of
Defense. In these circwustances,  great significance is attached to the propriety
of the auditor’s test and samples, and to the reliability of the conclusions
drawn.

7. The statistical sampling procedures used for atiit tests, as discussed in
the remainder of this chapter, cover the five general steps that folhwn

Developing a statement of sampling test objectives (sampling plan).
(This in&des deciding on whether to stratify, cluster, or perform a simple
randcxn sample. ) Where appropriate, a randanly selected preliminary sample should
first be taken and the results evaluated. This step will help the auditor to
obtain knowledge of the @ation invulved and then choose an appropriate
sampling test.

b. Determining the universe to be sampled.

c. Determining the proper sample size.

d. Choosing and examining the sample items.
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e. Evaluating the sampled results using methods consistent with the
particular sampling plan applied. This includes universe estimation (projection)
of the attribute and/or variable under study.

G. IXVEUPING A SAWLING PLAN

1. There are several approaches that may be used in developing a sampling
plan to meet the auditor’s test needs. The exact approach to be used will be
determined by the objectives of the pwticular test at hand. In arriving at the
correct sapling decision, the objective should be known in specific terms. For
instance, if saupling attribute data is the procedure to be used, definitions of
categories must be very specific. In ths case of a check for errors, the auditor
must determine in advance what constitutes an error (or, perhap6 nmre desirable, a
significant or material error). If the errors are to be analyzed by type, the
categories for the different types must be carefully defined. Unl= the precise
types of errors, occurrences or values under review are defined in the audit
program, it will be difficult to design an econanical or efficient sampling plan
that will provide the results required.

2. Sampling tests or pilot surveys may be mnducted prior to design of the
formal sampling plan to:

a. Appraise methods and procedures, or the effectiveness of the internal
control systems.

b. Determine the need for further sampling, and the type to be used.

c. Determine the occurrence rate (hew many) of certain defined errors or
other characteristics (attributes sampling).

d. Determine the average (or total) value (how much) and the standard
deviation of - characteristic, such as dollar value (variables sampling).

e. Determine desired precision and confidence level and estimate
population size.

3. To asure statistidly valid rmwlusions, it is essential that a statis-
tically valid sampling plan be desigx& and that smw type of randun selection
be used. This, coupled with an analysis metkd tied to the sampling plan, will
ensure that the auditor’s conclusions are valid.

4. W objective of the auditor in developing the sampling plan should be to
choose a minimun number of tests @or locations, and yet sample emugh data with
sufficient precision to demonstrate that the condition does or does mt exist.
As can be seen in tables for determining sample sizes for simple randan samples,
redwing the sampling error or improving the precision to an unnecessarily lcw
value will sharply increase the sample size and also the cost. The sampling P1=
must provide for a method of selection in which each sample item in the universe
has a determinable chance of being selected for examination. In developing the
=m@.ing plan, the auditor also must consider practical limitations such as time
constraints, cost, and type of items to be examined.
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H. DETF&INING THE UNIVEKE

1. ~ universe (population, f ie.ld, etc. ) is the total group of items or
transactions f ran which the sample is selected. It is important to determine with
a fair degree of accuracy the ocmposition  of the universe to ensure that all items
in that universe are available for sampling. In addition to determining the
number of items in the universe, it also may be useful to determine the total
dollar value of the universe (if applicable). These values are necessary in
deciding whether to break down (stratify or cluster) the universe into various
groupings to improve sample reliability and ensure adequate selection of the more
significant items.

2. The atiit purpse for stratification is to isolate for separate handling
the critical. groups in the universe (rest often the high dollar items), thereby
reducing the risk the auditor takes in missing any significant items or actions.
Further, by considering the large or sensitive items separately f ran the remainder
of the universe, the a~itor also redwes the degree of variability in the sample
area, thus increasing the reliability of the subsequent atiit test.

I. DE’IEl@lINING THE SAMPLE SIZE

1. The auditor’s decision as to the prcper sample size will depd on:

a. What precision or sampling reliability is belie- necessary to
estimate the characteristic (attribute) or other value (variable).

b. The degree of assurance (confidence level) desired that the sample
will represent the population and fall within the required distance fran the true
value.

2. When the desired sample reliability and confidence level have been
carefully determined, the sample size can then be obtained fran a table or
formula. However, the process of determining sample size is mt to be solely
mechanical in nature; it requires careful thought and trade-offs @ the auditor.

3. In order to determine the sample size, the following factors must be
considered:

a.

b.

c.
variables

d.

e.

Sampling precision

Confidence level

Maximum expected error rate for attributes or standard deviation for

Size of universe

Practical limitations

(1) sampling Precision. Sampling precision refers to the amount or
degree of probable error associated with an estimate; in other words the extent to
which the sample
The precision is

findings may differ f ran the actual- unknown values or cotiitions.
generally expressed in plus and minus terms fran the sanple

*.

“
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average or proportion. The specified precision is the maximm value the atiitor
may allow the sample result to vary f ran the trw universe value. The greater the
precision desired (or the smaller the sampling error), the greater the nmber of
items b be examined (sampled). Greater precisicm or accuracy will obviously
demand more of the auditir’s time and effort. Thus, a trade-off must be reached
between the desire for greater precision and the need for greater expenditure of
tim and effort to cuuplete the sample examination.

(2) confidence Level. The confidence level chosen represents the
,) risk the atiitor is willing to take in using the sample to estimate the universe’s

characteristics. The degree of assurance (confidence level) must be specified in
advance. This degree of assurance will be expressed in percentages; for example,
90 percent, 95 percent, 99 percent. A confidence level of 95 percent indicates

<> that 95 times out of 100, the actual universe value will be expected to fall with-
in the precision cunputed f ran the sample results. Corres~ndinglyZ  5 p==nt
of the time, it may be expected to fall outside. In establishing the confidence
level, the atiitor should consider other sources of atiit reliance. In most
cases, this is acoanplished subjectively by the auditor in deciding that a lower
a3nfidence level is adequate for a particular situatial where there are other
sources of reliance as, for example, the presence of a strong internal control
system (known as a result of other observations or prior experience). The cx)n-
f idence level has a direct relationship to the sampling precision, since they
affect each other and are integral parts of the sample selection process.

(3) Maximun Expscted Error Rate or Variance. The maximum expected
error rate for attribute sampling or the variance for variables sampling should be
known fran historical data o= ot&r information; for example, results of previous
reviews. If there is m prior experimce to rely on, it may be necessary to take
a preliminary (test) sample to determine the error rate expected.

(4) Size of Universe. TIE universe (field, population) refers to the
total number of items which oould be examined or observed, and it is this universe
fran which the sample will be drawn. The size of the universe, while desirable to
-, is not an absolute need in determining sample size unless the universe is
small in number. It is permissible to estimate the universe size since the sample
size is not a fixed percentage of the universe. In a statistical determination of
sample size, the nmber of items in the universe is not nearly as significant as
the variability.

(5) Practical Limitations. The lack of time and sufficient personnel
may dictate the need for a smaller sample size than desired. In such cases? it
is important to realize that the precision and cOnfi* level will be sanewhat*
diminished. In such cases, the audit report may need to specify the nature of the
precision and confidence.

J. -NING THE SAMPLE

Once the atiitor has selected the sample, the actual testing can be performed.
In the case of testing for canpliance with prescribed procedures, the auditor
should examine the available documentation or support to see if there is evidence
that in each case (for each sanmle item) the controls in which the auditor is
interested were
to be done with

&rating and W& fol&ed. The actual conduct of the test needs
care because of the reliance placed upon it. Statistical samplin9
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helps to provide the auditor with assurances of what conditions have occurred,
but not why the conditions occurred. When the sample results indicate error con-
ditions, the atiitors need to determine the significance of the errors, why the
errors have occurred, and what steps can be taken to prevent their recurrence.

K. EVALUATING SAMPLIW RESULTS

1. After the sample has been selected and examined, the results can then be
evaluated through use of the appropriate mathematical formulas, depending on the
sample method selected. This involves ccmparing the actual test results with the
expected results. If & actual results fall within the precision range (expected
error rate plus or minus the sampling precision) , the auditor may concltie with
the specified level of confidence that the actual error rate or dollar value is
within acceptable limits. The atiitor should recheck the sample for errors,
anissions, or other circumstances that could affect its validity. It is likely
that the ocmputed (actual) error rate will differ f ran the expected error rate.
When such a difference occurs, the actual sampling precision d confidence level
will not be the same as those values originally selected. Therefore, it is
necessary to reevaluate or appraise the sampling results to determine the mrrect
precisim and sampling reliability attaine3.

2. Sample results must ke viewed with an auditor’s julgment; that is, are
the results meaningful, saleable, reasonable, and precise enough for the audit
objective. In instances where the auditor determines it is necessary to expand
the sample size to arrive at a more acceptable result, then the same randan
selection procedures must be followed in choosing additional items for review.
Regardless of whether or not the sample is expanded, if the auditor concludes that
the error rate is unacceptably high, then an attempt must be made to identify the
reasons before the matter is reported to management ad corrective actions are
reccmended.

3. An error rate may be acceptable under one set of circmstanoes,  but mt
acceptable under another. For example, a 3 percent error rate in payroll opera_
tions may be unacceptable, whereas for inventory oprations the same error rate
may be within tolerable limits arxl considered acceptable.

4. When statistically designed samples are used, it is possible to evaluate
the reliability of sampling results at any point during the examination, provided
that the items selected for atiit were taken in their randcm nwnber sequence.
This is important because it means that an aldit test developed in this manner can
be terminat~ earlier with oorrespotiing  savings in th and cost. When the items
are selected in their original randan number sequence, the auditor can canpare the
sampled results at any point in the examination for an a~raisal of the sampling
reliability. If the results provide the auditor with the desired information, the
test may be termimted. This procedure is frequently referred to as “ s~and-go”
sampling.

L. WRKING PAPER ~TICN

The audit mrking papers should fully document and explain the sampling
procedures followed during the audit. Such documentation should include the
following:

U-9



-. .,

1. A description of the sample obj=tives.

2. The type of sample selection method used.

3. The procedures followed in selecting randan nmbers for the sample.

4. A statement of the
the data.

5. The randau numbers,

appropriate formulas used for selecting and evaluating

selected and/or used.

6. The size and characteristics of

7.,. Information on determination of
sample size.

8. Detailed results of each -e

the field.

sampling precisia, confidence levels and

unit examined.

9. A sunnary of the results and basis for any projections made.

10. Such other information or data considered appropriate by the atiitor.

M. PIU3JWI’ING MMETARY BENEFITS

Au3itors are encouraged to use statistical sampling to estimate the potential
mnetary benefits derived f ran an audit. This analytical tcol is the preferred
method for estimating nmnetary benefits when only selected items of a universe
are evaluated aml projections are made about that universe. Monetary benefits
projections based on statistical sampling will be limited to the universe f ran
which the sample was actually dram. Auditors should avoid Conditiondly implyin9
that those transactions or items examined in detail in one universe are represen-
tative of other universes; there is no statistical basis for such a comection.
See Chapter 8, enclosure 1, for guidelines on measuring potential benefits
resulting f ran audits.

N. USING AUIYMATED KllYA PROCESSING SAMPLING ‘I!ECENI@ES

*

1. Ccmputers can be programmed to select aulit samples required under
statistical sampling technicpes. Many activities have sample selection routines
already available among their data processing programs. Ccmnercially developed
software routines are also available for retrieving data f ran canputer files and
conducting sampling examimtions. The use of swh routines as the Statistical
Analysis System, Statistical Packages for the Social Sciences, and other pr-
oprietary software can save atiitor tim. The use of any software program to
select an audit sample should be a~roached in line with policy set forth in
Part III of this chapter.

2. Care, however, must be used by the auiiitor to ensure the integrity of the
sample when relying on management to extract the requir~ data. If possible, the
atiitor should exercise ccmplete control in extracting the sample. Where this is
not possible, the auditor should apply checks to ensure that the integrity of the
data is not compranised. Adequate testing is required to ensure that the universe
accurately represents the group of items of transactions under review and has not

11-10



been altered. ‘l’he number and type of tests reqrired for such verification will
depend on the reliance placed by the auditor on the internal control system. (See
Section K, Chapter 9.)

3. Usually, more items should be generated during the sample selection
process using the canputer selection procedure than the atiitor plans to examine.
This will facilitate expansion of the sample if warranted by the results of the
initial examination.

.,

.,
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DoD 7600.7-M

PARl! III - CCMPWI!ER-ASSIS33D  AUDITS

A. PURPC6E

This chapter provides policy and guidance for using canputer technology in
audits. It su~lements existing policy and procedures on maintaining quality
atiit wurk by identifying special considerations to be recognized when
+terized teclmi~s are used in the audit process.

0
B. APPLIQWILITY

The policies contained in section D. # below, are mandatory for all internal
. . audit, internal review, and military exchange audit organizations (hereafter

referred to collectively as “internal audit organizations” ). The remaiting
sections provide guidelines for” the successful integration of computerized
techniques in the audit process.

c. BxKGmJm

1. The use of canputerized techniques in the atiit process has evolved over
many years . The caputer has been used primarily as an adit tool in selecting
samples or analyzing data in ccmputerizied info~tion data bases. A@it software
packages also have been used for data retrieval purposes. Technical specialists
trained in cunputer usage were neded to accomplish nmst of the ccm@er-related
audit tasks.

,,, 2. The emergence of microcomputers in recent years is now revolutionizing
:, the audit profession. Microcanputers are relatively easy to operate and are

affordable, thereky giving practically every auditor a powerful tool that may
be used in virtually all aspects of an audit. Widespread use of m.icroccmputer
technology makes it possible to do work faster and at less cost. Effective me of
microcanputers also may improve the quality of analyses and reports and provide
a~itors with a means of better understanding autanation concepts, principles, and
techniques.

3. Being a relatively new tool for a~itors, the introduction of micr-
_ters has brought titi it several issues that need to be addressed. These
issues include the following:

a. How to apply microcomputer technology effectively and efficiently.

b. Data entry and verification considerations.

c. Data reliability and security.

d. Autanated working

While this chapter focuses on
to maintaining qmlity in the
audit retrieval techniques.

papers.

using microcanputers, the principles apply ewl~y
audit process when using mainframe cmputers or

11-12



D. PQLICY

1. An effective program shall be established for improving
mission performance by integrating canputerized techniques into
Such a progrm should include the follcwing:

productivity and
..-.

the audit process. ‘- ‘

a. Coxxlucting projects designed to identify and test new audit
applications.

b. Providing applicable technical assistance to the audit staff when
ccmplex analytical applications need to be developed and/or used.

c. Developing a means of publicizing canputerized a~it techniques and
results.

2. Proper planning for the effective and ef f icimt use of available canputer
resources shall be encouraged for increasing auditor productivity and improving
qmlity of audit products. The need for microcomputers to aid the audit function
shall be assessed and applicable requirements developed to suppmt bdget requests
for cmputer resources.

3. Ef fwtive oontrols and oversight of canputerized techniques shall b
instituted to ~rovide reasonable assurance that reliable and accurate audit
restits are ob’~ined. Control features shall address the adequacy of the
following:

a.

b.

c.
procedures.

d.

Data entry and data verification processes.

Data management practices.

Audit software application development, testing, and documentation

Supervisory reviews and a~roval of ccmputer generated analyses.

DcD internal audit orcaanizations shall review existinq informatia4. The
security policies and procedures ~or protecting sensitive data ~ shall f ohm
applicable procedures when classified, sensitive, @or proprietary information
is retrieved, processed , or stored during the murse of a canputer-assisted audit.

5. Training programs shall be developed and implemented to address the
auditor’s need to becane familiar with, or proficient in, the effective use of
canputers in ~rforming atiits. Wit managers and supervisors shall be familiar
with the capabilities of canputer software used by their staff.

6. The use of amputers in aditing shall be docummted and explained in the
audit working Paprs so that a reviewer may repeat the process leading to the
audit conclusions. Provisions shall be made for retaining and storing working
papers and records created in an electronic form that support the audit report.
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Chapter 2 of this mud contains the DOD internal auditi~ standards. The
standards most closely related to using canputers in the audit process are as
follws:

1. 210-

2. 220 -

3. 430 -

4. 440 -

5. 670-

6. 690 -

l?. FKNPEND

Due Professional Care

Auditor Qualifications

Supervision

Examining and Evaluating Information

Internal Audit Organizatia Qualifications

Quality Assurance

PLANNING

1. Careful planning in the awlit process takes on additional significance as
ccmputers assme an increasingly larger role in audits. Getting the nmst value
f ran available ccmputer resources requires that they be managed properly. The
audit team first should formulate the objectives of the atiit, indicating the
~pose of the effort and what is to be accanplished. These a~it management
Issues then should be assessed considering the autcmated enviromuent involved in
the audit and the availability of cunputer resources to assist the auditor.

2. Canputers can be used productively at each step of the atiit process
[ (planning, data collection, data analysis, report writing, and presentation) and

in manminq the audit itself. It is imcortant to look for ways to increase
product~vi~y through the use of caupute~ applications. Issues that should
addressed incltie the following:

be

a. Determining

b. Identifying

c. Determining

d. Determining

how much of the audit process should be autanated.

tasks to be autanated.

the types and sources of data to be used.

the types or mix of ccmputer resources needed to
accanplish data analysis requirements; i.e. ~ mainframe _ters vers~
microcomputers.

.
e. Defining the roles and responsibilities of atiit and s~rt staff.

Canputer software requirements also should be determined early in the audit to* ensure availability. This is especially important if special ccmputer programing
support is required.

3. The skill level of the audit staff (e.g., ccxuputer knowledge, expertise,
experience) and the availability of microcanputers may have an inpct cm various
as~cts of the audit design and methodology. Required training should be pro-
vided before starting the audit, or training time should be built into the audit

11-14



schedule. In many audits, microcomputers may be shared among te= members at
certain phases. At other points, however, it is essential that staff members
have use of a microcunputer,  particularly in the data analysis and draft report
preparation phases. productivity gains may diminish quickly if microcauputers are
not readily available. The lack of sufficient microcomputers also may discourage
auditors f ran using microcanputer technology.

4. A multittie of environmental factors affecting the use of microcunputers
should be addressed in the planning phase. Such issues as pcwer su~ly, available
phone lines, level of static electricity, and temperature in the area where a
microcomputer will be used should be considered. If d-tic or foreign travel
is expected, special consideration should be given the following:

a. Transgmtation of microccanputers and storage media through airport
security.

b. Laws on carrying microcomputers through custans.

c. Ccmmnication requirements and potential restrictions.

d. Availability of ccmputer supplies.

e. Differences in ekctrical power.

G. mm EMCRY

1. Data entry options should be identified and considered in canputer-
assisted audits. The most frequently used methods of capturing data in a
microcunputer are direct data entry by keyboard and ~loading f run another
canputer. Also, there are situations where the entity being atiited may have the
capability to record the data needed by a@itors on diskettes, which then may be
transferred to a microcanputer.

2. Direct data entry is
ccmputer and is accanplished
form.

def in+ as keying data directly into the micro-
when data to be entered are available only in manual

a. Direct data entry may be assigned to a data entry clerk or other
administrative clerk. If there are decisions to be made or interpretation of the
source *ents required, the task should be acaxplished by the responsible
auditor.

b. Regardless of who enters the data, the data elements should be defined
and the format or record design should be set before data entry begins. Other-
wise, nonstandard records may be generated and may cause a problem when the audit
applications are run. The specific design of the input format is determined
partially by the particular software package being used. If data are analyzed
using more than one type of software package, the fozmat should be designed b
ease the process of nmving data frcm one program to another.

3. Downloading is the process for selecting and retrieving data f ran another
canputer system in a way that makes it usable on a microcanputer. This method of
data entry is used frequently when selecting data fran large files stored on a
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mainframe ccmputer. Because the downloading process may be a very technical
and t~nsuming process, it is advisable to seek the assistance of technical
specialists and to begin the process in time to meet the audit needs.

a. Downloading requires that a canpatible cuununications  link be estab-
lished between the microcauputer and another canputer. To establish the link,
applicable ccmwnications protmcol needs to be established and access rights to
the autanated data files obtained. The autauated data base may contain data
elements not reqpired by the atiitor that should be eliminated f ran the download-
ing process. Standard software for downloading data may be used to select the

r> desired data elements. Once the data have been downloaded into the microcomputer,
it may be necessary to reformat the data for use with available microcomputer
software.

b. The available storage space and/or memry capacity of the micr-
canputer often limit the amount of data that may be downloaded. It is essential
that the auditor knows the size of each record (nunber of characters) and the
number of records to be damloaded to ensure that the microcanputer has the
capacity to accept all data transmitted and to provide an estimate of the
time needd to accanplish the downloading. If the microcanputer does not have
sufficient capacity, the auditor may have to redesign the intended analysis or
may have to use other means for accomplishing the analysis.

H. mm MANA~

1. If data and ccupker resources are shared among atiit team members,
responsibility should be assigned for a range of data management issues to include
the following:

a. Developing the needed data bases.

b. Providing adeqqate documentation.

c. Establishing data dictionaries and directories.

lfhen more than one audit team is involved in collecting and summarizing data,
close coordinatim among a~it teams should be emphasized to ensure uniform
collecting of data.

2. Proper management of access controls and data storage is essential for
data integrity. Access to data resources should be assessed, and applicable
access rights provided for only those im3ividuals who need them. It should be
determined which users shall be authorized to make changes in the data files ande
which users shall & limited to “read only” access privileges.

3. An important area for attention is the physical security of the micr-
a cunputers and the information security of the data. DoD information security

policies require minimal levels of protection for processing sensitive data or
critical functions. Sensitive information includes classified information,
proprietary information, and personal information subject to DoD Directive 5400.11
(reference (bbb) ). Classified information may not be processed on cunputer
equipent that has not - certified previously for such use.
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4. Ccmputer usage should be restricted to official business. In order to
prevent introduction of software devices, such as a “virus,” that could destroy
the data in a system or provide unauthori~ access to a system, unapproved and
unauthorized software should not be used.

5. Procedures for system and data base backup should be established and
enforced. If periodic file backup is not done during the a~it, the auditor runs
a high risk of losing temporary or permanent access to files created. A good
practice is to maintain at least tw copies of all critical files on diskettes,
which provides the opportunity for separating storage locations. Auditors should
be familiar with and adhere to the terms ‘of the licensing agreements regarding the
duplication of ccmnercial software packages.

6. The methods for producing, reviewing, ad storing working papers change
significantly when cunputers are used in atiits. Guidelines for autanated working
papers are provided in section L., belcw.

I. DATA VERIFICATION

1. Ensuring the quality of audit results requires verification of the data
used . Verification consists of assessing the reliability of the source data
before the data entry process and testing the data after data entry is canpleted.

2. Whatever the source of data used in the autcmated application, it is the
responsibility of the atiitor to perform sufficient work to ensure that the data
used in the audit are relevant, accurate, and cmplete. For data derived f ran
manual source documents, the data should be verified in the same manner as if
being transferred to manual working papers. For canputer generated information
that is to be downloaded to the microcanputer or retriev~ using audit software
retrieval packages, procedures in Chapter 9 of this 14anual should be used for
assessing data reliability.

3. Data entry is the first major pint where error may be intrduced in the
autmated process. When data are entered directly f ran the keyboard, keying
errors may occur. Transmission errors may occur when data are downloaded fran a
mainframe canputer or cmnunicated f ran another microcauputer.  To guard against
introducing error in the data entry process, verification should be accunplished.

4. There are a variety of verification procedures that offer varying degrees
of protection against introducing error. In selecting a type of verification,
the auditor should consider the alternatives, balancing the costs and feasibility
of various procedures against the risk of error that may be tolerated. It is a
@ practice tO keep an unmodified copy of the original data to preserve the
information until it is verified.

a. When data are entered f ran the keyboard, one option for verification
is rekeying all data (or only sane portion of it) and matching the two resulting
sets. Another option is to have a second person reenter the data.

.

b. Visual scanning of the results of the data entry for reasonableness
is a way of detecting any gross errors and always should be done. This is
particularly important for data that have been downloaded a@or retrieved or
transmitted f ran another ccnputer. Transmission problms or line noise may
result in transmitting unreadable data.
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c. The atiitor should know the total nurber of records in the original
data sources. This nunber always should be canpared to a count of the records
in the newly entered data set. Knowing the exact nunber of data records to be
transmitted is important, especially in the downloading process. The auditor also
should ccmpare the sum of selected critical field(s) of the original data source
to the sum in the newly entered data set. For example, certain fields in a record
may be condxive to providing totals sti as dollar amounts. Any discrepancies
noted in reoord oounts, batch totals, or other control fields used should be
accounted for.

1. _ adit software is used in the atiit process, adequate mntrols should
be established to ensure the software programs wrk as intended. The term audit<,
software includes the following:

a. Ccmrnercial “off-the-shelf” microccxnputer sof tware packages.

b. Wit software retrieval packages.

c. Custanized software programs developed imbuse for a specific or
recurring a~lication.

~ basis for ensuring the accuracy of software performance shall vary depending
on the circumstances involved.

2. For ocamercial software a~ired and supported, the internal audit
organizations should establish proper procedures for ensuring the quality of
software for Agency-wide use. These procedures should include making sure that
the cmnercial software meets the requirements of the organization, designating
a central point for resolving problems auditors may encounter, and providing
feedback to caunercial  vendors for correcting potential software errors. For
Agency supported cxxmaercial software, the atiitors sbuld be confident that these
programs shall perform as expected when properly used. Auditors should not we
ccmnercial software that has mt been designated for Agen~wide use.

3. When canplex analytical or audit software retrieval packages need to
be develqed and/or used in the awlit process, it may be necessary to provide
auditors with technical assistance. For example, special programs may have to be
written in programing languages smh as BASIC, CCXL, or Pascal. In these cases,
additional steps should be taken to define the roles and responsibilities of the
akiitor and the technical specialist, ccnauunicate audit requirements effectively,

● and ensure the quality of technical assistance provided. Steps taken shod-d be
documented and retained in the working papers.

a. A clear understanding should be established between the auditor and
8 the technical specialist as to what is required and what is actually provided.

!Ib pranote such an understanding, the auditor skxild communicate clearly and
distinctly the atiit requirement in the form of a written statement of work. The
technical specialist then should do the following:

(1) Docunent the work performed.

(2) Approve the results obtained.
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(3) Provide his and/or her
able, on the uses and/or limitations of
provided.

With these assurances, the atiitor then

professional opinion, as may be applie
autanated products and/or services

assmes resuonsibilitv  for how the
autanated products an&or services are used in ac&plishing ‘&e atiit.

b. Adequate testing should be accunplished for custanized software
programs developed in-house. The extent and type of testing should & based
on the omnplexity of the application and the risk when relying on the results
generated. It is reccmended that autanated ap@ications developd in-house
be validated with test data having a predetermined result.

The results of the testing process should be reviewed ~ approved
by saneo% knowledgeable in the particular language used to write the program.
Also, the testing process should be doannented to show the fol.lwing:

(1) The capabilities tested.

(2) Actual tests performed.

(3) Results.

A copy of all programs and sqxxting documentation should be retained in a
permanent file or with the audit wrking papers.

4. To minimize the risk of making errors, control features should be
incorpxated into microcunputer applications. The free format capability of
spreadsheet software, in particular, provides great f legibility while lacking
built-in controls to ensure accurate results. Use of the following control
features should be considered for microcauputer ap@ications where proper:

a. Use lock formula camands to protect formulas.

b. Use totals as a form of control.

c. Calculate key balances using two alternative methods and then ccmpare
the results to make sure they are equal.

d. Print a listing of formulas and relationships.

e. Describe each f ormula’s purpose in the same data base or spreadsheet
that the formula exists.

f. Verify that the formulas and queries used are correct.

9* Provide instructions and identifications with the spreadsheet (incltie
preparer’s name, date created or last modified, input expected, output produced,
file name, date last tested, etc. ) .

5. Canputer applications may be employed by a number of users and also may
be modified to fit a variety of audit situations. Adequate controls should be
established for these applications to prevent any unauthorized or unintentional
alterations. Information on their structure and o~ration should be maintained
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in a “permanent” file to rdxe the learning time r~ired of another individual
to operate theIu effectively, to determine exactly what the applications may and
may not do, and to facilitate their retrieval at a later date. Such information
should include the following:

a. Preparer’s name and date prepmed or modified.

b. Capabilities and limitations of the application.

c. Hardware and software retirements, incl~ing the version of the
e microcanputer operating systein and software used.

d. @eratin9 instructions such as initial set up, data entry, and how
to make corrections and reconciliations.

,.

e.

f.
opration.

9=

h.

i.

Description of record layouts and data elements.

Testing procedures to verify the integrity of the template’s

Any warning in the event the model’s logic or structure is altered.

I&testing procedures accanplished if the model is modified.

%uple printouts illustrating the results generated.

1
i

K. QUALITY ASSURANCE

1. When new tools are introduced and used without detailed understanding,
the potential for misapplication always exis-. Errors my & introd=d and ~
undetected, subsequently may be magnif i&l or spread through an application.

2. Effective traininq and swervisory reviews are important factors in

if

ensuring that microcanput&s  and %tanata ad it techniqu& are used effectively
and in maintaining quality assurance over autanated tasks. The key to becaning
an effective microcomputer user is learning the capabilities of the hardware and
software being applied. This may be achieved by formal training, on-th-job
training, and ~ self-training.

3. Requirements for supervisory reviews of atiit work apply equally to
the review of canputer generated analyses. The reviewer sho~d evaluate each
application based on its objectives and its relative sensitivity to the atiit
conclusions. General points to consider when reviewing an autanated audit.
application incltie the following:

a.
.

b.

c.

d.

e.

l)oes the application perform as intended?

Was the audit task accomplished in an efficient manner?

Are underlying assumptions applicable to the specific assignment?

Were gcod application design techniques used?

Was the application properly tested?
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f. Was the correct version of the template or software used?

9* Have accurate data been used in the application?

h. Have adeqpate cutnputer backup files been created?

If the audit supervisor does not have sufficient ccntputer expertise, a qualified
technical specialist should review and approve the use of computerized techniques.

L. ~TION OF AUDIT PROCESSES AND RESULTS

1. The methods for producing and reviewing working papers change signif i-
cantly when autcmated resources are used in the au3it prccess. Special care
should be taken to document all autcinated procedures and data files used during
the audit. A description of how autanated resources were usd should be provided
in ermgh detail to allow a reviewer to canprehend fully the ap@ication purpose~
processing function, underlying logic, tests performed, and conclusions reached.
The reviewer also skuld be provided a road map through the electronic working
papers, showing clearly all steps in the audit process.

a. For each audit, a single master index or directory should show the
storage media and location of each autanated working paper. It also should pr-
vide information on the subject of the working paper, its title, the type of file
(such as spreadsheet or data base) and the software used to created the file. All
diskette labels should include a signature block for the preparer and reviewer.
Alternatively r sane portion of the atiit working papers, including official
signatures, should be retained in ~per form.

b. Indexing may be facilitated by devising and using standard file names
that contain coded information on the type of file, the number of the working
paper 8 or other info-tion relevant to locating particular documents f ran a whole
sei

the
the

of related documentation.
—

c. The rqirements for cross-referencing autanated working papers are
same as for hard copy working papers. Cross-references may be included in
autanated files. While there is no standard approach, cross-referencing

alternatives have a critical feature in ccnmn. !&y all reqpire that careful
attention be given to planning for systematic file naming and descriptions.

d. The yorking papers should contain a concise but canplete description
of all procedures for data entry, data verification, and the results obtained by
using these procedures. For example, if a 10 percent sample of data is rekeyed
as a verification procedure, the rationale for selecting that prccedure and that
sample size should be documented. The error rate as determined fran the sample
should be reported and any subsequent steps to correct errors should be described.
Specific steps for documenting statistical sampling can be found in Part II of
this chapter.

e. When data are obtained by downloading fran another ccmputer system or
using audit software retrieval packages, a description of both the process and the
data files should be included in the working papers. A separate working paper
slmuld be developed specifically for these applications identifying the host
ccmputer system, the original. data file, the software and procedures used for
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extracting data, and the ccmnnunications  hardware and software. All procedwes
used to verify the data should be outlined.

Additional information regarding the preparation, review, and retention of working
papers can be found in Chapter 18 of this Manual.

2. When camercial microcomputer software packages are used, domnentation
of the program normally is not required. The auditor should domnent fully
the autanated tasks accanplished. The specific equipnent and software version
(application and operating system) used should be doannented adequately.

a. Spreadsheet Appl icat ions. Much of the information required for good
domnentation may be entered directly on the autanated spreadsheet. Separate
sections of the spreadsheet may be used to do the f ollming:

(1) List data sources.

(2) Indicate

(3) Describe

(4) Describe

what inf ormat ion is contained in each row and column.

the variables and assumptions in the analysis.

calculations embedded in the spreadsheet.

Separate sections may be devoted to information on the preparer, the date pre-
pared, the version of the spreadsheet, and on other facets of file managmt.
It is important that any formulas used in the spreadsheet be examined carefully
by the auditor and by the supervisor and/or an independent technical specialist.
This also a@ies to the use of a “macro” (a group of instructions treated as a
unit entity) that is important to a particular analysis. It is a gcod practice
to list separately all formulas used.

b. Data Base Applications. When data base programs are used in the audit
process, then it is necessary to provide documentation on the data base, on its
structure and content, and on the reports generated using the program. If the
data base is revised, modified, or updated, then the working papers should include
a copy of the data base used to support the audit work. Where data base programs
are developed by the user, these programs should te available in the working
papers.

.

T
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DoD 7600.7-M

PAKr Iv - USE OF TECHNICAL EXPEKI’S

A. PURPOSE

Part IV describes the process of determining the need for technical experts to
assist in conducting audits and in locating, acquiring, and using these experts.

B. APPLICABILITY

This part applies to all D@ internal aulit and internal review organizations,
including unappropriated fund audit organizations (hereafter referred to collee
tively as “internal audit organizations”).

c. SWUWXRD6 AND POLICIES

1. Department of Defense Internal Au3iting Standard 670, “Internal Audit
Organization Qualifications, ” (see chapter 2) requires that audit organizations
possess or obtain the knowledge, skills, and disciplines n-cd to carry out its
audit responsibilities.

2. Each internal audit organization shall determine when to use technical
experts and how to identify, acquire, and use technical experts in meeting audit
responsibilities.

3. Technical experts shall be effectively controlled when they are assisting
the audit organizaticm. Precautions shall be taken to ensure that the expert can
provide independent and objective evaluations.

4. While the appropriateness and reasonableness of methods or assumptions
used and their applications are the res~nsibility of the specialist, the auditor
shall obtain an understanding of these matters to determine whether the audit
findings are clearly supported by the technical expert’s evaluation.

5. The specialist should te relied upon unless the auditor has evidence
to the contrary that the technical expert’s work is suspect. In these cases,
attempts should be made to reconcile differences with the specialist.

6. Atiit reports shall contain appropriate explanation if the required
technical expertise was not available or was not used.

7. An evaluation of requirements and capabilities for providing technical
support shall be made a formal part of the organization’s audit planning process.

D. DEFINITION (3? TECHNICAL EXPERT

A technical expert is an individual possessing a level or type of technical
expertise normally not expcted of a generalist auditor and whose technical
expertise is used to perform or assist in performing atiits. Personnel who
provide support services such as clerical, stenogra@y$ typing, reproduction,
personnel administration, financial management, or similar duties are not
considered to be technical experts. Sane of the types of technical experts
that may be needed by internal audit organizations are ccmputer and information
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specialists, attorneys, writers/editors, contract and procurement specialists,
actuaries ~ mathematicians ~ engineers - statistici~ # pro9r~ _9_t s=
cialists, administrative specialists, realty specialists, quality assurance
specialists, audiovisual specialists, cost-price analysts, technical information
specialists ? training specialists, energy specialists, health care professionals,
document examiners, fuel management s~ialists, personnel management specialists,
and operations research analysts.

E. JXTXIMINING NEED FQR -ICAL EXPEKCS

In determining what types of technical experts will be needed to acccfuplish
assigned audit resgnnsibilities, consideration needs to be given to the length
of time technical assistance is required. Frequently used experts mxmally would
be employed by the audit organization on a full-time basis; experts used less

‘ frequently normally would be obtained as the need arises. The objectives of each
audit should be evaluated to determine what types of technical experts are needed
to acccxnplish the atiit effectively and what specific tasks are to be done ~ each
expert. The need for experts normally would be identified during the planning or
survey phases of an audit so the atiit organization will have sufficient time to
locate and acquire technical expertise. .

F. S~ C@ TE@INI- EXPFJU’S

Technical experts may be obtained f ran various sources. Many factors J sti
as frequency of use, level of required expertise, time available to acquire the
needed expertise, and the amount of funds available to reinburse technical experts
should be considered when determining the best source to satisfy a specific need.
Sane of the potential sources are as f ollws:

1. Aw3it Organization. Sune ccmonly used experts may be available in
the audit organization. These include canputer and information
attorneys, writers/&Jitors, statisticians, and engineers.

2. Element of Aqency. Many experts are available f ran the
that are subject to audit. The audit organization shall ensure
selected is in a position to render an independent and unbiased
Generally it is not appropriate to use an individual fran the organization
being atiited as a technical expert. Wxm the use of smh individuals is the
only available option, other precautions need to be f ollti for ensuring an
inde~ndent and unbiased evaluation @ the technical expert.

specialists

organizations
that the expert
appaisal.

3. Other Audit or Inspector General Organizations. Technical experts
maY sanetimes be obtained f ran other audit or inspector general organizations.

.
En&sure 3 shows the types of technical experts ‘wed by Federal Inspector General.
organizations. Enclosure 4 shows the types of technical experts used by the
General Accounting Off ice (GAO). The data for these tables were cunpiled f ran

●
a report issued by the President’s Council on Integrity and Efficiency entitled
“Use of Technical Experts ~ Inspector General Organizations, ” issued in October
1985. Defense Contract Audit Agency has also established an Engineering Support
Branch at its Technical Service Center for providing assistance in acquisition
of technical specialist and interpreting technical re~rts. The Office of
the Assistant Inspector General for Au3it Policy and Oversight, Office of the
Inspector General, D@, is available to help audit organizations identify pints
of mntact in other Federal atiit or inspector general organizations.
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4. Elements of Another Agency. Many types of experts are available fran
other Government Agencies. The Directory of Federal Laboratory and Technical
Resources, prepared by the National Technical Information Service, Department
of Camerce, provides a listing of over 1,000 sources of experts available to
atiitors through Federal resource sharing. The @lication is arranged under 30
subject orient&3 resource headings including: Canputer Technology, Engineering,
Nuclear Technology, Ocean Sciences and Technology, and Transpxtation. Additional.
sources include such private publications as Gale’s Government Research Directory,
which contains 3,700 Institutes, Laboratories, and Test Facilities, incltiing
User Oriented Facilities and Research Pro@ams supported by the Government. (See
enclosure 5 for a partial list of publications that can be used for identifying
technical experts. )

5. Paid Consultants. Paid consultants are a major source of technical
expertise and are a source frequently used by the =0. (See enclosure 2.) Paid
consultants shall be obtained in accordance with provisions of DoD Directive
4205.2 (reference (nn) ) . Gale Research Inc., Dunn and Bradstreet, and others have
cunpiled extensive reference publications containing over 25,000 consulting firms
with a wealth of consultant specialties and expertise. (See enclosure 5 for a
partial list of publications that can be used for identifying paid consultants. )

6. Unpaid Consultants. Technical experts may be available, especially
for short periods, on a nonreimbursable basis. Possible sources include local
colleges and universities, trade associations, and professional societies.
When requiring the services of unpaid consultants, care must be taken to ensure
that there is no conflict with the voluntary services prohibition of the
Anti-Deficiency Act (reference (00) ) .

7. Trade Associations and Professional Societies. Trade associations and
professional societies are useful sources of technical expertise. Publications
identifying such organizations include State Directory of Business Activities r
issued by the U.S. Small Business Administration, and are listed in enclOSUre 5.

G. SELECTING THE RIQITEXPEW’F ORTHE JCE

After determining the experts who are available to perform special audit
analysis, the correct person for the job must be chosen. Because of the wide
variety of technical experts employed by the Government and available to the audit
ccmmwnity, the need for outside technical experts will be rare. In those cases
where outside technical services are required, the cross checking of references
becanes extremely important and may often provide the a@it organization with the
information on which to make the most accurate assessment on the consultant’s
capacity for contributing to the audit.

H. MANAGING THE !HZHNICAL EXPEK17 PROGRAM

Effective control is needed over the technical exprts while they are
assisting the audit organization. The expert employed may not have knowledge of
the requirements associated with Government Auditing Standards. Therefore, there
must be an agreement of what, specifically, the expert shall do; the type of
documentation required and how the expert shall camumicate the review results to
the atiit organization; with whom in the audit organization the expert shall deal;
and to whan the expert shall report. Consideration must also be given to whether
the required technical services can be performed on a one-tire basis or whether
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additional support will be required when responding to the auditee’s ccmments and
concerns prior to issuance of the final audit report. These aspects normally
should be formulated in writing before -gaging the expert.

I. REPORTING RESULTS

c.

Readers of audit reports must be able to assume that properly qualif id
people, including technical experts when appropriate, are used to accanplish
atiits. If a primary atiit objective cannot be accanplished without relying
on technical experts, and an e~rt is not used, then the audit report shall be
qualified to explain why applicable Government and D@ internal aditing standards
were not f ol.luwed.

●

*
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DoD 7600.7-M
Enclosure 1

PUBLICATIONS C@J APPLICATION
@ S3Z4TISTICAL SAMPLING TXHNXX=

1. Applications of Statistical Sapling to Au3itinq, Alvin A. Arens and
James K. Loebbecke, Prentice-Hall, 1981

2. Handbook of Sam@ing for Audi tinq and Accounting, Third Editionl
Herbert Arkin, McGrawHill, 1984

3. Practical Statistical Sampling for Atiitors, Arthur J. Wilburn,
l!arcel Decker Inc., 1984

4. Sample Design in Business Research, W. E. Deming, Wiley, 1960

5. Samplinq for Modern Au3itors: A Personal Stdy Course, Institute of Internal
Auditors, Inc., 1977

6. Sam@ ing Techniques, Third Edition, William G. Cochran, Wiley, 1977

7. Statistical Methods, Sixth Edition, G. W. Snedecor and W. G. Cochran,
Iowa State University Press, 1967

8. Statistics for Business and Econanics, H. Kohler, Scott Foresman and my,
1985

9. Statistics for Business and Econanics, Second Edition, D. R Anderson,
D. J. Sweeney, and T. A. Williams, West Publishing Canpany, 1981

10. Statistics for Management, Third Editim, B. J. Mandel, Dangary Publishing
c-y, 1984

11. Using Statistical Samplinq , U.S. General Accounting Office, 1986
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E@ 7600.7+4
Enclo6ure 2

GL06SARY OF STATISTICAL SAMl?LING TER4S

Attributes Samplinq. The sampling process used to estimate the number of times a
characteristic or situation occurs in a ppulation. It is usually expressed as a
percentage of the tokal. Attributes- can be counted, but not measured.

.
Cluster Samplinq. Sampling f ran groups of items which may be conveniently broken
dmn into subgroups or “clusters”; for example, trays of file cards. Each clmter
is evaluated as if it were a single observation. Generally requires the assist-

r> ante of a specialist in statistical sampling.

Confidence Level. Relates to the probability that the sample will, through
certain calculations, fairly represent the true population average. Indicates
the risk the atiitor is willing to take in the sample selection. For example 8 in
choosing a 95 percent confidence level, the auditor has used a method of estima-
tion that is successful about 95 percent of the time.

Discovery Samplinq. This type sampling is scmetimes referred to as detection
or exploratory sampling. The audit objective is usually to kcate at least one
instance of sane type of critical event where it occurs, rather than the frequency
of occurrence as with estimating sampling of attributes.

Interval Saple. The process of selecting a randcm sample of items fran a
poplation (universe) on a fixed interval basis; for example, every 10th item,
every 15th it=, etc. Also known as systematic sampling. The method is ~efd
when the population items are not numbered and to number them solely for the
purpose of sampling would be costly.

Jtiqmental Sample. A nonstatistical sample that cannot be used to project
population values. Conclusions can be reached only for those items that were
examined. Ju@ent samples are best used in an exploratory manner; that is,
to determine if nuxe extensive sampling is needed, and in tests where the mere
presence or absence of an item being checked is significant, rather than the
degree of presence or absence.

Mean. The term used to descrite a ppulation or sample average. It is the sum
of all the values in a set of observations divided by the number of observations.
It is used for variable sampling.

*
Parameters. The term applied to population or sample characteristics, such as
the mean and standard deviation.

* Population. Same as universe or field. Any group of items. In atiiting, it
usually represents the total number of records to be examined.

Probability. The chance that a s~if ic event will occur.

Probability Sample. Same as a randan sample. A sample selected in a manner that
assures that each remaining item in the ppulation has an equal chance of being
selected.
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Projection. The expansion of sample results to estimate the entire population
value.

Representative. Used to indicate that the sample is a reasonable cross sectia of
the population fran which it is drawn and estimates the true universe characteris-
tics as accurately as possible.

sampling Precision. Same as sampling error. Precision is the range within which
the estimate of the populatia characteristics will fall at the stipulated
confidence level. Usually expressed in terms of a plus or minus value, swh as
+3% ●

Sinpl.e Randan Sample. A statistical sample, selected randomly f ran a population
(universe) through the use of randan numbers, in which each item has an equal
chance of being selected.

Standard Deviation. The term usd to describe the degree of spread or variability
in a set of individual item values about the population mean. The less variati~--
anmng item values, the smaller the standard deviation. Conversely, the greater
the variation, the larger the standard deviation.

Statisti&L SampIing. The process by which items are selected fran a population
(universe) in which sane type of scientifically designed sampling technique is
used and may incltie such techniques as sinple randcm, stratified randan, cluster
randan, systematic selection with a randan start, or multi-stage randan sampling.

Stratified Randan Samplinq. A method of reducing sample variability for the
purpse of improving that sample reliability. Stratified sampling consists of
dividing the ppulation into homogeneous groups and sampling each group. As an
example, large or sensitive items may be segregated f ran the balance of the
po~ation =d examined in greater detail. - -

Universe. Same as populaticm. The total group of items ~sessing
characteristic (s).

Variability. A term expressing the spread of items around a sample
usually measured as a standard deviation.

a certain

average,

Variables Samplinq. The sampling process used to measure characteristics in
a population in terms of their individual magnitudes or values. This method
measures ‘how much ,“ for example, the total dollar value of inventory or the total
value of a certain type of recurring error. The variable may ke dollars, length
of time, weight, age, or any quantitatively measurable value.
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Budget Specialists

Administrative Specialists

Realty Specialists

Quality Assurance Specialists

Audio Visual Special-is=

~l#Price Analysts

x Xxx xxx
xx x x

x x x

x

x

x

x

x x

x

x

x

x

x

x

x

x

x

x

x

Xxxx xxx x x

xx x

xxx x x

x

x

x

x xx

x

xx

x

x

x

x



“1
w

I
N

Type of
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Technical Information
Specialists

Training Specialists

Architects

Building Management
Specialists

Energy S~cial-ists

Health Profess ional-s

Electronic Surveillance
Specialists

Photography Specid.ists

Document Examiners

Subsistence Management
Specialists

Fuel Management
Specialists

supplY & Logistics
Specialists

Personnel Management
Specialists

Industrial Specialists

Operatiom Research
Analysts

x

x

x

x

x

x

x

x

x x
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x

x
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~m EXPERTS

1. Directory of Federal Laboratory and Technical Resources, Jan 1988, A Guide
to Services, Facilities, and Expertise, U.S. Department of Ccwznerce,  National
?rechnlcal Information Service, Center for the Utilization of Federal Technology,
1988

2. State Directory of Business, Activities, U.S. Small Business Administration,
Off ice of Mvocacyr 1989

3. National Trade and Professional Associations of the United States, Columbia
Books Inc. , 1986

4. Government Research Directory, Gale Research Inc., 1989

5. Consultants and Consultinq Organizations Directory, Gale Research Inc., 1989

6. Dunn’s Consultant Directory, Dunn and 13radstreet Inc., 1989
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H 7600. 7-M

(33Al?TER 12

IWPO.KCING AUDIT RESULTS

A. PURPC6E

0

This chapter covers the reporting of the results of adits performed by DoD
internal audit organizations. Specifically, the chapter describes the form,
distribution, timeliness, contents, ad presentation of DOD audit reprts and
suggests formats b be used.

B. ~

Audits are n@e primarily to assist management in arriving at solutions
to problems and in devising better ways to do business. Many benefits to the
audited activity occur during an audit through meaningful discussions of the
audit results with the activity’s management. !l?hese discussions often lead to
Owthe-spt rxxrections. The basic purpose of the atiit report is to docment
the audit results and outline a corrective action program to be followed. Audit
reports are used for a variety of purposes. For example, they are used by: the
activity to which the recmmndation is addressed to develop a Correctiw action
program; managemnt as part of the followup process; congressional camittees
to evaluate budget reqpests and other legislative acts; top Defense officials
to identify problems and trends that may have Cqxxwnt-wide or Mf ensewide
repercussions; internal and external audit d inspection officials to adjust the
scope of their reviews; and instructors as training aids or case studies.

C. APPLIQ+131LITY

The provisions of sections D through I of this chapter are mandatory for all
D@ internal a@it, internal review, and military exchange atiit activities
(hereafter referred to collectively as “DOD internal atiit organizations”). In
addition, DOD internal adit organizations are strongly urged to use the sug-
gested formats in section J of this chapter, although their use is not mandatory.
Certain procedures described in this chapter may not apply to every audit, but
the principles ZUM3 objectives remain mandatory. !l’he term “should” is used to
denote the desirability of an action.

D. SIYUWKE AND PCKXIES

All internal atiit organizations shall issue audit reports fully canplying
with standards for reporting as set forth in the “Government Atiiting Standards”
(reference (c) ). These reprting standards deal with form, distribution, time-
liness, repxt contents, and report presentation.

E. lKIRl

Auditors shall report the results of their audit work in writing. Written
reports are necessary to: camuunicate the results of audits to officials at all
levels of government, make the f indinqs and reccmendations less susceptible
to misunde&tanding,  - make the f inding~ available for
facilitate followup to determine whether appropriate

public inspection; and
corrective measures have
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been taken. The r~irement to use a written report is not intended to limit or
prevent discussions of findings, judgments, conclusions, and reoamendations with
persons who have responsibilities for the area being atiited. On the contrary,
such discussions are required by Chapter 8 of this Manual, “Performing Audits. ”
However, a written report shall be prepared upon canpletion of each atiit
regardless of whether such discussions are held. If one or more of the major
objectives of an atiit is ccmpleted, a numbered atiit report (standard report
format or letter report format) shall be issued. It is not appropriate to close
out efforts of this nature with unnunberd letters, memoranda, or other informal
correspondence. See Section J of this chapter for guidance in determining the
particular report format to be used. Pertinent security regulations covering
presentation and safeguarding of classified material shall be followed. When
an atiit is terminat~ prior to cuupletion, the a~itor should camnunicate the
termination in writing to the auditee and other appropriate officials.

F. DISTRIBU1’1~

Written adit reports shall be suhnitted to appropriate officials both of the
organization audited and the organization rewiring or arranging for the audits
unless legal restrictions or ethical amsiderations prevent it. Copies of the
reports shall also be sent to officials responsible for nmitoring internal
controls, other off icials responsible for taking action on audit findings, and to
others authorized to receive such reports. Unless restrictd by law or regula-
tion, copies of audit reports shall be made available for public inspection. As
a general rule, audit reprts should be submitted to all interested officials.
Pertinent security regulations covering the release of classified material shall
be follcnred. Prc&d~es for review a&l distribution of
public accountants are included in DoD Directive 7600.9

G. TIMELINESS

reports f ran independent
(reference (q) ).

AMit reports shall be issued pranptly to make the information available
for tin@ly use by management and legislative officials and to permit pranpt
initiation of followup action.

1. Each internal atiit organization shall establish a time standard or a
series of time standards for each major milestone in the audit report process ~
which shall be used for evaluating and improving the time it takes to issue a
report. Generally, draft reports issued more than 60 days after cunpletion of
the field work and final atiit reports issued more than 120 days after the draft
report is issued shall be considered untimely.

2. In those instances where the atiit activity is unable to obtain manage-
ment ccrmnents in a timely manner, the final reprt may be issued without them.
Action should then be taken to obtain and resolve final mnagement ccmments
during the audit report resolution process.

3. Atiitors should consider interim reporting of significant matters to
appropriate off icials during the audit. This is not a substitute for a final.
written repxt, but it does alert officials to matters needing innnediate
attention and permits them to take corrective action before the final report
is issued.
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H.
.

The auilit report shall include pertinent information on the following:

1. Audit Entity. The atiit entity is the organization, program, system, or
other area that was audited. The audit entity must be accurately and Precisely
includti in the adit report title and elsewh&e in the report * a pr&quisile
to understanding the other parts of the atiit report. Most a~its coMucted by
D@ internal audit organizations, w~ther performed at a single location or on

c a coordinated multilocation basis, are limitd to specific areas of operations
that are identified as being particularly significant. Special care must be
taken to see that the adit report does not imply greater audit coverage than
was actually provided.

L-

2“ =“ The scope paragraph shall tell the reader what the aditors
did and did not do. The scope shall clearly indicate which elements of audit
examinatiorr-the accunplishment of established objectives and goals f or
operations and programs; the reliability and integrity of information; the
cmpliance with ~licies, plans, procedures, laws, and regulations; safeguarding
of assets; and econuaical and efficient use of resources-were covered during
the audit and the extent of such coverage. my limitations in scope, such as
restricting the audit to specific activities or locations, shall be clearly
spelled out .

3. Methodolow. The stat-t on methodology should clearly explain the
evidence gathering and analytical techniques used to accanplish the audit
objectives. The explanation should identify any assumptions made in conducting
the audit; describe any Canparative techniques applied and measures ad criteria
used to assess performance; and if sampling is involved, describe the sampling
methods used .

4. Objectives. Unlike most audits in the private sector, internal. audits
within the Department of 13ef ense are seldan limited to certifying to the
reliability of financial. statements. As reqpired by Chapter 3 of this Manual,
“Aulit Concepts, ” most D@ internal audits are missioworiented audits involving
evaluations of various aspects of the ef festiveness and econcmy of organizations #
programs, systems, and other audit areas. The mission-oriented audit concept
does mt preclude an audit activity f ran auditing support activities but,
instead, requires placing audit emphasis on the mission areas of the entity
selected for audit, whether it is a program, system, or a supporting activity.
Since each D@ internal audit is usually unique, audit objectives must be
carefully formulated at the start of the atiit and must be clearly stated and
covered in the audit report. Normally, there is an overall objective and series
of specific objectives, all of which are related to the overall objective. While
objectives related to the ef festiveness of the major missions are most important,
those dealing with internal controls, canpliance, and action on prior recmmen&-
tions are also important and must be clearly stated. Chapter 8 of this manual,
“Performing Adits, ” establishes procedures for developing audit objectives.

a. Internal Controls. Normally, each audit shall include an evaluation
of internal controls for the area audited. This evaluation is generally not
stated as a spcif ic objective of the aulit, although the report shall state
that the audit “ . . . included such tests of the internal controls as considered
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necessary. n However, when a major objective of the audit is to evaluate internal
controls, this shall be listed as one of the specific objectives of the audit.
There are a number of reasons why a study and evaluation of internal control
may not be made. For example: the entity may be too small to have an adequate
internal control system; the audit can be performed mre efficiently by expanding
substantive audit tests, thus placing very little reliance on the internal
control system; or the internal control system may be so weak that the auditor
has no choice but to perform substantive- testing. In addition, each scheduled
audit shall include an evaluation of management’s ef f activeness in implementing
the Internal Control Program as it relates to the scope of the aMit.

b. Cmpliance. Most adits require sane determination of ounpliance
with appropriate laws and regulations. Canpliance is not usually stated as an
objective for the audit although noncunpliance with laws, regulations, procedure,
etc. , must be identified in the report. Hwever, when a major objective of the
atiit is to determine ounpliance, compliance shall be listed as one of the
specific objectives of the audit.

c. Action on Prior ~tions. Follcwup on corrective action taken
by management is an important part of every audit. when a major objective of
the atiit concerns foll~ on prior remmendations, this shall be shown as a
specific objective of the audit.

5. Background. The atiit report shall contain sufficient background
information to provide the reader with an adequate understanding of the audit
entity. Information about the size, volume, and nature of operations of the
audit entity, for example, provide a pers~tive against which the significance
of aulit findings and conclusions can be jmlged. Readers should not be expected
to possess all the facts that the aditor has since many audit reports, particu-
larly those issued by the D@ internal a~it activities, are used by personnel
in organizations and activities far remved f ran the activity audited. Even
when the distribution of reports is limited to levels of management directly
responsible for the operation being reported on, a brief description of the
mission, available resources (~t and type funds) , and size of operations or
volume of transactions during the audit period provides a reaiy reference to
such information for those managers involved and informs all readers of the
significance of the audit subject.

6. Period Au3it Performed. The a~it report shall show the period during
which the audit was performed.

7. Period Covered by the Audit. The a~it report shall show the period
covered by the audit.

8. Conformance With Auditinq standards. The atiit report shall state,
“The audit was made in accordance with Goverrnnent Atiiting Standards. ” When
applicable standards are not followed, the atiitors should modify the statement
to disclose the required standard that was not followed, the reasons therefor,
and the known effect on results of the audit. In conducting government audits,
independent public accountants are required to f ollw generally accepted auditing
standards as well as the standards set forth in Chapters 3, 4, and 5 of the
“Government Auditing Standards” (reference (C) ) .
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9. Statement on Internal Controls

a. For each performance audit, the audit report shall identify the
significant internal controls that were assessed, the scope of the auditor’s
assessment wrk, and any significant weaknesses found during the a@it. For
performance audits, the reporting on internal controls will vary depending on
the significance of any weaknesses found and the relationship of those weaknesses
to the audit objectives. In audits where the sole objective is to audit the
internal controls, weaknesses found of significance to warrant reporting shall
be considered deficiacies and shall be so identified in the atiit report. The

e internal controls that Wre assessed shall be identified for full presentation of
the findings. In awiits having as their objective an assessment of performance,
auditors, in seeking the cause of deficient performance found, may identify
weaknesses in internal controls of such significance to be a key reason for ther deficient perfonuance. In reporting f Wings, the deficiencies in internal
contrcils would be identified as the ‘cause. ”

b. For each financial audit, the aulitors shall prepare a written report
on their understanding of the entity’s internal control structure and the assess-
ment of control risk. The reprt may be included in either the auditor’s report
on the financial audit or a separate report. The auditor’s report shall incltie
as minimum

(1) The scope of the a@itor’s work in obtaining an understanding of
the internal control structure in assessing the control risk.

(2) The entity’s significant internal cxmtrols or control strwture,
incluiing the controls established to ensure canpliance with laws and regulations
that have a material impact on the financial statements and result of the finan-
cial related audit.

(3) The reportable conditions, including the identification of
material weaknesses, identified as a result of the atiitor’s work in under-
standing and assessing the control risk.

c. In addition to the akove reporting requirements, each audit repxt
shall also sumarize the audit results on how well management had implemented
the internal control ~roqram as it is related to the scope of the scheduled
audit. More details & ~ auditor’s responsibilities f-m evaluation of
controls are contained in Chapter 10 of this Manual, “Audit Requirements
Generat@ by Sources External to D@. ”

10. Canpl iance with uws and Regulations. The report skall include
all significant instances of noncanpliance and abuse and all indications
instances of illegal acts that could result in criminal prosecution that

internal

or
were

fourxl during or in connection with the adit. Illegal acts may be covered in
a separate report if including them in the overall report vmuld cunpranise
investigations or legal proceedings or otherwise preclde the report fran
being released to the public. For all financial atiits, this statement should
contain a statement of positive assurance on those items which were tested for
cmpliance and negative assurance on those items Nt tested.
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11. Audit Conclusions. The report shall contain a specific conclusion on
each of the stated atiit objectives. This is perhaps the most important porticn
of the report. Auditors should be able to reach conclusions on the stated atiit
objectives if they followed suitable evaluation criteria and conducted the audit
in accordance with appropriate auditing standards. Management expects and is
entitled to this type of sunmary evaluaticm. Failure to provide such a smuary
evaluation deprives management of a significant service. Also, report balance
and objectivity can be seriously impaired by not collectively putting the impact
of individual deficiency f itiings (e.g., - potential savings, funds that could be
put to better use, improvements in efficiency, etc. ) in proper pers~tive.

12. Financial Statements. For financial audits, the audit report shall
contain a cow of the financial statements reviewed and an opinion on whether
the financial statements were prepared in accordance with generally accepted
accounting principles. The report shall identify those circumstances in which
such principles have not been consistently observed in the current period in
relation to the preceding period. Unless otherwise stated in the aditor’s
repxt, informative disclosures are to be regarded as reasonably adequate.
The audit report shall contain the atiitor’s opinion regarding the financial
statements taken as a whole, or an assertion to the effect that an opinion can
not be expressed. The American Institute of Certified Public Accountants (AICPA)
Statements on Au3iting Standards for reporting, to the extent they are relevant,
shall be follwed on financial audits. These standards are set forth in the
AICPA’s “Cdif ication of Stat~ts on Auditing Standards” (reference (pp) ) .

13. Photographs, Charts, and Similar Presentations. Effective use should
be made of captions, photographs, charts, graphs, attachments, appendices, and
exhibits to highlight areas and to organize the narrative. Lengthy explanations
and supporting data should generally be covered in attaclnnents rather than in the
main body of the findings.

14. Audit Findinqs. Each audit finding shall normally show criteria,
condition, cause, and effect. H~ver, the elements needed for a canplete
firding depend on the objectives of the audit. In all instances, sufficient,
+tentf and r~evant information about findings shall be included to pranote
adequate understanding of the matters reported and to provide convincing and fair
presentation in proper perspective.

a. Criteria. This element sets forth the standards, measures, or
expectations used in making the evaluation or verification. It ShOWS “what
should be. ” In the absence of definitive, externally defined, authoritative
criteria, as is often the situation, auditors have to rely on their wn profes-
sional kncwledge and experience in selecting suitable evaluation criteria. In
such cases, kxniever, the auditors must assme the responsibility of convincing
officials of the alxlited activity and other recipients of the report that the
evaluation criteria are valid and reasonable.

.s

{,,

b. Condition. This element presents the factual evidence that the
auditor found in the course of the examination. Normally, a clear and accurate
statement of the condition evolves f ran the auditor’s canparison of the results
of fact finding procdures with appropriate evaluation criteria.
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c. Cause. This element shows the reason for the difference between
the expected and the actual conditions. It answers the question, “Why did
it ha~?” If the condition has persisted for a long period of tim or is
getting worse, this aspect would normally be described. Identification of the
cause of an unsatisfactory condition is a prerequisite to making meaningful
recmnendations  for corrective actions. Failure to identify the cause in
a deficiency finding may mean that the cause was mt ascertained due to
limitations or defects in audit work or that it was anitted to avoid direct
confrontation with responsible off icials. l(b identify the root cause of an
adverse condition, atiit findings should not merely state that prescribd prm
cedures were not followed, but should indicate the reason(s) why they were not.

d. Effect. This elenmt shows the risk or exposure management faces
because the area keing audited is not working the way it is suppsed to. It
irdicates the impact of the disparity, and shws the extent of the risk inherent
in continuing a deficient procedure, practice, or control. The significance
of a condition is usually jtiged by its effect. Proper statement of effect is
valuable in convincing management to correct adverse conditions disclosed by
the auditors. In program atiits, shortfalls in attaining program objectives
or reductions in available resources are appropriate measures of effect and
frequently can be expressed in quantitative terms such as dollars, number of
personnel, units of production, quantities of material, nmber of transactions,
and elapsed time. If an actual effect cannot be ascertained, a potential or
intangible effect can sanetimes be useful. in showing the significance of a
conditicm. Chapter 8 of this manual, “Performing A@its ,“ establishes requir-
ements for identifying, cmputing, reporting, and acclnnulating information on
ptential benefits frcxn adit. It is most important to pint out to managmt
and readers of the report the estimated savings that could be realized if the
atiitors’ recumendations are followed.

15. Remmendations.  The audit re~rt shall contain specific and realistic
reccmendations for actions to correct problem areas noted during the adit.
Each reamnendation shall identify the suggested remedial action and answer the
question, “What is the solution?” The relationship between the audit recanmen-
dation and the underlying cause of the condition should be clear and logical.
Each aspect of the deficiency should carry a corresponding reccmnendation. If
full corrective action will take 1 or 2 years to canplete, the atiitor should
consider also making reccrmnendations to improve conditions in the interim period.
A reccmendation merely to amply with regulations or laws shall mt be made.
Instead, if appropriate, the auditor shall recmnend specific actlm needed to
cause cmpl iance. Further, when appropriate, the auditor shall recumnend changes
to regulations and laws.

16. Views of Management Officials. Chapter 8 of this Manual, “Performing
Audits, ” requires that draft reports be staffed with management officials
responsible ‘for taking correcti~e  actions. Manag-t’s views on findings,
recmnendations, and potential monetary benefits shall be obtained in writing;
and appropriate changes shall be made to the report. Further, pertinent views of
responsible management off icials concerning the auditors’ findings, conclusions,
and reomnendations shall be incor~rated into the audit report. Management
cunments may be included verbatim, although obvious errors in spelling, gramnar,
and sentence structure shall lx corrected, and material no longer appropriate
because the report has been revised shall be deleted. Extremely lengthy ccmunents
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may be smnarized. If doubts exist about the auditor’s presentation of manage-
ment’s position, disc~ions should be held with the respondent prior to issuanoe
of the final report. The final report is the product of the audit activity and
not a forum for the a~ited activity to cast doubt upon the credibility of the
auditors or to confuse issues. ~ adit activity shall always retain the right
to include only pertinent, responsive, and rational Ccmnents.

17. A@itor’s Position. If the aulitor disagrees with management’s views on
the audit reccmendations or considers the views to be nonresponsive, the atiitor
shall state the reason for refuting them in such a way as to convince an indepe-
ndent third party of the correctness of the auditor’s positim. Conversely, if
the atiitor firMs management’s views to be valid, the atiitor shall make
appropriate changes to the audit report.

18. Noteworthy Acoanplishents. To provide appropriate balance, the report
shall contain a description of noteworthy accanplishments, particularly when
management improvement in one area may be applicable elsewhere. The inclusion of
such accanplishents  may also lead to improved performance by other Government
organizations reading the report.

19. Action on Prior Reccmm&tions. Each audit report shall include a
sumary section that evaluates corrective actions taken by management in response
to recamcdations in prior aulit reports as they relate to objectives of the
current audit. If any of the findings in the current report cite conditions sub-
stantially the same as those previously reported, this fact shall be disclosed.
This disclosure shall be made whether or not the cause of the current conditions
and the recammdations to correct the current conditions are the same as those
in the prior report. If the prior reprt was issued more than 5 years before the
current atiit began, a finding shall mt be classified as a repeat, even if it
represents substantially the same condition that was previously reported. Each
atiit report shall alSO indicate, whether in the summary section or in a separate
section or appendix, which reports and remmendations were reviewed and the
result of follcn+mp work on each recamadation. If a follcmup review was previ-
ously made and the issues were closed satisfactorily, additional follwup should
be unnecessary.

20. Issues Needing Further Stuiy. If the scope of the audit or other factors
limit the auditor’s ability to inquire inti certain matters which should be
studied, the auditor shall include in the report a statement about such matters
and the reasons why further sttiy is required.

21. Omission of Privileged or Confidential Information. The report shall
contain a statement indicating whether or not any pertinent information has been
cfnitted because it is deemed to be privileged or confidential. Information of
this type may be prohibited f ran general disclosure by regulation. If pertinent
information is mitted, the nature of such information shall be described and the
law or other basis under which it was withheld shall be stated. If a separate
report was (will be) issued on any anitted information, it slxmld be so indicated
in the repxt.
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I. =QK1’ PRESENTATI@l

I@ort presentation shall amply with the follwing factors:

.

i..

8

●

1. Accurate and CanPlete Support. The atiit report shall present factual
data accurately and f alrly, report results impartially, and include only infor-
mation, f ixxlings, and conclusions that are akquately supported by sufficient
evidence in the auditor’s mrking papers. One inaccuracy in a report can divert
attention frcxn the substance of a report. The use of statistical =thods in
projecting audit results is encouraged. In most cases, a single example of a
deficiency is mt sufficient to support a broad conclusion or a related recauen-
dation. Hmever, once the condition is adequately supported, additional detailed
supporting data need not be included in the report. tiy findings that are
substantive in relation to the size and nature of the activities or programs
audited should be includ~ in the report.

2. Convincinqness. The audit report shall present findings and conclusions
in a convincing manner, distinguishing clearly between facts and opinions.
The information in reports shall be sufficient to @rsuade the readers of the
importance of the findings, the reasonableness of the conclusions, and the
desirability of accepting the remmendations.

3. Objectivity. The audit report shall be objective, unbiasd, and free
of distortion. It shall be fair and not misleading and shall place primary
em@asis on matters needing attention. TIE auditor shall guard against the
tendency to exaggerate or overemphasize deficient performance. The information
needed to provide proper report balance and perspective should incltie: the
reason the audit was made; the size and nature of the activities or programs
audited; and mrrect and fair descriptions of findings, including appropriate
information on sampling methods, if used.

4. Clarity and Simplicity. The report shall ke written in language as clear
and simple as the subject matter ~rmits. The auditor shall not assume that
readers - have detailed” knowledge o~ the subject. ‘IIE use of acronyms and abbre
viations shall be kept to a mininun. If unfamiliar abbreviations, acronyms, or
technical terms are used, they shall be clearly defined.

5. Conciseness. The atiit report shall be concise but contain enough infor-
mation to be understood by users and third parties. Tm much detail detracts
fran a report, may conceal the real message, and may confuse or discourage
readers.

6. Canpleteness. Atiit reports shall be canplete and shall contain suff i-
cient information about background, findings, conclusions, and recmnendations to
pramte adequate understanding of the matters reported and to provide convincing,
but fair, presentations in proper perspective.

7. Constructiveness of Tone. Audit reprts shall place primary enphasis
on improvements. Cri tics.1 cannents should be presented in a proper perspective
balanced against any unusual difficulties or circumstances faced by management.
Audit reports should not contain language that unnecessarily generates def ensiv-
ness and o~si tion. Management shall be given appropriate credit in the atiit
report when it initiates timely actions to correct deficiencies.
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J. REPOIU! lKlR4AT

This section suggests report formats for the various type of reports
issued by DOD internal audit organizations. These formats incorporate the
most desirable features of the reprts used by each of the DoD internal audit
organizations. Although use of the formats is optional, all the provisions
of sections E through I of this chapter, which specify re~rt content, are
mandatory and shall be canplied with. Suggested report formats for the various
types of reports are:

1. Standard Report. The standard report format (enclosure 1) should
normally be used on audits of appropriated and unappropriated funds, including
overall reports on multilocat ion audits. Sane modification will be needed to
accamodate unusual conditions, such as when only a single finding was developed
or when the report results frcxn adit work performed under the Ccmnnanders Au3it
Program.

2. Advisory Report. This format is used to present significant problems
of wide interest which were docmented during a multilocation audit or a series
of single location audits. Advisory reports (see enclosure 2 for format) are
given wide distribution, particularly to activities that have not had recent
audit coverage, who are then encouraged to identify and correct similar problems
that may exist within their o-rations. Views of management officials are not
required. Since advisory reports are written for people who are familiar with
the areas discussed in the report, lengthy and detailed discussions are generally
not necessary .

3. Quick Reaction Report

a. The quick reaction report (see enclosure 3 for format) is a letter
used for interim reporting of situations demanding inanediate action to prevent J
correct, or reduce a situation that cannot be handled by normal reporting
methods . Situations which might warrant quick reaction repxting are:

b.
reported in

Pending procurements that are not in the best interest of the
Department of Defense.

Waste of large sums of money or other Government resources.

Endangered lives.

Illegal actions.

Proposed or ongoing actions that could cause significant
embarrassment to the Department of Defense.

Normally, a problem covered in a quick reaction report will be
a standard report that will also include an evaluation of the area

.

in- which the problem was ~ound. Recaunendations  other than those in the quick
reaction report normally will be needed to correct procedural weaknesses that led
to the problem. In such cases, the problem reported in the quick reaction report
should be used as an example in a finding that discusses the need to correct the
procedural weaknesses. If appropriate action is taken on a quick reaction
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report, it may not be appropriate to repeat the reccmendations made in the
quick reaction report. Reference, however, should be made to the quick reaction

nded, and the actions which were taken byreport, the actions reccwme ccmnand as a
result of the quick reaction report.

4. Letter ReFOrt. This report (see enclosure 4 for format) is used when an
audit is curtailed because of lack of sufficient adverse conditions and should
not be used when significant conditions and related recamnendations are
presented.

5. Memorandum of Minor F’indinqs. This letter type report (see enclosure 5
for format) will be released concurrently with the formal report. It should
be used to report deficiencies excluded fran the formal report because these
deficiencies are considered to be of minor significance.
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CHAFIER 13

MANAGING INTERNAL AUDIT CH3RATICNS

A. PUI@06E

This chapter oovers the responsibilities of audit management for ensuring
that audits conducted f ulf ill the mission and responsibilities approved for the
DoD internal audit organizations ty the leadership of the Department of Defense
and the Military Departments, that resources are employed ef f icientl.y d
effectively, and that atiits conform to generally accepted government auditing
standards and DoD internal audit policies and procedures.

r.’

B. APPLICABILITY

This chapter apylies to the D@ internal atiit organizations. While caupli-
ance with this chapter is not required of internal review and nonappropriated
fund audit organizations, those organizations are strongly encouraged to apply
the policies, as appropriate.

Sections 600 and 700, D@ Internal Auditing Standards (Chapter 2 of this
Manual) , include nine standards applicable to the management of a D@ internal
audit organization. Canplete guidance for two standards and a portion of the
guidance for two others are covered in this chapter. Policy guidance for the
remaining standards is provided in the other chapters of the Manual. The
following identifies the applicable chapter (s) for the nine standards:

Standard =

The

610-

620-

630-

640-

650 -

660 -

670-

680-

700 -

Organization 13

Policies and Procedures 13

Scope and Reqmnsibility 5

Determination of Audit Priorities 5

Planning

Coordination

Internal Audit
Qualifications

5 &,13

6

Organization 4, 11 & 13

Personnel Management

Quality Assurance

following sections discuss

and Development 4

14

standards 610, 620, 650 ad 670.
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D. C?RGANIZATION

1. General Guidance

a. The head of each DoD internal audit organization shall reprt
directly to the Secretary or Deputy and/or Under Secretary of the applicable DoD
Callponent . No intermediary organizational element within the DoD Canponent shall
exercise technical direction over the applicable DOD internal audit organization.

b. The H internal audit organization shall be structured to help
ensure that audit resources are deployed efficiently and effectively and to
foster coordinated, balanced, and integrated acccxnplishment of the organization’s
mission, goals, and objectives.

c. The methods of recruiting, staffing, and training of prsonnel
resources shall ensure the mission and responsibilities of the DoD internal audit
organization are supprted. While the atiit organization should not ke struc-
tured around available skills, full advantage shall be taken of those skills that
are available.

d. The DoD internal a~it organization shall reflect the unique adit
needs of the Military Departments and Agencies. Whether this is done by fun-
tion, by parallel structure, or by sane cunbination of both, the way in which
each off ice is organized should simplify, and not canplicate, the ability of
atiit personnel to review the Military Department or Agency programs and
operations.

2. Resource Requirements. The D@ internal atiit organization should
determine and dccunent personnel resources as to numbers and skills required to
provide audit coverage ‘Wing as a minimum a 3-year cycle for those major programs
or functions determined to have a high vulnerability. Annual budget requests
skmld reflect the atiit coverage shortfall when sufficient staffing and funding
are not provided to accanplish high priority audit coverage within the 3-year
cycle.

3. Goals and Objectives

a. A formal process should ke developed for the establislmmt of orga-
nizational goals and objectives. The goals and objectives should be designed
to pranote improvements in the efficiency and effectiveness of audit operations
and staff qualifications, productivity, and job satisfaction. In developing
individual goals and objectives, inputs should ke solicited f ran senior audit
management and staff members.

.

b. A detailed action plan should be prepared for each goal and objective
with estimated canpletion dates. The status of each action plan should be
tracked and adjusted as necessary. Responsibility for implementation of action
plans should be assigned and incorporated in applicable employee performance
appraisal documents. The goals and objectives should be reviewed and qdated on
an annual basis, as a~ropriate.
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E. PCLICIES AND PKY3WRES

1. General

a. W head of the DOD internal atiit organization shall provide written
policies and procedures to guide the audit staff. DOD auditing standards ad
policies, as well as Do@ilitary Department regulations, shall be implemented
in organizational directives or reg@.ations.

b. An a~itor’s handbook or manual should be prepared covering the poli-
cies, procedures, techniques, and methodologies to be f olluwed by the staff in
planning, performing, and reporting atiit activities. The principal value of an
auditor’s handbook or manual is threefold:

(1) It serves as a ready reference for the staff to use in per-
forming audits.

(2) It helps the audit staff make decisions regarding a broad array
of j @mental factors encountered in every audit.

(3) It serves as a q@lity control

c. Procedures for supervisory auditors
their specific responsibilities in planning and
projects.

2. Assessinq Acccmplishments

a. In order to evaluate organizational
nization should have a data base systein (s) that

device.

should be developed to cover
managing individual aulit

performance,
provides, at

ccmparing actual and Planned performance on individual major

each audit orga-
a minirm.m, for
audit projects

(si~gle installation ievel a~its may be excluded) , measuring audit resources
devoted to various functional areas, tracking direct and indirect audit tk
and/or cost, and accxnnulating  nmetary and other benefits resulting f ran audits.

b. The data generated by these data systeins should be analyzed
periodically to identify deviations f ran planned perf onnance, assess deviations
f ran predetermined standards or goals, and identify performance trends. The
information gathered fran such evaluations should be used to develop plans to
improve the efficiency and ef f activeness of ad it operations. Such improvem=ts,
for example, might result in an improved planning process, identification of more
cost-effective approaches to audits, reorganization of headquarters or field
operations , and justification for additional resources.

3. Productivity Programs

a. The head of each DCD internal atiit organization shall establish and
implement a Productivity Improvement Program in support of Executive Order 12552
(reference (qq) ). l’he goal of the program should be to improve the quality,
timeliness, and efficiency of the audit organization.

and
and

b. Each D@ internal atiit organization should establish effectiveness
efficiency measures and goals ccmnnensurate  with the canplexity of its mission
functions, budget, and standards for quality and timeliness.
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F. PLANNING

1. An organizational planning process should be provided to ensure that the
audit organization keeps pace with changes in DoD/14ilitary  Department programs ~
emerging technologies, and other external developments. Organizational planning
involves the estimating or anticipating of the type of organizational structure~
manpower, facilities, training needs, audit techniques, etc., needed to direct an
effective audit function over a long period of time.

2. Organizational planning requires that senior audit management off icials
obtain sufficient information fran external sources to anticipate changing -
ditions and develop long-term strategies. This may be done by participating in
professional organizations and state-of-theart confer~, sponsoring research
or testing of new atiit techniques or methodologies, and meeting with senior D@,
Military Department, or other Federal Agency officials.

G. INTHWAL AUDIT ORGANIZATION Q.JALIFICATICNS

.

The D@ internal audit organization shall possess or obtain the knowledge,
skills, and disciplines needed to carry out its audit responsibilities. Formal
domnentation should exist covering the analysis of skill neWs and the id=
tif ication of shortf ails in numbers of personnel by skill level. A plan should
be developed to address any shortfalls through the recruitment of personnel,
training programs, and/or use of personnel external to the a@it organization.
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QmPTER 14

QUALITY AS!3URAKE PlmGR?W

A. PUIW6E

,

This chapter prescribes policy- for establishment of quality assurance prm
grams in mnformance with ap@icable Government Auditing Standards (reference
(c) ) and Doll Internal Auditing Standards, and describes the essential elements
of such programs in DoD interfial audit organizations.

B. APPLICABILITY
,.

This chapter ap@ies to all DoD internal atiit, internal
appropriated fund audit organizations (hereafter referred to
“DoD internal audit organizations”).

review, and non-
collectively as

c. KWUJ!ED QXERMM’ AUDITING SWUWMRD6

1. The Goverment Auditing Standards (reference (c)) prescribe general
standards for conducting financial and performance audits. The fourth general
standard relates to the presence of quality controls. W standard states that
“Audit organizations conducting government audits should have an appropriate
internal quality control systein in place and participate in an external quality
mntrol review program. ”

2. The second field work standard for Government performance audits is,
“Staff are to be properly supervised. ” This standard places responsibility
m the auditor and aulit organization for seeing that staff who are immlved
in accanplishing  the objectives of the audit receive appropriate guidance and
supervision to ensure that the audit mrk is properly conducted, the ad it
objectives are accanplishd, and the staff are provided effective on-th-job
training. External consultants and specialists also should be given appropriate
guidance .

D. PCKJCY

1. ‘lb maintain the confidence and trust
private citizens, DcD auditors shall provide

of DcD management, the Congress, and
objective, reliable, timely, and

.

.

professional audit products. The value of the services provided by Doll aMitors
is related directly to the quality of the audit work performd. In addition, the
professionalism of DOB alxlitors is critical to acceptance and use of their work
by DoD managers in improving and strengthening DOD programs and operations.

2. Each lloD internal audit organization shall establish and maintain a
viable and effective quality assurance program that provides reasonable assurance
to parties inside and outside the Department of Wf ense that DOD atiitors cmply
with applicable auditing standards and H audit policies, and that work is
carried out econmkally, efficiently, and effectively. Each organization’s
quality assurance Proqram shall incorporate the elements of supervision, internal
quality control reviews, and external
following sections of this chapter.

.-
- quality control reviews ‘% descri&d in the
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3. The DCD internal audit organizations shall establish a supervisory
process which ensures audits are planned and cunpleted in accordance with
applicable auditing standards, D@ auditing policies, and internal organization
policies and procedures. The supxvision process shall ensure that audit work is
supported by clear, demonstrable, and objective evidence that is docmented in
audit working papers.

4. The internal quality control system established by the audit organization
should provide reasonable assurance that it:

a. Has established and is f ollwing adequate audit policies and
procedures.

b. Has adopted and is following applicable auditing standards.

Organizations conducting government audits should have an external
qual?;y control review at least once every 3 years by an organization not
affiliated with the organization being reviewed. The external quality control
review program should determine that:

a. The organization’s internal quality control system is in place and
operating effectively.

b. Established policies, procedures, and appliable auditing standards
are being followed in its audit work.

E. SUPERVISION

Supervision is the first and most important step in a quality assurance
program and it is a continuing process on all audit assignments within an audit
organization. Responsibility for all audits remains with the head of the audit
organization. However, the head of the atiit organization may delegate audit
tasks to audit managers or supervisors, who in turn may delegate these tasks to
audit teams. Delegation requires that audit managers at all levels establish
methods that ensure a@it assignments are planned, controlled, and directed
properly. The degree of control may vary among audit organizations and audit
assignments.

1. Supervision is the most effective way to ensure atiit quality. To
supervise effectively, supervisors should be involved in every phase of the
a~it, f ran planning to the f ina.1 re~rt. Supervisors should make sure a@itors
understand, without ambiguity, the nature, scope, content, and timing of the
work assigned to them and the expected end product. Supervisors should review
progress periodically on audit projects to determine whether jobs are on schedule
and executed in accordance with plans. Supervision should be sufficient to make
any required mid-course corrections without disrupting the audit assignment.

2. The actual amount of supervision required may vary based on availability
of resources, canplexity and sensitivity of audit work, and staff experience.
However, supervision should be exercised at each level of the organization
and for each level of task responsibility. Most audit assignments include
the following phases: coordination, planning, survey, audit performance or
application, and reporting. During these phases, supervisors should concentrate
on the following:

\
,...

.
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a. Coordimtion. lb ensure quality audit performance and efficient
use of resources, supervisors should be aware of other audit projects within
the audit organization and in other Federal audit activities. Supervisors
should maintain open lines of ccmwnunication with the headquarters of the audit
organization and with other field offices in the organization. The objective
of open curraunication is to reduce the overlap of audit projects and enhance
the quality of audits. Supervisors slxxld share ideas on audit design, atiit
planning, audit survey scope and techniques, audit objectives, audit approaches,
training needs and audit workload.

b. Planninq. Supervisors should establish the overall direction of the
audit effort; determine the best use of available resources; establish goals and
objectives for audits that make sure programs, activities, and segments of agency
operations are covered adequately; and coordinate audit efforts with review
efforts of other activities smh as the military inspector general offices.
Chapters 5 @ 8 of this Manual prescribe additional. guidance relating to
planning for both individual atiit assignments and the develqnent of an annual
audit program.

c“ EuH” Supervisors should approve the survey approach, estimate
time required for the survey, and establish milestones for review of survey
results.

‘“. =?=% After reviewing survey results, supervisors should modify
overall objectives lf necessary, identify the steps or segments requiring further
audit mrk, and determine any program modifications needed to f ulf ill the a~it
objectives. Supervisors should also estimate the time required for the detailed
atiit review and establish milestones for review of the program development.

e. Audit Performance

(1) Project Reviews. Supervisors should review audit projects
periodically to make sure they meet applicable auditing standards and M
internal atiit policies. Supervisors should use onsite visits to assist in
project management, solve specific problems during audit application, provide
technical assistance, counsel and train atiit team members, and review overall
management of the audit.

(2) Reviews of Working Papers. Supervisory reviews of audit working
papers are essential to ensure reports are supported with clear, denmstrable,
and objective evidence. These reviews can ke tailored to the particular
situation and individual, but should provide enough information to supervise
projects properly and to evaluate staff pxformance. Problems discovered during
working paper reviews should be discussed and resolved prmptly; working pa~rs
should be revised to preclude any misinterpretation or unsupported conclusions.
Working papers should be reviewed periodically throughout the audit. All
supervisory reviews of working papers should be documented and retained.
Supervisory reviews of audit work and the report should be timely and determine
whether:

(a) Conformance with a@it standards is obtain&1.

(b) The audit programs are follcmd unless deviation is
justified and authoriz~.
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(c) The a~it work has been conducted with due professional
care.

(d) The working Papxs adequately support findings and
conclusions and provide sufficient data to prepare a meaningful report.

(e) The

Chapter 18 of this F@N@
working papers.

atiit objectives are met.

prescribes additional guidance on the review of audit
.

f. Reporting. Au3itors should prepare a reprt outline and discuss
preparation of the initial draft report with their supervisor. First-level
supervisors should review the draft ad it report, and the second-level
supervisors should review ccmments and the results of any discussions with
management concerning the au3it results. Based on these reviews, the second-
level supervisor finalizes the audit report, making sure the audit report
cunplies with the ap@icable auditing standards and D@ atiit policies on
reporting. Chapter 12 of this Manual prescribes additional guidance on reporting
audit results.

F. INI!EIUNAL mm CONTROL REVIEW

Internal quality control reviews, the secoti step in an effective quality
assurance program, are periodic reviews of selected audits, organizational
functions, or internal processes, conducted by an independent element within
the audit organization. During the internal quality control review, an in-house
team evaluates the adequacy and ef f activeness of the atiit organization’s
policies am3 prdures, and determines whether the audit work meets applicable
a@iting standards and DoD auditing plicies. Essential elements of an effective
internal qpality control review program include: formal policies and operating
procedures; workload identification and planning; assignment and training of
permanent staff; and adherence to Government Auditing Standards (reference (c))
and DoD Internal Auditing Standards for performing reviews and reporting results.

1. The nature and extent of an organization’s internal quality control
system depends on a number of factors such as its size, the degree of operating
autoncmy allowed its personnel and its adit offices, the nature of its mrk, its
organizational structure, and its appropriate cost-benefit considerations. Thus ,
the systems established by individual organizations, as well as the extent of
their documentation, will vary.

2. Each DoD internal aldit organization shall develop and issue formal
policies establishing an internal quality control review program consistent with
this chapter. Formal plicies should prescribe responsibilities and procedures
for planning and performing internal quality control reviews and reporting the
results of reviews.

3. Each major element of the a~it organization slmuld receive an internal
quality control review at least once every 3 years. Major elements inclde
divisions, regions, large field off ices, or residencies. As an alternative,
selected functional areas may be reviewed on an across-thekoard or Agenc~wide
basis, provided there is representation given to the various elements within the
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organization. Internal quality control reviews should emphasize matters relating
to the accanplishment of audit projects; that is, planning, survey, and field
work, inclding preparation of working papers and reporting.

a. l!nnual and long-range plans should be devekped to ensure the 3-year
internal quality control review requirement is met. Once experience shows that
an effective quality standard has been achieved by the major elements of the
audit organization, consideration can be given to reducing the 3-year review
frequency. Subjects for internal quality control reviews should be solicited
f ran all levels of the audit organization. Internal quality control review plans
slmuld be published annually, and sufficient resources should be allocatd to
_li* the annual ~m. The lcmg-range plan should include audit
lssws/standards to be reviewed, objectives, tinef rames, and resource
requirements.

b. Canpliance with Government Auditing Standards (reference (c)) is the
basis for how atiit work is jdged by external quality control review teams.
Accordingly, the Government Atiiting Standards, D@ Internal Au3iting Standards,
and DoD auditing policies should form the baseline for planning internal quality
control reviews. To facilitate the planning process and the setting of
priorities, an inventory of internal quality control review subjects should be
developed and maintained. For example, the inventory should inclde aulit
planning, audit performance g audit re~rt~ ti foll~g as d as issues
raised in external quality control reviews.

4. A permanent staff should be assigned to f ulf ill the internal quality
oontrol review requirement g and the organizational placement of the staff should
provide for sufficient independence. Assignment of pmment staff enhances
individual expertise and provides for added progra continuity.

a. The permanent staff g which may be augmented as needed, should be
highly @if iedg experienced auditors. These qualifications are essential for
ensuring the credibility of the internal quality control review program and for
enhancing the level of professionalism in the audit organization.

b. Formal or on-the-job training may be needd for newly assigned
members to the internal quality control review program. At a titi~g gaining
an appreciation and exchanging information on qoaches used by other audit
organizations in accunplishing  their internal quality central review program
would be beneficial.

5. Internal quality control reviews g like an awlit g should be performed in
accordance with Government Auditing Standards (reference (c) ) g DOD Internal
Auditing Standards g and D@ atiiting policies.

a. Review objectives should be established, and conditions found during
the review should be documented and retained in working papers.

b. A formal written report should be prepared and issued on the results
of each internal quality control review. The report should s~ifically address
each review objective. The report should also remmnend corrective actions g
when appropriate; include ~nts f r~ the organi~tional. elmts reviewed g
followed by an evaluation of the ccmuents; and establish target dates for
implementatia. Reccmendations  should be tracked until fully implemented
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or otherwise satisfactorily resolved. when significant deficiencies are iden-
tif ied, a followup review to determine that adequate corrective actions were
taken may be I appropriate.

c. AU working papers and regrets of internal quality control reviews
should be retained for 3 years for use by external quality control review terns.

Within the Department of Defense, external quality control reviews of
internal audit organizations will normally be coducted by the Office of the
Assistant Inspector General for Alx3it Policy and Oversight, OIG, DoD, with the
assistance of representatives fran the DoD internal audit organizations as
needed. The ~ central internal a~it organizations, using guidelines published
by OIG, D@, are responsible for external quality control reviews of the internal
review and nonappropriated fund adit activities for which they have audit
cognizance. Generally, OIG, DoD, will. limit its external quality oontrol reviews
of internal review and nonappropriated fund audit activities to assessing how
well the central internal. atiit organizations carried out their external reviews.
The General Accounting Office mnducts similar quality control reviews of D@
internal audit organizations.

1. The objectives of the external quality oontrol reviews are to ensure D@
internal audit organizations adhere to Goverment Auditing Standards (reference
(c) ) , D@ Internal Auditing Standards, and D@ auditing plicies and operate in
an economical, efficient and effective manner.

2. External quality control reviews should be conducted in accordance with
a@icable auditing standards ti quality control review guidelines. The team
leader of the review slxxild observe the requirement for holding entrance and exit
conferences and for discussing periodically the progress of the review with
appropriate managers in the atiit organization.

3. External quality control review team members should be selected based
on the requirements of a particular review. Functional experts f ran inside and
outside the Department of l)ef ense may augment the quality control tears in
certain specialized or technical areas. The staff mmbers rxxninated for the
external quality control review team should not have been associated in the past
2 years with the organization subject to review.

4. Before starting an external quality control review, the review team
should collect background information akout the audit organization, incltiing its
organizational environment and governing policies ad procedures. The review
team is encouraged to use questionnaires to gather background data, identify
related audit policies and procedures, obtain opinions of the audit staff on
plicies and procedures used by the amit organization, and solicit cpinions of
audi tees regarding the relationships of the audit organization and its clients.

5. External quality control reviews should be conducted on a recurring
schedule and slxxild normally incltie each audit organization at least once every
3 years. As an alternative, selected functional areas may be reviewed on an
across-the-board or Agency-wide basis. AS with any audit, the scope, objective,
and work program of the quality control review should be tailored to meet
specific situations.
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6. A formal written report should be prepared and issued on the results of
each external quality control review. The report should specifically address
each review objective and express an opinion, as appropriate, as to the atiit
organization’s canpliance with Government Auditing Standards (reference (c)),
D@ Internal Auditing Standardsr and DoD a@iting ~licies. The repxt should
also recmuend corrective actions when appropriate; include cements fran the
organization reviewed, follmed by an evaluation of the caunents; and establish
target dates for implementation. Recmnmdations should be tracked until fully
iqlemented or otherwise satisfactorily resolved. When significant def ici~cies
are identified, a f ollmup review to determine that adequate corrective actions
were taken may he appropriate.

7. Working papers and reports of external quality control reviews should he
retained for 3 years f ran the date of the final report.
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mAPTER 15

PREVENHW, lWIECl?ING, AND REeOIU?IIW
- A N D  ILLEGMAcl!s

A. PUWC6E

<. This chapter establishes policy in auliting areas susceptible to f rad and
illegal acts and in alerting a@itors that such acts may have occurrd. It
supersedes the internal adit provisions oontained in Contract Aulit, Internal
Atiit and Criminal Investigations Joint Policy MeuKxtium No. 2 (reference (rr) ) .
The Joint Policy Memrandm will m linger apply to D@ internal audit organiza-
tions, but its applimbility ti criminal investigative organizations continues.

B. APPLICABILITY

AU DOD internal aulit organizations including internal review and nonappro-
priated fund audit activities shall canply with ap@icable provisions in this
chapter.

c. -ITI~

1. Fra@. Action that violates a fraud-related statute of the Unit&l States
Code. The term includes Government thef ~embezzkuent, bribery, gratuities,
oonflicts of interest, and violations of antitrust laws, as A.1 as fraud (e.g.,
false statements and false claim) in such areas as pay and allwances, procure-
ment, contract perfomanm, mmppropriated funds, and the Civilian Health and
Medical Program of the Uniformed Services. Fraud involves a misrepresentation of
facts made so with knowledge and intent. Fraud is further characterized by acts
of guile, deceit, oancealmnt, or breach of confidence, which are used to gain
sane unfair or dishonest advantage. Fraud can also include deceit or intentional
false statements in official correspondence intended to affect the decision
making process regardless of whether personal gain is involved. The purpose of
the fraud may be to obtain xmey, property, or services; to avoid ~yment or loss
of money, property, or services; or to secure business or personal. advantage.

2. Illegal Act. A type of norxxmplianm  in which the source of the require-
ment not f ollwed or the prohibition violated is a statute or implementing
regulation. Enclosure 4 contains information on Federal statutes and Standards
of CcaMuct regulations that may be applicable in the atiitor’s examination and
the fraud referral process.

a. Criminal Acts. An illegal act for which incarceration, as well as
other penalties, is available if the Government obtains a guilty verdict.

b. Civil Acts. An illegal act for which penalties that do not include
incarceration are available for a statutory violation. Penalties may include
monetary pqments and corrective actions.

3. Referral. The term relates to f omal (written) letters to appropriate
criminal investigative organizations

..

of suspicions of fraud and ille~-~ acts.
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W purpose of such ccammnications must be to seek consideration of the facts (as
stated by the audit organization in its letter) for investigative action where
warranted.

D. PQLICY

1. The H internal atiit organizations shall establish a fraud monitor
at the headquarters level for fraud referrals and other f raw3-related actions.
The frati monitor shall maintain liaison with the applicable investigative
organizations regarding the status of all referrals.

2. Internal aditors shall give special emphasis to those portions of the
D@ Internal Auditing Standards (Chapter 2) relating to f rati and illegal acts.

3. During every awlit, a review and evaluation shall be made of the internal
control system applicable to the organization, prograu, activity, or function
under atiit. When ccquter processed data is an important and integral part
of the audit and the data’s reliability is crucial to accanplishing  the audit
objectives, the atiitors need to satisfy themselves that the data is reliable.

4. Where an a~itor’s work includes an assessment of canpliance with laws
and regulations, it shall be designed to provide reasonable assurance of detect-
ing fraud or illegal acts that could significantly affect the audit objectives.

5. Alditors, in exercising due professional care, shall be alert for
situations or transactions that could indicate f rati or illegal acts to determine
whether the acts occurred and, if so, to determine the extent to which these acts
significantly affect the audit results. Where such evidence exists, the auditors
shall extend audit steps and procedures to identify the effect on the entity’s
financial statements, operations, or programs. However, auditors should not
extend atiit steps to the pint of jeopardizing potential investigations by law
enforcement off icials.

6. When the review or the extended audit steps and procedures indicate
that fraud or other criminal acts may have occurred, the auditor shall doaxnent
the situation and pranptly notify the appropriate DOD investigative organization
as indicated by DoD Instructicm 5505.2 (referen~ (ss) ). Following notification
of the investigators, the auditor shall mtify the top official of the entity
under audit of the situation, unless advised otherwise by investigators or it is
obviously inappropriate (e.g., top off icial involved) .

7. The method of reprting the audit results will vary depending upon
individual circumstances. Audit matters dealing with f rati or irregularities
shall be covered in a separate written audit report if this would facilitate the
timely issuance of an overall report on other aspects of the audit. The opinion
of legal counsel should be obtained on the reporting method chosen.

8. The DoD atiit organizations shall encourage direct contact between their
field personnel and personnel of the applicable criminal investigative organi-
zation concerning referrals of suspected or potential f ram disclosed during
audits. The audit organization’s fraud nmnitor must be kept apprised of
referrals in order to track the status of fraud investigations resulting fran
audit referrals.
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9. Should the applicable criminal investigative organization decide not to
investigate a fraud referral fran auditors, nor refer the allegations elsewhere
for investigation (in cases where the allegations are considered to be of lesser
significance, for example), the audit organizations, upon notification by the
criminal investigative organization, should then evaluate the matter for other
disposition. Procedures for referring allegations of this type were required to
be established by i~ividual DoD Canponents as called for in paragraph E. 2. f. of
reference (ss). Atiit organizations shall make dispition of the allegation in
accordance with their Cuaponent’s procedures.

10. Appropriate audit support of criminal investigations is authorized under
DoD Directive 7600.2 (reference (k)) , and is encouraged to the greatest extent
possible within legal limitations, availability of resources, and the guidelines
set forth in enClosure 2. Further, DoD internal audit organizations are strongly
encouraged to work with their criminal investigative counterpart organizations to
exchange information on situations discovered during audits where, although no
fraud may be suspcted, weaknesses in controls and procedures could lead to
incidents of fraud.

E. FRAUD INDIQYIYll& AND ~STIG

1. Frati enoaupasses the entire array of illegal acts and irregularities,
and is characterized by intentional deception or manipulation with adverse
effects. Fraud can be perpetrated for the benefit of, or to the detriment of,
the organization, Agency, or activity and can be carried out by a gerson or
prsons outside as well as inside the entity. In sane instances involving civil
fraud, f rati can be alleg~ where the negligence of an individual is so gross as
to anmunt to implied knwledge of the wrongfulness of the act.

2. The key to prevention and detection of fraud and illegal acts is a
recognition of conditions that allm these practices to go undetected. As such,
the auditor has the responsibility for being aware of fraud indicators. Several
sources are available for information on f rati and indicators of fraud. Sane of
these sources are listed in enclosure 1 to this chapter. The follcwing warning
signals were developed by the American Institute of Certified Public Accountants
to assist auditors in identifying the possible existence of fraud:

a. Problems encountered in performance of
situations or evasive or unreasonable responses to

b. Difficulty in obtaining atiit evidence

an examination, such as delay
audit inquiries.

for unusual or unexplained
entries, inccqlete o; missing doctitation and authorizations, and alteration
of doctnnents and accounts.

c. Inadequate controls over cash accounts or credit cards.

d. Unexplained f actuations in material acmunt balances, physical
inventory variances, and inventory turmver rates.

e. Widely dispersed locations accompanied by highly decentralized
management and inadequate reporting systems.

f. Known continuing weaknesses in internal controls over access to
canputer equipnent or electronic data entry devices.
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1. The principal mechanism for the prevention and detection of fraud and
illegal acts is a strong system of accounting and administrative internal
controls. Deterrence or prevention is primarily the responsibility of the
management of the organization, program, activity, or function under audit.
The (M3 Circular A-123 (reference (v)) states that agency heads are responsible
for establishing and maintaining systems of internal control that conform to
standards prescribed by the Ccm@roller General.

2. Internal auditors are respwsible for examining and evaluating the
adequacy and ef f activeness of management’s actions in deterring or preventing
fraud, including appropriate internal control systems. Auditors should assess
the ef f activeness of the system to safeguard resources against waste, loss, or
misuse. They shall test and evaluate management’s applicable fraud deterrent
mechanisms and make appropriate reomnedations if weaknesses exist.

3. The internal auditor’s responsibilities are further extended in the
detection of fraud and illegal acts. On audit assignments, the internal
auditor’s responsibilities are to:

a. Maintain sufficient *ledge of the characteristics of fraud,
techniques used to ccmmit frad, and the types of f rati associated with the
activities being atiited. Such -ledge is necessary for the auditor to be
reasonably effective in determining the adequacy of controls to limit or
discourage opportunities to ccmmit fraud or illegal acts, and in evaluating
evidence that these acts might have been caunitted. The sources of information
on fraud and f raul indicators discussed in section E., above, and listed in
enclosure 1 can reinforce the atiitor’s knowledge and skills. The W) internal
audit organizations should work closely with investigative organizations to
develop additional information on the characteristics of f rati and fraud
indicators and share it with other Dd) internal audit organizations.

b. 13e alert for situations or transactions that could indicate fraud and
illegal acts. This is es~cially true when performing audits of such sensitive
areas as pay, procurement, cash management, property disposal, nonappropriated
funds, canrnissaries, or inventories. In exercising due professional care,
atiitors should be alert to the possibilities of intentional wrom@oing,
conflicts of interest, and * conditions and activities where irregularities
are -t likely to occur. Accordingly, internal aulitors need to satisfy
themselves that a system of checks ad balances is in place that will disclcse
any irregularities and improprieties that would have a material impact cm
operations or financial reporting. In discussing the auditor’s reqonsibility
to detect errors and irregularities, the American Institute of Certified Public
Accountants (AICPA) has stated that “... the auditor should exercise . . . the proper
degree of professional skepticism to achieve reasonable assurance that material
errors or irregularities will be detected. ” For additional guidance on related
responsibilities, aditors should refer to AICPA Statements on A~iting Standards
No. 53 (“The Auditors Responsibility to Detect and Report Errors and
Irregularities” ) , No. 54 (“Illegal Acts by Clients”) , and No. 55 (“Consideration
of the Internal Control Structure in a Financial Statement Audit”) .
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c. Where assessment of caupliance  with laws and regulations is required
as part of the audit objectives, auditors should design audit steps and pro-
cedures to provide reasonable assurance of detecting irregularities or illegal
acts that could significantly affect the audit objectives. This requires the
atiitor to assess, for each cunpliance requirement, the risk that irregularities
and illegal acts oould occur.

d. Be alert to the opportunities for potential perpetrators to ccmmit
f rati or illegal acts. The DcD Directive 7600.2 (reference (k)) requires that
each a~it include an evaluation of the adequacy and ef f activeness of the system
of internal aml administrative controls (internal controls) applicable to the
organization, program, activity, or function under audit.

e. Include specific atiit steps designed to provide reasonable assurance
of detecting frati for those programs or functions that have a high vulnerability
to fraud or a past history of fraud, or where initial atiit survey has identified
particular weaknesses in internal controls that could allow fraudulent acts to
occur. In addition to expanding audit step, audit managers should also consider
assigning more experienced perscmnel and increasing the amount of adit super-
vision where conditions warrant.

f. Where evidence exists that indicates f ra@ or illegal acts might
have been caunitted, and such acts could significantly affect the audit results,
internal auditors shall perform extended tests and procedures to obtain
additional evidence sufficient to determine whether:

(1) !l& initial suspicions of fra~ were true;

(2) The extent to which the acts significantly affect the audit
results;

(3) Operations, programs, or functions have been adversely affected;

(4) ‘l’he appropriate investigative organization should be alerted to
a possible need for an investigation;

(5) Internal controls need additional strengthening; and

(6) Any further action appears necessary.

Auditors should, however, exercise due professional care and use caution so
as not to extend tests to the point of jeopardizing potential investigations
by legal authorities. Due care would incltie consulting legal counsel and
the applicable investigative organizations, as appropriate, to determine the
actions and procedures to f ohm or to avoid. If, after extending the atiit
step6 aml procedures, the internal auditors cannot confirm their suspicions of
fraud, they should discuss the situation with the appropriate investigative
organization to determine whether or not to pursue the situation.

9- Document the situation or particular transaction when the initial
review OK extended audit indicates possible fraud or other criminal acts and
pranptly notify the appropriate M investigative organization in accordance with
Doll Directive 7600.2 (reference (k) ) . Formal written notification is required
for all fraud referrals and will rrxma-lly have teen preceded by informal
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discussions with investigative personnel. At the same time, the auditors shall
notify the top official of the audited entity, unless that official is believed
to be a party to, or implicated in, the improper acts or unless the auditors are
advised to the contrary by the investigative organization.

h. Canplete the evaluation of the system of internal controls and
the audit, if possible, so as not to interfere with or hamper any related
investigation. The advice of the investigative activity should be obtainal in
determining how to canplete the evaluation and report the results in a manner
that will not canpranise an investigation. ~ auditors should not accuse the
affected parties of suspected fraud or discuss the potential fraud with the
subject in any manner that wuld be pre jdicial to an investigation. Legal
counsel and the advice of investigators should also be sought on how to discuss
the situation with the aff ectd parties and obtain confirmation of the facts.

4. Internal auditors cannot be expected to have knowledge equivalent to an
investigator whose responsibility is detecting f rad and other illegal acts.
Also, an audit made in conformance with the provisions outlined in this chapter
will not necessarily guarantee the discovery of all fraud or illegal acts that
might have been ccmuitted. Hcx#ever, if the audit was made in accordance with
this chapter, the auditor will have fulfilled the professional responsibilities
expected.

G. mFQRTING

1. The method of reporting audit results to appropriate management officials
shall be guided by the situation and individual circumstances surrounding any
suspected or potential f ram disclosed through a@it. A separate ad it reprt on
the evaluation of the internal controls related to the matter referred to the
investigative agency shall be used, if necessary, to avoid delays in issuing the
overall audit repxt. This also permits release of the overall report to the
public without cunpranising  an investigation or legal proceeding.

2. A separate report is not necessary when the matter can be effectively
discussed in the regular report of audit, and no undue delay will result fran
holding the audit report open until the f ram referral has been resolved. The
atiitors shall not release to the public re~rts containing information on
suspected f radilent acts, or reports with references that such acts were omitted
fran reports, without first consulting with appropriate legal counsel, since this
release could interfere with legal processes, subject the implicated individuals
to undue publicity, or subject the atiitor to potential legal action.

H. TRAINING

1. The problem of frad in the Department of Defense has received widespread
attention in recent years, and as the btiget increases, the potential and the
attractiveness of cannitting  fraud also increase. Therefore, it is incmbent
upon internal auditors to maintain and even enhance their detection abilities and
skills in order to more effectively address these probleins.

.

2. The DOD internal audit organizations shall provide training for their
adit staffs consistent with M auditing standards on professional proficiency
and continuing education. Specific fraud-related training should focus on
detecting, preventing, and reporting f ra@ and illegal acts. The key to any
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successful. training program is the recognition of the indicators of fraud.
Chapter 4 of this manual suggests guidelines for training audit staffs in areas
of fraud awareness and working with investigators.

I. DOD HCII’LINE

●

1. Under D@ Directive 7050.1 (reference (tt) ), all substantive allegations
of fraud and mismanagement received by the DoD Hotline normally will be examined
by qalif ied auditors, inspectors, or investigators. Accordingly, each D@
internal audit organization shall maintain procedures aml controls to ensure that
due professional care and organizational independence are observed, and that
imparti+ and objective examinations are made for all referred Hotline
allegatmns.

2. HZ@ internal atiit organization shall control, process, and examine
pranptly all allegations received and shall expedite processing those Hotline
allegations that are tbsensitive. Necessary controls shall be maintained to
protect, to the maximun extent, the identity of all D@ Hotline users who request
anonymity.

3. Audit working Paprs and files on Hotline reviews shall generally be
retained for at least 3 years after an audit is ccqleted before being disposed
of under applicable DoD or agency regulations. Reports shall be sukmitted in
accordance with subsection F. 3 of DoD Directive 7050.1 (reference (tt).

J. RELATI(MS WITH DOD CRIMINAL -TIGATIVE ORGANIZATI(llS

1. Close cooperation between auditors and investigators is critical to
successful investigation and prosecution of fraud. Once the auditor finds
indications of ptential fraud, the organizational f rati monitor shall be
notified and contact should b made with representatives of the appropriate Dd)
investigative organization.

2. As discussed in paragraph F. 3. f. above, after developing sufficient
f rati indicators, the auditor shall formally refer the matter to the a~ropriate
investigative organization. The DOD audit organization should subsequently
follow up to keep track of the disposition of the fraud referral. Under the
provisions of Joint Policy Memorandum Nmber 2 (reference (rr) ) , DoD criminal
investigative organizations are required to assist the audit organizations by
providing pericdic status on referrals made f ran aditors.

3. The DOD audit organizations should respnd timely when investigative
organizations request audit assistance in performing formal investigations.
Related ad it working papers should be provided to the investigative organization
if required. Guidelines for audit support of f raul investigations are outlined
in Enclosure 2.

4. Most Dd) investigative organizations periodically conduct “crime
prevention surveys” to identify administrative, @ysical., or internal control
weaknesses that allow the commission of fraud or illegal acts. The DoD audit
organizations should request that they be placed on distribution for such survey
reports, and consider the results of the reports in scheduling atiits.
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5. Internal audit organizatims are urged to participate with investigative
organizations in joint reviews of programs and operations highly susceptible to
fraudulent activities. At a minimm # atiitors should contact their investigative
counterparts in the survey or planning stage of an audit to discuss the suscepti-
bility of a particular area to frati and ascertain whether there are any ongoing
or canpleted investigations of the area that would be of interest to the auditor.

6. Internal audit organizations are encouraged to assist criminal investi-
gative organizations by providing inform@ion they may cane across during their
audits ( informat ion referrals) that could alert investigators to weaknesses in
internal controls and to procedures that could create conditions conducive to
f raw, even though no f rati may actually be suspected. One technique for doing
this is to highlight findings fran atdit reports and provide these under a oover
memorandum to the investigative organization. This suggested procedure is com
sidered to be a more effective way of actually bringing specific weaknesses to
the attention of investigators than by merely relying on the rwtine distribution
of audit reports to the investigative organizations.

K. ADDITIONAL ~IIMXE

The General Accounting Off ice (GAO) has published a pamphlet, dated December
1989, entitled “Assessing Canpliance  with Applicable La= and Regulations, ”
(reference (UU) ) that provides additional guidelines for implementing Goverment
Auditing Standards (reference (c) ) related to fraud and illegal acts. The guide
was prepred to help the GAO staff implement the stragthened requirement for
detecting noncanpliance. The provisions of the guide are equally appli-le to
the work of II@ internal. atiitors in evaluating nonccqliance  and designing audit
steps to detect instances of fraud, abuse, and illegal acts.
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DoD 7600. 7-M
Enclosure 1

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

Il.

12.

13.

14.

15.

16.

17.

“Indicators of Frau3 in Department of Defense Procurement,”
IG, DoD 4075. l-H, Office of the Inspector General, MD, June 1987.

“Fraud Awareness Letter, ” Off ice of the Inspector General, Dal), published
quarterly.

“Caanon Violations of the United States Code in Econmnic Crime
Investigations, m U.S. Criminal Investigation Camand, November 15, 1983.

“Manual for Fraud Investigations (NIS-6) ,“ Naval Investigative Service,
October 1983.

“Fraud Idicators Handbook, ” U.S. Marine Corpsr June 27, 1983.

“Iru3icators Handbook, ” Air Force Adit, Inspection and Investigative Council,
June 4, 1986.

“Crime Prevention Survey Technical Guidelines Handbook,” Defense Logistics
Agency, Octx)ber 1983.

“Fraud Itiications in AMES Operations ,“ Headquarters, Army, Air Force
Exchange Service, Safety and Security Division, 1981

“Develqing Fraud Awareness in Management ,“ Off ice of the Inspector General,
Services Administration, December 1980.

“Codification of Statements on Auditing Standards,” American Institute of
Certified Public Accountantsr 1989.

“Handbook on Labor Fraud Indicators, ” Off ice of the Inspector General, DoD,
August 1985.

“Handbook on Scenarios of Defective Pricing Fraud ,“ Off ice of the Inspector
General, DoD, Decem&r 1986.

“Handbook on Fraud Itiicators: Material,” Off ice of the Irqector General,
Ml, J~y 1986.

“Unauthorized Quality Assurance Practices
Off ice of the Inspector General, DoD, May

“Criminal Defective Pricing and the Truth
IGIY?H 4200.50, Office of the Inspector General, M, March 1988.

@ Contractors ,“ IGDH 4000.50,
1988.

in Negotiations Act, ”

“Canpendium  of Publications on Fra@, Waste, and Abuse Indicators ,“
President’s Council on Integrity and Efficiency, June 30, 1988.

“Fraud Awareness Concepts for Department of Defense Quality Assurance
Personnel, ” Off ice of the Inspector General, DOD, May 1, 1985.
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18. “Role of the Contract Auditor in Criminal Investigations, ” IGDH 7600.2,
Off ice of the Inspector Generalr ~, January 1989.

19* ‘Fraud-Related Audit/Investigative Publications, ” President’s Council on
Integrity and Efficiency, April 7, 1989.

:.. :

20. “Directory of Internal Au3it Programs, ” IGDD 7000.1, Office of the Inspector
General, DCD, June 1989.

21. “Assessing Canpliance with Applicable Laws and Regulations, ” General
Accounting Off ice Pamphlet, Decemkr 1989.
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DcD 7600.7+4
Enclosure 2

,.

~IEKJNES EOR AUDIT SWPOR1’ C@ FRAUD INVESTIGATIONS

1. Introduction

a. The - criminal investigative organizations frequently request support
f ran D@ audit organizations. Atiit support to criminal investigations as
authorized by paragraph F. 6a. of DcD Directive 7600.2 (reference (k)), and
encouraged by the provisions of this chapter, furthers significant D@ interests.
Such support facilitates the identification of information and evidence n-cd
for the effective accanplishment am3 coordination of criminal, civil, administra-
tive, and contractual remedies. Audit support may include the provision of audit
advice; the transmission of results or information obtained during separate,
_rative # or ~rdinated audit activity initiated by the audit organization;
or on occasion, the assigment of atiitors to a team investigating a suspected
irregularity.

b. Fran time to time questions have arisxm concerning various aspects of the
relationship created by an a~itor’s cooperation/coordination with, or assignment
to, an investigative team The purpose of this -closure is to provide general
guidelines regarding the most frequently encountered issues concerning audit
support of investigations and, in particular, to address the issues that arise
as a result of an auditor’s assigment to an investigative team. Additional
guidelines are contained in IG, D@, Handbook IGX3 7600.2 (reference (w)), that
&y be useful in those instanc&
examining contractor records and

&e
f rad

the internal auditor is involv&d wiih
is suspected.

( 2. I@quests for Audit Support

a. The DoD audit organizatims should require all requests for audit support
f ran a criminal investigative agency to be in writing. men the request stems
fran a prior referral made ~ the audit organization, the request should te
directed to the same organization initiating the fraud referral for which the
investigation is being undertaken. When no frati referral was involved in
initiating the investigation, the request for atiit support should be directed to
the DoD atiit organization that has prinmy audit cognizance, under DcD Directive
7600.2 (reference (k) ), for the organization, activity, contract, or contractor
under investigation. The DcD internal audit organizations, in consultation with
the investigative organization, should formulate a list of the audit tasks needed
to support the investigation.

b. The list of atiit tasks should be updated and amended f ran time to time
depending on investigative develqnents, or as the audit organization deeins
necessary to properly f ulf ill its mission or functions.

c. When a DoD audit organization elects to conduct an a~it after a request
for supprt by a D@ criminal investigative organization, steps to accunplish the
requested tasks should be inclukd in the audit program, and the audit should
be conducted in cooperation with the requesting organization. A final decision
on how the audit results will be reported rests with the adit organization,
although it should defer to any request to withhold regxxting if it would
interfere with the investigative/ jdicial process.
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3. Selection and Assiqnment of Audit Personnel to Investigative Teams

a. Occasions will arise when it will becune necessary to assign an auditor
to act as a member of an investigative team. Selection of an auditor. in this
si tuat ion is a matter for determination by the respective audit organnation.
Audit officials making the selection should take into account such factors as a
specific name request by the investigative or prosecutive organization; future
anticipated assig~ts of the potential selectee(s); special skills or work
experience that may be required as a member of the investigative team; prof es-
sional credentials of the possible selectee(s) (Certified Public Accountant ~
Certified Internal Atiitor, Certified Information Systems Aixlitor, Certified
Fraud Examiner, etc. ); and the desires of potential selectees to serve on the
investigative effort.

b. Any disagreements between the audit and investigative organizations
regarding the need for audit support or which atiitors will be assigned to an
investigative team shall be referred to the heed of the internal audit activity.
Every effort shall be made to find a mutually acceptable solution without
compromising required atiit indqmdence. If such a solution mnnot be found,
the matter should be elevated through the chain of cannand to the IG, DoD, for a
decision. Where the disagreement exists between an internal review element and
an investigative activity of the same Cqpnent, the matter need not be referred
to the IG, D@, but should be resolved within the Cauponent. Generally~ rqsts
for audit support should be handled by the audit organization of the Canponent
requesting the assistance.

4. ~le of the AWitor on the Investigative Team

a. The aditor shall not perform clerical or other nonprofessional services
on behalf of the investigators. The investigative organization has the r~
sibility for arranging for adequate clerical resources. Audit resources should
be conserved whenever possible. The auditor should request clerical support
when certain procedures can be organized and performed by nonauditors under the
general supervision of the auditor. An example vxxild be the examimtion of a
large volune of docunents for indications of erasures, whibuts, or other
alterations.

b. The atiitor shall rnt undertake duties that are traditionally the role
of the criminal investigator.

c. To the extent that information obtaind by atiitors is not a matter
occurring before a grand jury, and thus covered by Rule 6 (e) of the Federal
Rules of Criminal Procedure on grand jury secrecy, the information may be shared
for both audit and investigaticm puqmses. (Paragraph 8 contains additional
guidance on grand jury proceedings. )

5. Handling DCCmentary Evidence

a. The D@ audit organizations, in the ~rformance of their official
res~nsibilities, are likely to accumulate audit working papers that would be of
use to D@ criminal investigative organizations. Such working
made available for inspection and copying by the investigative
request. Working papers generated as part of an investigative
normally be turned over to the investigative team.

papers should be
organization upon
assist should

.,
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b. The Doll audit organizations may occasionally obtain, in connection with
their off icial duties, custody and control of original documents, including
contractor records ! that reflect indicators of fraud or other unlawful activity.
When an audit organization becanes aware of wtential fraud or other unlawful
activity, it shofid immediately notify the a~licable criminal investigative
agency in order that appropriate measures can be taken for the Government to
maintain custody and control of the documents that may be needed as evidence
subsquent criminal proceedings.

in

6. Notice to an Auditee and Response to Inquiries
.

a. ‘lhe decision on whether to inform an auditee that an audit is being
ccducted in connection or coordination with a criminal investigation is the
responsibility of the cognizant investigative agency in consultation with theP Department of Justice prosecutor as necessary.

b. Auditors who are assigned to a criminal investigative team will not, in
any way, cover up the fact that they are working with a criminal investigative
effort if they are asked specifically what they are doing.

7. Obtaining Necessary Records

a. Rwords and information needed to conduct an audit in supprt of an
investigation can be obtained by various means including, but not limit@ to,
the access-t-records clause of a contract, voluntary disclosure by the audi tee,
Inspector General subpena (in the case of nonfederal records) , search warrant,
and grand jury subpoena.

b. M auditor assigned to an investigation will not use his position to gain
access to information or docments unless that information would normally be
available to the audit organization in performing its mission. If the investi-
gation requires documents that are not available under that audit organization’s
existing authority, those documents will be obtained through other authorities.

8. Grand Jury Investigations

a. Rule 6 (e) of the Federal Rules of Criminal Prccedure requires matters
occurring before a grand jury to be kept secret. An auditor involved in an
investigation of this type must obtain, and act in accordance with, guidance f ran
the cognizant Assistant United States Attorney or his designee in addition to the
minimum guidance provided herein.

b. The following criteria should be followed to prevent even the appearance
that matters cccurring before a grand jury may have been impro~rly disclosed to
support D@ audit functions:

(1) An auditor while assigned to a criminal investigation being pursued
under grand jury auspices will not be involved in any other audit that in any
manner relates to the matter under investigation. This precept should be kept
in mind when selecting an auditor to serve on such an investigative team.

(2] An audit supervisor should not mntinue to exercise normal atiit
responsibilities for a contractor or entity when that audit supervisor is
designated as a mar of a grand jury investigative team examining matters
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related to the same contractor or entity. The audit supervisor will not resume
audit responsibility for the contractor or entity until canpletion of the
criminal investigation and all related criminal prosecutions brought by the
United States Government.

(3) Audit organizations should, when pssible, use auditors as witnesses
rather than having them made agents of the grand jury. By carefully structuring
the role of an auditor in this regard, it may be possible to limit adverse impact
of grand jury secrecy on the auditor’s normal duties and responsibilities.
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DoD 7600.7+4
Enclosure 3

1. Introduction

Coordination between = atiit and criminal. investigative organizations is
necessary to carry out effectively their responsibilities for DoD programs.
Adherence to the procedures and guidelines provided in this enclosure will enable
the audit organizations to plan better for audit resources that may be needed in
pursuing issues rais&l in referrals and in providing support for, or working in
connection with, D@ criminal investigative organizations. Feedback obtained
as part of the coordimtion process will also enable the audit organizations to
rmre effectively evaluate and improve their future referrals. The enclosure
also provides guidelines for adit organizations to follcw in continuing audit
activity while an investigation is pending.

2. Procedures

a. The D@ audit organizations shall:

(2) Encourage dialogue between audit and instigative field personnel
regarding the need for and content of referrals for suspected or potential. f rati.

(2) Ensure that awilitors performing contract audits will not make
reference to or discuss with the contractor the fact that a fraud referral has
been made. Further, no atteinpt will be made by the atiitors to resolve with the
contractor their suspicions that possible f raul has cxxxrred. Discussions will
be limited to the alditor’s jtigments and conclusions on matters other than
fraud, and to the underlying facts that support those judgments and conclusions.

[3) Ensure that
paragraph F. 3 .g. of this
of suspected fraud where
fraud.

(4) Ensure that

internal. auditors follow restrictions outlined in
chapter on notifying officials of the entity under audit
the officials may lx a party to or implicated in the

after making a referral of suspected fraud or after
notification of the initiation of an-investigation, no actions are taken that
would cunprmise the investigation. The audit swpe may, after consultation
with the investigative organization, be expanded to determine the impact of the
suspected fraud or other unlawful activity on the adit objectives. Audit scope,
however, shall not be expanded for the sole purpose of gathering additional

w information (after a referral is made) to s~rt an investigation into suspect~
fraud or other unlawful conduct. Audit activities outside the area of
investigative interest can continue unless a request fran the investigative
organization recanmends a deferral for investigative reasons. If the auditor
believes the requested deferral will result in financial harm to the Government
or will unnecessarily impede the audit mission, the matter shall be elevated for
management resolution between the respective organizations.

there
audit

(5) Ensure that when an audit report is issued for any atiit in which
has been a related referral to a criminal investigative organization, the
report includes or is acmnpanied (under separate transmittal nmnorandum)
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by a statement of cautionary language regarding the existence of the referral or
an investigation resulting f rm the referral. kgal counsel should be contacted
for advice on reporting where there are any statements contemplated with regard
to fraud, illegal acts, or pending/ongoing investigations.

(6) Ensure coordinated action between the audit organization’s fraud
mnitor ail appropriate field personnel. The field personnel will ensure that
the organizational fraud monitor is kept apprised of all referrals. Field audit
personnel will also provide the designated fraud monitor with copies of status
information received fran applicable investigative organizations on matters
previously referred to investigators.

(7) Establish procedures for making referrals that assign a unique
identifying number to each referral and enable the referral to be tracked through
an autmated system. “ i

(8) Assess the information received regarding investigations conducted
based on audit referrals in order to identify lessons learned, and use that
information to develop more effective audit techniques and tests that will help
disclose the existence of similar situations in other audits.
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Enclosure 4

DOD DIRECTIVES AND FEDERAL STATUTES

GENERALLY APPLICABLE TO CRIMINAL REFERRALS AND
STANDARDS OF CONDUCT REFERRALS

Presented below is a brief outline of DoD directives and
federal statutes generally applicable to criminal referrals or
Standards of Conduct referrals. Auditors should obtain legal
counsel whenever questions exist on the applicability or

. . interpretation of laws or implementing regulations.

DoD Directives:

DoD Directive 5500.7, “Standards of Conduct, ” May 6, 1987?
prescribes standards of conduct required of all DoD personnel
regardless of assignment. It establishes criteria and procedures
for reports required of certain former and retired military
officers and former DoD civilian officers and employees who are
presently employed by defense contractors, and former officers
and employees of defense contractors presently employed by the
Department of Defense.

Federal Statutes:

1. Sherman Antitrust Act, 15 U.s. c. 1. This Act prohibits
competitors from entering into any agreement to restrain trade in
interstate commerce, including price fixing, bid rigging, and bid
rotations schemes.

2. Bribery, Graft, and Conflicts of Interest, Generally 18
U.s. c. 201-209. These statutes prohibit a broad range of
activities that can be generally described as corruption. Such
activities include giving or receiving a bribe or gratuity? as
well as engaging in a conflict of interest.

a. Bribery includes giving a Government employee
something of value for the purpose of influencing the performance

●
of that employee’s duty.

b. Gratuities include giving a Government employee
something of value because of the employee’s official position.
There is no requirement for the Government to prove that the4
gratuity was given for the purpose of influencing any official
act.

c . Conflicts of interests include those situations where
a Government employee engages in activities which create a
conflict between the employee’ s personal interests and his or her
duty to protect and serve the interests of the Government.
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3. Voiding Contracts, 18 U. S.C. 218. Federal agencies have
the authority to void and rescind contracts obtained through
bribery, graft~ or conflicts of interest.

4. Conspiracy to Defraud the Government With Respect to
Claims, 18 U.S.C. 286. Whoever enters into any agreement or
conspiracy to defraud the United States by obtaining the pay~ent
of any false or fraudulent claim, shall be fined not more that
$10,000 or imprisoned not more than 10 years, or both.

5* False Claims, 18 U.S.C. 287. This statute makes it
illegal to present or make any false, fictitious,, or fraudulent
claim against any department or agency of the United States.
The crime is complete when the claim is presented. Payment of
the claim is nOt an element of the offense and need not be proven
to obtain a conviction.

6. Conspiracy, 18 U.S.C. 371. This statute prohibits any
agreement between two or more persons to defraud the United
States or to violate any Federal law or regulation when at least
one act is taken in furtherance of the agreement.

7. Theft, Embezzlement, or Destruction of Public Money,
Property, or Records, 18 U.S.C. 641. This statute prohibits
intentional and unauthorized taking, destruction, or use of
Government property or records. It also prohibits receiving or
concealing such property or records.

8. False Statements, 18 U.S.C. 1001. This statute makes it
illegal to engage in any of the three types of activity listed
below in any matter within the jurisdiction of any department or
agency of the United States.

a. Falsifying, concealing, or covering up a material
fact by any trick, scheme, or device;

b. Making false, fictitious, or fraudulent statements
or representations; or

c. Making or using any false documents or writing. Any
certification in a DoD contract that contains false, fictitious~
or fraudulent information may be a violation of this statute.

9. Mail Fraud, 18 U.S.C. 1341, and Wire Fraud~
18 U.S.C. 1343. These statutes make it illegal to engage in any
scheme to defraud in which the mail or wire communications are
used. Use of the mail or wire communications includes sending or
receiving any matter through the use of these mediums. ●

10. Obstruction of Federal Audit, 18 U.S.C. 1S16. Whoever,
with intent to deceive or defraud the United States, endeavors to
influence,
performance
excess of

obstruct, or impede a Federal official in the
of official duties relating to a person receiving an
$100,000, directly or indirectly from the United
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States, in any 1 year period under a contract or subcontract,
shall be fined under that title or imprisoned not more than
5-years~ or both. A Federal auditor is defined as any person
employed to perform an audit or quality assurance inspection for
or on behalf of the United States. This section was intended to
prohibit a wide range of obstructive conduct, such as destruction
or fabrication of documents as well as intimidation of witnesses
and contractor employees.

11 ● Trade Secrets Act, 18 U.S,C. 1905. This statute
prohibits unauthorized release of any information relating to
trade secrets or confidential business data by a Federal employee
who receives such information in the course of his employment.
Such information includes advance procurement information,
prices, technical proposals, proprietary information~ income
information~ etc.

12. Racketeer-Influenced and Corrupt Orgafiizations Act,
18 U.S.C. 1961-1968. This statute was a~med at traditional
organized crime activities but is applicable in situations
involving fraud in Federal agencies. “Racketeering” is defined
as any number of offenses under Federal law, including those
discussed above. The statute is applicable to “enterprises,”
including an individual~ partnership, corporation, association,
or other legal entity:

13. Anti-kickback Act, 41 U.S.C. 53-55. This Act makes it a
crime for any person to provxde, attempt to provide or offer any
fee, commission, compensation, gift or gratuity to a prime
contractor or any higher tier subcontractor, or an employee of
one of these, for the purpose of improperly obtaining favorable
treatment under a Government contract.

14. Federal Procurement Policy Act, 41 U.s.c. 423.
Effective July 16, 1989, Section 27 (entitled “Procurement
Integrity”) of the Act prohibits certain-actions by government
officials employees, consultants and advisors, and those of
competing contractors during the conduct of any Federal agency
procurement of property or services. All “procurement officials”
are required to certify that they are familiar with certain
provisions of the law, that they will not violate these
provisions, and that they will report immediately to the
contracting officer any information concerning a violation or
potential violation. Administrative, civil, and criminal
penalties are prescribed for violations of the Act’s provisions.

15 ● Forfeiture of Fraud Claims, 28 U.S.C. 2514. A claim
against the United States shall b forfeited to the United*States
by any person who corruptly pract~ces or attempts to practice any
fraud against the United States in the proof, statement,
establishment? or allowance thereof. In such caseg, the United
States Claims’ Court shall specifically find such fraud or
attempt and render judgement or forfeiture.

15-4-3



16. False Claims Act, 31 U. S.C. 3729. A person is liable
for a civil penalty of not less than S5,000 and not more than
$10,000, plus three times the amount ‘of damages which the
government sustains if the person knowingly presents a false or
fraudulent claim for payment, or knowingly makes a false record
or- statement to get a false or fraudulent claim paid or approved
by the government. The statue defines knowingly as having actual
knowledge of the information, acting in deliberate ignorance of
the truth or falsity of the information, or acting in reckless
disregard of the truth or falsity of the information.

17 ● Program Fraud Civil Remedies Act, 31 U.S. C. 3801. The
Act was passed by Congress in 1986 because too often low-dollar
false claim cases and cases involving fa~se statements are
declined for criminal or civil prosecution by the Department of
Justice (DOJ), leaving the Government without an effective
alternate remedy. The Act applies to false statement cases and
claims made on or after October 21, 1986, ‘involving a false
submission of $150? 000 or less where the ~ has declined to
prosecute. A defendant found liable by the presiding officer can
be assessed a penalty of up to $5,000 for each false claim or
false statement, and an additional money penalty in claims cases
up to twice the amount falsely claimed.
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CHAPTER 16

A. PURIWE

9

*

The purpose of this chapter is to prescribe uniform requirements for
accumulating @ reporting time expended on audits of DoD programs and opera-
tions. The tixe reporting information will be used by the IG, MD, to assess
the adequacy of audit mverage given to D@ programs, activities, and functions.

B. APPLICABILITY

The plicies and reporting procedures outlined in this chapter are mandatory,
unless otherwise specified, for all DcD internal audit, internal review, and
nonappropriated fund audit activities (hereafter referred to collectively as “DOD
internal audit organizations” ). Internal operating procedures may be mdified to
satisfy each organization’s unique requirements for management data so long as
each system meets the reporting provisions of this chapter.

C. l?(lXJY

1. The D@ internal audit organizations shall maintain reporting systems
that provide information cm applicable direct or indirect (administrative) time
expended for the categories, functional areas, and ad it types identified in the
tables of this chapter.

2. Time reporting systems shall be structured to provide information on a
recurring basis to the OIG, DoD, that:

a. Identifies functional areas and the type of atiits where atiit
resources are expended;

b. Permits an evaluation of the adequacy of a~it coverage devoted to the
various functions, programs, and activities within the Department of Defense; and

c. Provides historical. information for use in qdating atiit universe
files and in planning future audit coverage.

3. The DOD internal atiit organizations shall report audit time expenditures
annually to the IG, D@. Reporting procedures are prescribd in section E. of
this chapter.

4. Information on audit time expenditures shall be maintained with sufficient
accuracy to show the actual time spent during the reporting period on each of the
designated functional areas for all audits completed and in prccess at the end of
a reporting period.

5. The DOD central internal audit organizations are responsible for ensuring
that their resources are einployed efficiently and effectively. (See Chapter 13. )
One measure of efficiency is the
able to the organization. These

ratio of direct atiit time to total tink avail-
organizations shall maximize direct audit time
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and are encouraged to attain or maintain direct time expenditures of at least
60 percent of total time available. l?ach of these organizations should identify
and remove obstacles that prevent it f ran attaining the best possible ratio of
direct audit time to total time available.

6. The DoD central internal audit organizations shall maintain managaent
information systems that provide information on the “types” of audits scheduled J
in rxmcess. and ccmmleted as outlined in Table 16-4. Reporting will be on an “as
re~ired” hsis in ~esponse to s~cif ic requests f ran th= OIG, “DoD.

D. TIME RZPOKl!ING DISTRIBUTKN

Schedules shall be prepared that slmw the total time applied ~ each D@
internal audit organization during the fiscal year, as well as the distribution
categories of Indirect TinE (Format for Schedule A) and by functional area
of Direct Time (Format for Schedule B) . The formats for reporting are shown in
Tables 16-1 and 16-2, respectively. A description of each schedule follows:

by

1. Application of Total Time Available (Format for Schedule A). This sche_
dule shall show the total workdays for the period for each reporting organizatim,
as well as a distribution of the indirect and administrative time. A description
of each indirect/administrative category f or reporting purpcses is inclded as
Table 16-5. The total direct audit time f ran Schedule B (see following paragraph)
shall be added to the indirec~administrative time sham to arrive at the total
time available to the organization during the pericd.

2. Direct Audit Time (Format for Schedule B)

a. This schedule shall show the direct audit time expended on atiits
by the functional areas identified in Table 16-3. Time shall be expres- in
a~itor workdays. Audit organizations shall segregate time among functional areas
as realistically as possible. Direct time reporting is structured along
functional lines, with minor exceptions. The exceptions are:

(1) “Nonappropriated Funds, ” for which all audit work will be charged;

(2) “Real and Installed Property,” which will be charged for a~it
work which includes maintenance of facilities;

(3) “Investigative Sup~rt ,“ which will be charged for the time spent
by auditors in providing assistance to investigative agencies; ZUY3

(4) “Audit Ccm@iance Services, ” which will be charged by internal
review activities for the unique services involved with their liaison and followup
functions. (See Functional Area 33, Table 16-3. )

b. An effort has been made to show many different a~itable areas
under each functional area (Table 16-3). These audit-able areas are listed for
illustration only to indicate the scope of audit that might fall within that
functional area and to ensure consistency of reporting between Agencies. The
areas 1 isted below each functional area are not all inclusive, nor are they
intended for use as subcategories under which audit time is to be accumulated.
Time reporting is only rewired for those 34 major functional areas identified.
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c. When doubt arises as to the exact function to be charged, the atiit
manager shall exercise good judgment and ke guided by the listing of auditable
areas shown under each functional area, as described in Table 16-3.

E. REPCEWING PRWISIQ+S

Tables 16-1 and 16-2 shall be ccmpleted and suhnitted for the fiscal year
ending each September 30th. Time reporting data shall be consolidated in the
usual mnner for each internal audit-organization, incltiing single reports for
the Army, Navy, Marine Corps, Air Force, and Defense Logistics Agency internal
review and nonappropriated fund aulit activities. Reports Control Symbol DD-
IG(A) 1740 shall be used for this requirement. The requested information shall be
Suhnitted in two copies to the OIG, D@, and marked “ATTN: Office of Assistant
Inspector General (Audit Policy and Oversight) .” Reports should be forwarded by
November 15th each year. Early cutoff dates should be avoided in order to provide
canplete ti canparable information f ran all audit activities.

F. AUDIT-TYPE CLASSIFICATIONS

The following procedures apply only to the DoD central internal atiit
activities:

1. In addition to the audit time repxting systa prescribed in this Chapter,
data are periodically needed by the OIG, DcD, to show the different “types” of
atiits undertaken by the 130D central internal, atiit activities. This information
is used to supplement time reporting data and respond to external. inquiries
(Congress, W, GAO, President’s Council on Integrity and Efficiency) on how
internal audit organizations are applying their resources and adjusting to
shifting priorities. Table 16-4 contains a listing of atiit “t~” codes,
titles, and descriptions.

2. The D@ central internal audit activities shall maintain management
information systems that will capture the requested information for all audits
scheduled, in process, and ccmpleted. These activities shall have the data
available, as needed, to respond to inquiries f ran the OIG, DcD. No specific
reprting frequency is prescribed because of the sporadic nature of the need for
this information. Hwever, periodic inquiries to the central internal audit
activities are likely, asking such typical questions as: How much audit time has
been devoted to special request audits? How much time has been spent on Hotline
referrals? What percentage of audit time was devoted to multilocat ion atiits and
to Do&wide audits?

3. The aulit “types” are not mutually exclusive, and many audits could fall
into nmre than one type code. Therefore, appropriate identification of audits by
the different prescribed types must be included in supporting management
information systems arxl be readily available to respond to external inquiries.
Since certain audits will be categorized under more than one type code, the total
time captured for all audits by audit type will not necessarily be cmparable to
data furnished in the formats for Schedules A and B.
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‘EWE 16-1. FOIWW FOR XHEDULE A—APPLICATION CiE’ TCYIW TIME AVAILABLE
FISCAL YEAR ENIED SEPTEB’BER 30, 19—

7600. 7-M

mR THE

uYmGoRY NtJmER (r
mRKmYs

Orientation and Traininq
Leave and Holidays
= and TDY Travel
Management and Administrative Functions
Technical Functions
Other
Total Indirect and Administrative Time
Direct Audit T& (fran Schedule B) (Table 16-2)

GRAND’IWAL

.

\,!

.

Name of Activity
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TABLE 16-2. EUIUWAT FOR XHEDULE B—DIRXT AUDIT TIME ANALYSIS
THE FISCAL YEAR ENIXD SEPTEM3ER 30, 19—

m 7600.7-M

FUNCl!IONAL AREA MINBBR C&’ AUDITQR
mRm?wS

Research and Development
Test and Evaluation
Major Systems Acqu’Isition
Procurement-Inventory Control Activities
Procurement-*search and DevelOpnent
Procurement-Other
Contract Administration
Forces Manageumt
Maintenance and Repair of Equipnent
Rebuild and Overhaul of Equigment
Manufacturing and Production
supply Operations--Wholesale
supply Operations-Retail
Property Disposal
Civilian Personnel Management
Military Personnel Management
Real and Installed Property
Construction
Information Technology
Intelligence and Security
Camwnications
Transportation
Military Pay and Benefits
Civilian Pay and Benefits
Program and Budget
Other Canptroller Functions
Support Services
Nmappropriated Fund Activities
Security Assistance Program
Camnercial Activities Program
Investiqative Support
Health Care
Audit Canpliance Services
Other

.

Name of Activity
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TmLE 16-3. LIST Cl? FUNCTIONAL AREAS FOR DIRE(2I’ AUDIT
TIME =ORTING

Functional Functional
Area Area
Number Title

1. F&search and
Development

2.

3.

Test and Evaluation

Major Systems
Acquisition

Description and Examples of Aulitable Areas

This area encompasses reviews of the initial
formulation of requirements for research and
development and translation of those require-
ments into a specific program. It also
includes audits of basic and appli~ research
and exploratory, advanced, and engineer ing
development. It excludes audit work in
connection with the procurement of swh
services.

Material and WeaPns Qualitative Requirements
War Gaming
Canbat Strategy Concepts
Basic and Applied Research
Exploratory Development
lUlvanc&i Development
Engineering Development

This area covers audits of the testing phase,
including operations of DoD test facilities,
and evaluation of test data.

Testing Center Operations
Develogxnent Testing
Operational Testing

This area incl~es audits of those iteins
meeting the def initim of a Major Defense
Acquisition Program (as defined in Ddl
Directive 5000 .1) and designated as a Defense
Acquisition Board Program or a Cczupnent
Program. Audits of programs subject to the
reporting requirements of DoD Instruction
7000.3, “Selected Acquisition Rqorts, w are
also included in this functional area. When
applicable programs are audited, sane of the
areas included in this functional area are:

Requirements
Development of Specifications
Preparation of Invitations for Bid/Requests

for Propsals
Solicitation
Negotiation and Award
Evaluations of Bids/Proposals
Major System Development

and Acquisition Management
Aspects of CanPetition
Cost and Price Analysis
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!IZWJ3 16-3. LIST (B? FUNCYCIONAL AREAS FOR DIRECT AUDIT
TIME REPORTING

Functional Functional
Area Area
Number Title Description and Examples of Audi table Areas

4. Procurement— This area enoanpasses reviews of the major
Inventory Control procurement mission at the national inventory
Activities control points (ICP’s) of the Military

Deparbuents and the Defense Logistics Agency
(DLA) ● It includes procurement for the
wholesale supply systcm, but excludes local
procurements to satisfy internal requirements
of the I@’s and DLA. Includes:

5. Prccurement—
Research and
Development

6. Procurement—
Other

Requirements
Development of Specifications
Preparation of Invitations for Bid/Requests

for Proposals
Negotiation and Award Solicitation
System (s) Development and Acquisition
Management

Evaluation of Bids@ roposals
Aspects of Ccsnpetition
Follcwon Contracts

This area cmers the procurement relatd to
systems or items while they are in research
and development for all items except those
classified as major systems for which audit
time is charged under Functional Area 3. This
includes the procurement of research and
development services and the initial buy of an
item or system emerging frcm research and
development. Includes:

Requirements
R&D Services
Proposal Development
I@quests for Propmils
Evaluation of Proposals
Solicitation
Negotiation and Award
Canpetitive Aspects

This area covers all procurement actions other
than those related to Major Systems
Acquisition, Procurement-Inventory mntrol
Activities, and Procurement-Research and
Development (Functional Areas 3, 4, ad 5)
frcm initiation of a procurement work
directive or sane other form of procurement
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TABLE 16-3. LIST CW FUNCI!IONAL AREAS FOR DIRECT AUDIT
TIME REPORTING

Functional Functional
Area Area
Number Title Description and Examples of Audi table Areas

requirement, up through and inclding award of
a contract or actual pxchase of the item.
InclWes:

Local Purchases
Solicitation
Leases
Lease vs Buy Decisions
Service Contracts
Procurement Specif icat ions
Small Purchases
Procurement of Transportation
Negotiation and Award
Consultant Services
P rocureinent Management

7.

8.

Contract
Administration

This area covers the review of all functions
associatd with procurement that follow the
award of a contract, including the management
of the administration process, acceptance of
and payment for the product or service, and
mmpliance with contractual provisions.

Quality Assurance
Contract Canpliance
Acceptance Testing
Contract Payments
Government Furnished Material@ roperty
Review of Administrative Contracting

Officer Actions

Forces Management This area encompasses atiits of the
operational readiness capability of canbat and
combat supprt (both Active and Reserve
COnpnent) forces. It includes analyses of
the use of resources to attain required *t
capability or readiness levels.

Military Unit Training
Contingency/Mobilization Planning
Readiness Rqorting Systems
Active/Reserve Forces Operations
Actions to Improve Readiness
Force Structure Planning
Training Exercises
Prepositioned Equi@ent Programs
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!IzWE 16-3. LIST OF FUNCI’IONAL AK&S FOR DI~ AUDIT
TIME~IN&-Continued

Functional Functional
Area Area
Nmber Title Descriptia and Examples of A@itable Areas

9. Maintenance and This area covers the management and operations
I@air of Equipent of the maintenance and repair function for

equipnent, materials, and supplies of all
cxmmmdities  at organizational and field (helm
depot) levels. However, it exclties the
maintenance and repair of real property and
facilities.

Field Maintenance
Organizational Maintenance
Maintenance Inspection
Calibration
Performance Measurement
Production Control
Demilitarization (other than for disposal)
Modification Work Orders

10. F&build and Overhaul This area encunpasses major repair (dept
of Equipnent level), reconditioning, and associated

f mctions such as inspection, for all
ccmcdities and classes of material. It
includes reviews of the management,
oprations, and scheduling of the maintenance
program at the depot or shipyard level in both
~ and overseas.

Depot Maintenance
Maintenance Inspection
Prodmtion Control
Depot-Level Modifications
Calibration
Shipyard Maintenance
Quality Assurance

u. Manufacturing This encunpasses the review of both in-house
and Prodwtion and contractor operated manufacturing and

production facilities. It inclules reviews of
the production and scheduling systems and
associated quality control functions.

Operations at Government Arsenals
Government-Owned Contractor Operated
Printing Plants and Services
Production of Maps, Charts
Production scheduling and Control
Government Owned Government Operated

Plants

Plants
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TABLE 16-3. LIST CFFUNCl!IONAL AREW=DI~ AUDIT
TIMI I@XIKl!ING+htinued

Functional Functional
Area Area
Number Title

12. Supply Operations—
Wholesale

13. Supply Operations-
Retail

*ES not apply
Transportation;

Description and Exam@es of Aditable Areas

This area encompasses the review of supply
operaticms at the wholesale (depot and
inventory control point) level f ran &
initial determination of material requirements
through receipt, storage, issue reporting, and
inventory control. It exclties the
procurement of material and supplies.

Wholesale Level-National Inventory
Control Points/bePots

Requirements Determination
Inventory Control
Material I&ceiving and Issuing
Warehousing and Storage
Stock 13alance and Cmsuuption Reporting

systems
Contingency and War Reserve
Sbkage
Configuration Management
Technical Publications
Preservation and Packaging
Supply Manageinent-Wholesale

This area covers adits of all su@y
operations at retail (custaner) level,
including the accountability and oontrol for
supplies and equipent of all curcnodities. It
excludes procureinent of material and supplies.

Wtail Level-Installation/Ease Supply Points
Requirements Determination
Material Receiving and Issuing
Storage
Inventory Control
Requisiticming
Stock Balance and Consumption Reprting
Operating Stocks
Supply Management-Retail
Property Accountability (personal)
Equipent Utilization and Reporting*
Shop/Bench S@ks
Asset Accountability

to equipent failing under another functional area (e.g.,
R&D; Manufacturing; ADP) .

. .

l>.
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TABLE 16-3. LIST Cl? FUNCTIONAL AREAS FCR DIV AUDIT
m  REPOIU!~tinued

Functional Functional
Area Area
Number Title Description and Examples of A@itable Areas

14. Property Dispsal ~is area enoapsses audits of actions taken
b dispose of property, eqpipnent, ti
supplies and the management of activities
engaged in disposing of property.

Management of Disposal Operations
Shipnent for Dispc6al
Ikmilitarization prior to Dispxal
Scr~ing for Reutilization
Control over Scrap Material

15. Civilian Personnel This includes reviews of all aspects of
~t managing and training the civilian workforce,

incltiing recruitment, hiring, utilization,
development of skills and abilities, provision
of training, separation, ZUK3 grievances. It
excludes the procurement of *rsonnel services
under contract and reviews of ~rsonnel
cmpensationr which are chargeable to other
functional. areas.

Personnel Utilization
Personnel Authorizations
=ruitment
Classification
Irxlividml Training Programs
school Training
Manpowr Surveys
Personnel Management
Productivity Stan3ards
Productivity Measurement
_ ~pt Opportunity Actions
Professional Development
Incentive Awards
Merit Pay Systems
En@oyee Assistance
standards of Com3uct

16. Military Personnel This area rovers the autlmrization,
Management recruitment, training, assignment, and use of

military personnel. It excl~es the training
of military units, which is included under
Forces Managemnt.

Personnel Utilization
Recruitment
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!EWJI 16-3. LIST CE’ FUNCTIONAL AREAS FOR DIRKX AUDIT
TIME REPORTlM++30ntinued

Functional Functional
Area Area
Nunber Title Description and Exam@es of Au3itable Areas

Basic and Advanced Individual Training
per-l ~t
Training Quotas
Training Center Operations
Military Schools
Military Personnel Retention
Requisitioning
Mmqement of Reserve Canponent Technicians
Reserve Off icer Training Corps

17. Real and Installed This area covers reviews of the managexnent and
Property control over real and installed property fran

determinaticm  of the need for the property
through use and disposition. It also inclu3es
reviews of the maintenance of such property.

Requirements Determination
Utilization Revievz5
Energy Conservation
Utility Systems
Family Housing Operations
Facilities Engineering Management
Pollution Control
Backlog of Maintenance and Repair
Maintenance of Facilities
Trmp Housing
Environmental Issues
Hazardous Waste Disposal/Cleanup

18. Construction

19. Information
Technology

This area encunpasses the construction,
rehabilitation, modernization, expansion8 and
*ovement of real property and facilities.
Both military and civil works construction are
included .

Military Construction
Civil Works Construction
Requirements Determination
Minor Construction
Rehabilitation of Facilities

This area =Vers the design, development,
operation, use, testing, and security of
electronic data processing and other types of
management information systems, both autanated
and manual . It also inclties the analysis of
requirements for both equipnent and software.
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~LE 16-3. LIST (X’ PUNCI’ICXJAL AREW FCR DIRCT AUDIT
TIME REPQR1’~tinued

Functional Functional
Area Area
Number Title Descriptim and Exam@es of Auditable Areas

Systems Design
Data Processing Operations
Utilization of Data Processing Equipnent
Equipnent Requirements
Software Requirements
Word Processing @erations
_ter Security
=%?=Y of output
Acceptance Testing

20. Intelligence and This functional area inclties all aspects of
Security the management, supervision, and operational

control of intelligence, as well as aspects
of security associated with controlling and
safeguarding resources.

Intelligence Collection
Intelligence Analysis/Interpretation
Threat Development
Dissemination of Intelligence Information
Intelligence Operations
Counterintelligence
Intelligence Systeius
Intelligence Su~rt
Personnel Security
Physical Security
Industrial Security
Ccmunications Security
Security of Classified Material
Military Police Operations

21. Ccmnunicat ions This area mmupasses activities dealing with
the radio, signal, voice, ard visual
cumnunication of information over tactical,
nontactical, strategic, or ccmercial
mtworks.

Strategic Caununications
Tactical Camunications
Cmnercial Ccxmmmications
Requireinents
Caununications Operations
AUIWCN
AUTODIN
wA!C3/Els
Alert/Warning Networks
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TABLE 16-3. LIST CM? FUNCI!l= AREAS FOR DIRECT AUDIT
TIME REPORTIN&-Continued

Functional Functional
Area Area
Number Title Description and Examples of A~itable Areas

22. Transportation This area inclties the management and control
of all ‘aspects related to the use of lad,
sea, and air trans~rtation  for movement of
personnel and equipnent, using both military
and commercial sources.

~r~ts Determination
Port Operations
Air Terminal Operations
Motor Pool Operatims
Utilization of Transportation Equ@ent
Traffic Management
Passenger, Freight, and Household Goods
Movements

23. Military Pay and This area deals with compensation of military
Benefits pmxmnel and the administration of leave and

military allowances.

Pay Systems Review
Payroll Preparation
Leave Administration
Review of Allumnces
Special/Proficiency Pay
Reenlistment Bonuses

24. Civilian Pay This arezi covers ccanpensation  of civilian
and benefits personnel, administration of leave systems,

recording of time worked, arxl oontrols over
and authorization for overtime and incentim
PaY”

Pay Systms Review
Payroll Preparation
Leave Administration
Overtime Controls and Administration
Timekeeping

25. Program and Budget This area enccqasses the management of
program priorities and shifting of resources;
the translation of those priorities into an
approv&3 budget; the carrying-out of that
plan; and overview of the entire process.
Normally these are Canptroller functions, but
there may be a Program or Program Analysis
off ice separately established.

.



DOD 7600. 7-M

,.

. .

TABLE 16-3. LIST C&’ FUNCI’IONAL AREAS FOR DIRECT AUDIT
TIME REPORTIN&-COntinUed

Functional Functional
Area Area
Nmber Title

26. Other Canptroller
Functions

27. Supprt Services

Description and Examples of Aulitable Areas

Program Priorities
Budget Preparation
Budget Review
Budget Execution
Year-End E@ending Controls
Administrative Control of Funds

This area encunpasses the review of all
remaining financial areas with the exception
of those functions covered under military pay,
civilian pay, and program and budget.

Travel
Accounting Systems
Financial Reporting
Disbursements
Imprest Fund Management
Cash Management
Industrial Funds
Stock Funds
Financial Management
Review of Unliquidated Obligations
Financial Certifications
Cost Analysis
Accounts Receivable
Accounts Payable
Overseas Banking Operations
Reimbursements
Use of Special Funds
Voucher Examination
Internal. Control Review System

This area enaxupasses the various services
financed f ran appropriated funds that are
required to support D@ operations ~
activities, and organizations. Excluded are
reviews of the procurement, financing,
personnel utilization, etc., which are
chargeable to other functional areas
identified herein.

Food Service @rations
Commissary Operations
Libraries
Laundry Facilities
Of ficerfinlisted/Visitor  Quarters
Clothing Sales Stores
Guard Services
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-LE 16-3. LIST CE’ FUNCTIONAL AlU3AS FOR DIRE(X AUDIT
TIME REPOKCIN&-Continued

Functional Functional
Area Area
Nmber Title Description and ExamPles of Audi table Areas

Janitorial Services
Dependent Schools
Morale, Welfare, and Recreation Activities
~) (A~ropriation Funded)

Service Clubs
Audiovisual Services
Postal Operations

28. Nonappropriated
Fund Activities

This area includes those activities, usually
of a morale, welfare, or recreational nature,
which are f inanoed f ran nonappropriated funds.
Aulits of procurement, pmmnnel, financial
management or other functions in connection
with nonappropr iated funds are also incluled
in this functional area. AU atiit work in a
rxmappropriated fund regardless of the
activity examined, including:

Officer/%listed Club Operations
MWR Activities (Nonappropriated Funds)
Civilian Welfare Funds
Package Store Operations
Restaurant Operations
I&l and Gun Clubs
Concessions
Stars and Stripes
Chaplains Fund
American Red Cross
Exchange Systems Operations

29. Security Assistance This area covers atiits of DoD foreign
Program military sales and grant aid activities that

cunprise the Security Assistance Program.
Reviews in this area range f ran overall
management of the programs to canpliance and
performance at the recipient country level.

Foreign Military Sales Program
Custaner Order Programs
Program Manageinent
Requirements Determimtion
Foreign Military Sales Training
Material Pricing (Incldes Recoupent of

R&D costs)
Collections
Military Assistance Advisory Groups
Billings
Grant Aid Assistance
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TABLE 16-3. LIST CR? FUKXIONAL AlU3AS FOR DI- AUDIT
TIME REPORTING-Continusd

Functicmal Functional
Area

&=r Title Description and Examples of Audi table Areas

30. Caunercial This area includes reviews of those actions
Activities taken in connection with the program
Program established by Office of Management and budget

Circular No. A-76 (reference (es) ) , including
management of the program, validation of oost
sttiies, and review of post-decision actions.

Ifipendent Cost Canparison Reviews
Cost Studies
Post-award Reviews
Program Management

31. Investigative This area wvers that time spent on reviews
Support performsd in supgort of investigative agencies

or the time of atiitors loaned to investi-
gative teams, regardless of the functional
area being revi~. Includes that time
devoted to providing atiit support to criminal
investigative activities.

m

.

32. Health Care This area enoanpasses reviews of the
management and operations of @iCal, dental,
psychiatric, and ~terinary activities, the
Civilian Health and Medical Program of the
Uniformed Services (CHAMEW) , and other health
care related areas.

Medical Care
Professional Services
Medical Facilities and Equipnent
Pharmacy Operations
Medical and Dental Clinics
Veterinary Services
UWW’lPm

33. Audit Canpliance This functional area is used by internal
Services review activities only. Internal review

personnel shall charge time to this functional
area for time spent in:

a. Negotiating audit results between
management and audit organizations;

b. Assisting management in the development
of respmsive replies to auilit f itiings and
reports;
c. Following up on findings mntained in

audit reports and ensuring canpliance with
agreed-upn reccmmendations;  and
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TABLE 16-3. LIST @ FUNCTIONAL AREAS FOR DIRWX’ AUDIT
TIME REPOKI!IK+Continued

Area Area
Number Title Description and Examples of Auditable Areas

d. Performing all liaison actions ~
to ensure the proper and professional cotiwt
of external. audit activity.

34. Other “ This area reflects the direct a~it time that
cannot be specifically identified with one of
the other listed functional areas. Every
effort should be made to report direct time in
an appropriate functional area. The reporting
of direct time as “other” shall be kept to a
mi*. The IXSl central internal aulit
activities should include in this category
time spent evaluating their canponent’s audit
follcxup systems and time spent conducting
reviews of internal review, inspection, or
investigative activities.

,.,
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TABLE 16-4. AUDIT “TYPE” C0D13S, TITLE3, AND ~0N6

,..

This Table describes the audit types and titles to assist the D@ central
internal audit activities in classifying their sch@uled, started, or canpleted
adits by one or more of the atiit types. Certain “type” titles and males are
no longer applicable. Therefore, “type code nmbers” were replaced with letters
to obtain consecutive Ietteringhnbering  and avoid using the same code with
the old and new definitions in the sam data base. Accordingly, it will not
be necessary to change the oodes of awlits previously entered into an organi-
zation’s data base; but sane audits may need additional classification to
accanmdate the new atiit types.

Type Code Title and Description

A

B

c

D

E

Financial Statement. These atiits determine: whether the
financial statements of an audited entity present fairly the
financial position, results of operations, and cash fl~s or

--

changes in financial position in accordance with generally
accepted accounting principles, and whether the entity has
canplied with laws and regulations for those transactions and
events that may have a material effect on the financial
statements.

Financial Related. -se audits determine whether financial
reports and related items swh as elements, acmunts, or funds
are fairly present=; whether financial information is
presented in accordance with established or stated criteria,
and whether the entity has adhered to specific financial
cartpliance requirements.

Econany and Efficiency. These audits determine: whether the
entity is acquiring, protecting, - using its resources (such
as personnel, property, space) ecorxxuically and efficiently;
the causes of inefficiencies or uneconanical practices; and
whether the entity has ccmplied with laws and regulations
concerning matters of econany and efficiency.

E2wl!!?” These adits determine: the extent to which the
desired results or benefits established by the legislature or
other authorizing tody are being achieved; the effectiveness
of organizations’ programs, activities, or functions; and
whether the entity has ccmplied with laws and regulations
applicable to the program.

Single Location. This applies when the entire job has been
acccntplished  at one site. This mding should be used even
though sane peripheral discussion or review may have occurred
at another location such as a camand headquarters, but the
vast majority of the review was conducted at a single site.
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!Ui13LE 16-4. ADDIT “TYPE” CODES, T-, AND IESCRIPTICXW

Type Cude Description

F Multi-Location. Use this code to distinguish audits condwted
at multiple sites. “Single location” and “multi-location”
types are mutually exclusive.

G Cmuanders Adit Proqram. This identifies those atiits or
reviews where an audit service is provided directly to
ccmanders which is mt normally available to them during
regularly scheduled adits or f ran their cm staff and can be
provided by the a@it organization in a relatively short
timef r-.

H

I

J

K

Special Request Au3its. Generally refers to unprogrammed
audits done on relatively short notice at the special request
of a major cumander or high-level official of the Military
Departments or C6D. The audit must have resulted in an atiit
report subject to the followup provisions of DoD Dir-tive
7650.3 (ref erxme (p) ).

Reserve CaoPOnents. This is used to identify any audit where
the work was primarily done within a Military Deprtment
Reserve component (i.e., Army National Guard, Army Reserve,
Navy I@serve, Marine Corps Reserve, Air National Guard, Air
Force Reserve, and Coast Guard Reserve) or at the departmental
levels charged with management of the Reserve cmponents.

Hotline Referrals. Those audits specifically made to examine
allegations made through the GAO, Department of Defense, or
Military Deparbnent hotlines.

Interservice/D@-Wide/Interdepar tmental Reviews. This code
shall be used to identify:

1. Reviews where atiit participation was on an
interservi~ basis (Assistant Inspector General for Audi king,
OIG, DcD dy) .

2. Part of a D@-wide review where similar work is being
done in Army ar@/or Navy, Air Force, or Marine Corps.

3. Reviews that are being jointly cotiucted in other
Federal Departments or Agencies under the sponsorship of a
departmental inspector general or organization such as C@Il
or the President’s Council on Integrity and Efficiency.

.

16-20



!LWLE 16-5. XMEDULE A—APPLIQITI@l

(1

DOD 7600.7+!

OF TUrAL TIME

‘L A. GENEIWL. The format for Schedule A (Table 16-1) shows the total workdays
and ~tribution of indirect and administrative time expendsd. This table
explains the indirect and administrative classificatims  used for Schedule A
reporting purposes. Direct audit time is reported using Schedule B (Table 16-2).

B. EXPIANATICN CF INDIN3Cl! AND ADMINISTRATIVE CIASSIFICATICX3
~.

1. Orientation and Traininq. Remrd the time s~t (during duty hours only)
in formal or informal orientation and training. Orientation and training are
defined as special guidance or instruction dealing with administrative and

F technical (audit) subjects designed to improve the auditor’s knowledge. This
classification includes, but is rx)t limited to, atiitor and technical staff
training, such as ~-5/7 trainee schools, management courses, and specialized
training classes. TinE of personnel preparing or corihcting these types of
training shall be included. (Time expended in preparing for a particular audit
and on-the-job training during a specific audit shall rmt be charged to this
classification. )

2. Leave and Holidays. Report civilian and military time charged to annual,
sick, holiday, or administrative leave; leave without pay; and jury duty. Also,
report the th of civilians while performing military active duty for training.
Do not include time of military personnel expended for purely military
applicatims such as flight training, physical training, and alerts.

[

3. Permanent Change of StatiOn ) and TDY Travel. This category shall be
charged with PC3 time (excluding leave) for assigned personnel and all time spent
traveling to and fran TDY audit l~tions where nomdit activities are to be
perforned. This travel must be accanplished during duty hours.

4. Manaqemmt and Administrative Functions. This classification includes
indirect time of auditors, technical staff, d administrative personnel at
central and regional headquarters devoted to management and administration,
inclding development of audit policy, overall adit planning and program
xmnagement, and review and quality control of audit reports. The category will
also be used to record the time of off ioe personnel while providing clerical,
stenographic, typing and reprcdmtion  services. It also includes support
services, such as military @ civilian personnel administration, financial
management, and statistical analysis and reporting.

5. Technical Functions. This classification reflects the tim expended on
technical audit matters other than duties related directly to a specific audit.
It includes special sttiies and projects, audit research ,-and pre@ation of
standardized audit programs when such programs are developed for recurring use
field atiitors rather than for a specific aulit.

6. Other. This category reflects unassignable time and time expended on
miscellaneous duties. It also includes the time of military personnel engaged
military activities, such as flight training and proficiency flying, weapons
schools, physical training, and alerts.

by

in
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c. Direct Audit Time

1. On the “Direct Time” line, sh
this line must agree with “Total Direct
for Schedule B.

the total dir-
Time” (workdays)

wddays. The totalon
reported on the format

2. For this report, direct atiit time shall amer the time of atiit p?r-
sonnel chargeable to a specific adit or to “Consultant Services” assigrnmks.
All other time shall be chargeable as Itiirect and Administrative time. As a
general rule, the tiuw of personnel at central ad intermediate headquarters
off ices shall rmt be charged to direct audit time categories, except to the
extent that the personnel are performing functions directly related to a planned
or ongoing audit. The time of clerical personnel or others involved in
performing clerical functions shall not be includd in direct audit tk. The
following-types of activity shall be included

a.

b.

c.

d.

e.

f.

9.

Adit work on a specific job.

Direct supervision of an audit.

Planning and research relating to

Wport preparation (by aulitors).

Entrance and exit conferences.

On-the- job training.

in direct atiit tine:

specific audit assignnmks.

Aulit folkwup and, for Internal Review organizations, audit
compliance services.

h. Travel during duty hours by alditors on specific aulit assignments.

3. A description of the Direct Audit Tim functional areas, to be reported
in total on the format for Schedule A and broken out separately on the f onuat for
Schedule B, is mntained in Table 16-3.
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mAP’lER 17
I

DOD INERNAL AUDIT POLICY AIWISORY GKIJP

A. PUWC613

This chapter establishes a permanent internal audit policy advisory group to
advise the IG, D@, on internal audit policy matters within the Department of

. Defense.

B. APPLICABILITY

A !l?bis chapter applies to all DoD aulit organizations, inchding internal
audit, internal review, and military exchange audit activities.

C. I?(XJCY

1. Under DoD Directive 5106.1 (reference (WW) ), the IG, D@, is responsible
for providing policy direction for internal audits of D@ progmns and opera-
tions . Current DcD plicies cm internal auditing are oontained in DoD Directive
7600.2 (refermce (k)) , DoD Instruction 7600.6 (reference (xx)), and in other
chapters of this Manual.

2. The Internal Audit Policy Advisory Group SW provide advice and
assistance to tbe IG, Dal), on internal atiit policy within the Deparbnent of
Defense.

D. AlmmKY - MmlMmmP

1. ‘l& Chairperson of the advisory group shall be tbe Assistant Inspector
General for Audit Policy and Oversight, OIG, D@ (AKHWO). Members of the N
audit policy staff shall assist in presenting issws of current interest to the
advisory group.

2. In aldition to tbe AIG-APO, each member organization shall appoint a
representative to the @visory group wbo has direct access to tbe head of
his/her aulit organization. Each organization shall designate a primary meinber
and an alternate and shall notify the chairperson in writing whenever the
primary or alternate representatives change. The following organizations shall
be represented on the advisory group

a.

b.

c.

d.

e.

f.

Off ice of tbe Assistant Inspector General for Auditing, OIG, DoD.

Army Atiit Agency.

Naval Aulit Service.

Air Force Aulit Agency.

Army and Air Force Exchange Service.

Navy Resale and Services Support Off ice.
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9* Marine Corps Nmappropriated Fund Audit Service.

h. Army Internal Review.

i. Defense Logistics Agency Internal Review.

E. AWISORY GRmP REsPmmBILITIEs

The plicy group shall advise the IG, D@, on all aspects of internal audit
policy and make recmmendations for changes in those policies. Policy issues
include, but are not limited to, management of atiit organizations; interpre
tation of auditing standards; auditor training ad career develqment; and
relationships with D@ managers, civilian professional associations, and other
Federal Agencies. The chairperson shall attmpt to provide the mmbers of
the advisory group with an opportunity to ccammt on major adit issues being
considered by the OIG, DoD, during the policy formulatim process. Prqosed
draft adit policy docments generally will be forwarded to advisory group
members of the various audit organizations for their cmments amI suggestions
before off icial staffing of the documents with 06D, the Military Departments,
and the Defense Agencies. The chairperson of the policy advisory group shall
provide appropriate feedback to group members on the disposition of their
cmnents.

F. MEETING

The advisory group shall convene semiannually or when determined to be
necessary by the chairperson. An agenda generally shall be published in advance
of meetings, and representatives shall be given an opportunity to add topics
or suggest changes to the agenda. Minutes shall be kept to ensure a record of
important discussions and confirm agreements on any taskings. Distribution of
the minutes shall be made to advisory group members before the next meeting.
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C31APTER 18

( VmKnJG PAPEK

A. PURPC6E

This chapter prescribes policies, principles, and criteria for the prepara-
tion, review, and retention of audit working papers for all internal audits
oonducted within the Deplment of Defense.

B. APPLICABILITY

The general plicies contained in section D., below, are mandatory for all
internal audit, internal review, and nonappropriated fund audit organizations
(hereafter referred to collectively as “internal aulit organizations”). The
remaining sections provide guidelines which will ensure canpliance with working
~per policies and standards. Each organization shall review existing internal
operating procdures to ensure they conform to these requirements.

c. IEFINITI~

l!he term “working ~pers” encompasses all documents containing the evidence
to support the a~itor’s findings, opinions, conclusions, and jtigments= l’hey
include the collection of evidence prepared or obtained by the auditor during the
atiit.

D. PQLICY

1. A@it
audit reuort.

working papers are the connecting link between field work and the
They serve as the systematic record of work performed and shall

contain ;uff icient~ cmpetent, and-relevant evidence to support the auditor’s
findings, opinions, conclusions, judgments, and rcommendations in the audit
report.

2. h increasing interest and attention given to aulitors’ reports make it
mandatory that audit findings be adequately su~rted by evidence in the auditor’s
working papers. This evidence is necessary to demonstrate how the conclusions
were arrived at and to provide the basis for determining whether the cmclusions
are reasonable and correct. (%&l working pqxxs are evidence of properly planned,
well organized, and effectively controlled audits.

3. The preparation and review of audit working papers shall conform to adit
standards issued by the Canptroller General of the United States and DoD internal
audit standards contained in Chapter 2 of this hlanual.

4. Auditors shall observe the following basic principles when preparing audit
working papers:

a. Working papers shall be ccmplete and accurate to provide proper
support for findings, conclusions, and jukjments, and to demonstrate the nature
and scope of the auditor’s examination.
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b. Working papers shall be understandable to a knowledgeable reader.
Detailed supplementary oral explanations should not be needed.

c. Working papers shall be legible and neatly prepared.

d. The information in working papers shall be restricted to matters that
are materially iqortant and relevant to the objectives of the assignment.

5. Procedures shall be adopted by each audit organization to ensure the safe
custcdy and retention of working papers for a time sufficient to satisfy the le@.
and administrative requirements of ‘tieir canpnents.

E. S~

Chapter 2 of this Manual contains the D@ internal
standards most related to the
are as follows:

1. 230 -

2. 430 -

3. 440 -

4. 700-

F. lNIIENcE

Human Relations

Supervision

preparation, review, and

and Ccmnnunications

Examining and Evaluating Information

Quality Assurance

aditing standards.
retention of working paprs

1. Evidence may be categorized as physical, documentary, testimonial, and
analytical. Descriptions of the categories are as follcws  -

a. Physical evidence is obtained by direct inspection or observation of
(1) activities of people, (2) property, or (3) events. Such evidence may be
documented in the form of memoranda summarizing the matters inspected or observed,
photographs, charts, maps, or actual samples.

b. Documentary evidence consists of
contracts, accounting records, invoices, and
performance.

c. Testimonial evidence is obtained
received in response to inquiries or through

create3 information such as letters,
management information on

fran others through statements
interviews. Statements important

to the atiit should be corroborated when @ssible with additional evide&e.
Testimonial evidence also needs to be evaluated fran the sttipoint of whether
the individual may be biased or only have partial knowledge akout the area.

d. Analytical evidence inclties Canputations, canparisons, reasoning, ard
separation of information into components.

2. The evidence obtained by an auditor
sufficiency, relevance, and competence. To
guidelines are provided:

should meet the basic tests of
meet these tests the following
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a. Sufficiency is the presence of enough factual and convincing evidence
to support the auditors’ findings, conclusions, and any recmnendations.
Determining the sufficiency of evidence requires judgment. When appropriate,

,/ ‘ . statistical methods may be used to establish sufficiency, (see Chapter 11, Part II,
for guidance on the use of statistical sampling methods).

b. Relevance refers to the relationship of evidence to its use. The
informaticm used to prove or disprove an issue is relevant if it has a logical,
sensible relationship to that issue.. Information that does not is irrelevant and
therefore should not” be included as evidence.

c. Canpetence means that the evidence should be valid and reliable. In
evaluating the ccmtpetence of evidence, the auditors should carefully consider
whether reasons exist to doubt its validity or canpleteness. If so, the aditors
should obtain additional evidence or reflect the situation in the report.

G. PLANNING AND UNIFORMITY

1. Well-planned and organized working papers are necessary to achieve a
professional quality audit. Working papers are more than just a record of the
work performed. Their use in controlling the audit operation and in arriving at
souml conclusions is an auditing technique in itself. Adequate planning is the
key to the development and preparation of good working papers. Before preparing
any vwxking papers, the auditor should have a clear concept of tlx? primary purpose
of the working pa~r and any subordinate purposes. Therefore, it is necessary to
understaxxl how the subject of the working paper relates to other audit areas and
what will be done with the information after it is transcribed.

2. Working papers should be designed to provide any data required for the
atiit areas and should not include data that is or will be available fran another
source . Before the auditor develops working paper analyses, exhibits, and
schedules, the f olluwing should be determind:

a. What

b. What

the objectives are or what needs to be proven.

data or information

c. ‘Where the needed
etc. ) .

d. What comparisons
conclusion (s) .

data or

must be

is needed to complete the analysis.

information is located (filed, recorded,

made to prove the condition(s) or

3. As ~rt of the overall plan for each audit, directions should be prepared
that cover working paper file structure, indexing and cross-referencing proced-
ures, and provisions for working paper reviews. Each assigned auditor should be
familiar with the working paper plan.

4. When working papers are uniform in design and arrangement, this facili-
tates the reviewer’s job. However, the primary consideration is how the audit
is conducted, and efforts to achieve uniformity are secondary. If the working
IWPers on a particular audit are of a uniformly high quality and are developed,
organized, indexed, and controlled in accordance with the overall audit plan,
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supervisors and other Imowl@geable readers should experience no difficulty in
reviewing them.

5. All relevant mrking papers prepared during an adit shild be retained
and included in the files. Working papers developed using microcanputers  should
be printed when required for ease of review and included in the audit folders, or
maintained on canputer disks for retension with the working paper files (specific
guidance for autcmated working Paprs is contained in Chapter 11, Part III, of
this Manual) .

6. Even though auditing in a particular area may be discontinued after a
few audit steps, the reasons for discontinuance should be recorded in the working
papers. If a finding is dropped prior to the issuance of the final report, the
reasons for the action should be docmentd. This is often a matter that may
require discussion with and resolution by a higher level supervisor. The
rationale for the decision should be documented in the audit working papers to
enable reviewers to track the disposition of tentative atiit f ifiings.

1. There are two general classes of working paper files: perxuanent (back-
ground) and current. Internal audit organizations should establish and maintain
permanent files for each activity, major program, or function included in the
organization’s autiit universe. Cument files should be set up for each atiit and
cxntain the working gq?ers developed during that atiit.

2. Materials contained in permanent files should be of a continuing or
recurring nature and useful in future audits. Background data obtained during the
survey phase should be included in this file. The permanent file can also serve
as a repsitory for copies of all prior audit and inspection reprts relating to
that activity. Unnecessary or outdated material should be destroyed during
pxiodic qdates of the file. The permanent file can be a convenient single
source to which to go for information regarding the audit entity and its atiit
history.

3. Current files should be arranged in a logical sequence in accordance with
the file structure developed by the auditor-in-charge. Generally, the arrangement
will be ~ audit segment. For large a~its, the current files may consist of
several distinct segments: one file for each segment examined, others for general
segments pertaining to the audit as a whole, and one for atiit administrative
matters. Iteins should be arranged within working paper files to provide for ready
reference during and after the aw3it; and the item should f ollw a consistent
scheme for all segments of the audit files. Current files should contain the
following items:

a. Table of contents.

b. Review sheets.

c. Sunnnary of the atiit area.

d. Notes detailing discussions with personnel of the audited activity.
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e. The audit program, or sections of the audit program, cross-referenced
to supporting working papers.

f. Analyses, schedules, exhibits, and other working papers and supporting
domnnentation  arranged according to the table of contents and cross-referenced
back to the audit program.

I. PRINCIPLES @ DOUJMENIRTI~

1. The procedures followed by the atiitor, including the analysis and
interpretation of the audit data, should be documented in the working papers.
Working papers should be sufficiently documented so as to be understood by readers
having sane knowledge of the subject and to lead a reviewer to the same conclusion
the auditor reached without requiring sup@ementary  oral explanations. Working
paper information should be clear ti canplete, yet concise. Knowledgeable
individuals using the working papers should be able to readily determine their
Wpe J the natwe and scope of the audit work, and the preparer’s conclusions.
Good working papxs also permit another auditor to pick up the examination at a
certain point (for example, at the canpletion of the survey phase) ard carry it to
its conclusion.

2. Certain basic information applies to most working papers or series of
working papers. When the information is cannon to a series of working papers, it
need only be recorded on the first rxmer of the series and referred to in the
succeedifig working papers.

a. Subject of the

,. ‘
(.

b. Identification
examined.

The bas~c” information includes the following:

working paper.

of the activity being audited and the function being

c. The “as of” date for the information and the records used in the
analysis.

d. Name of the preparer/name of reviewer.

e. Date prepared/date reviewed.

f. Explanation of any signs, symbols, or acronyms used.

9= Working paper index number for filing and reference.

}-,

.

3. Other information is also essential to understand tl s individual wxking
papers supporting the audit examination. The following information should be
included whenever applicable:

a. Source of Information. Where did the auditor obtain the information
shown in the working papers? This applies to schedules prepared by the audited
activity and furnished the atiitor, as well as to data canpiled by the auditor.

b. PUrPOSe of the Working Paper. What is the reason for preparing this
working paper? Clearly stating the purpose of each working paper facilitates
review of the papers as well as use by succeeding auditors.
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c. Scope of the Auditor’s Examination. What did the auditor’s
examination include? This is particularly important when determining the volume
of the transactions involved; the number examined; what prt of the total volume
the audit test represents; why these transactions were selected; the period
covered by the auditor’s review; and what the examination consisted of (for
example, canparison of data between different periods, matching data to standards,
etc. ) . When the analysis was based on a sample of transactions, information
should be included to describe the sampling plan contained elsewhere in the
working papers. When factors external to- the atiit organization and the auditor
restrict the atiit or interfere with the auditor’s ability to form objective
opinions and conclusions, this should be explained in the working papers. r.

d. Criteria. What criteria, standards, policies, etc., did the auditor
use to support a judgment? Whenever applicable, a reference to this criteria
should be included. This can be satisfied by citing applicable documents such as
regulations, laws, standards, etc.

e. Conclusions. What judgment did the auditor reach after analyzing the
data? These are the conclusions drawn fran analysis and interpretation of the
results of the atiitor’s test and f ran any related facts. When the conclusions
recorded on one working paper are based in part on information in other working
papers, this fact should be noted and appropriately cross-referenced.

f. Ccxmnents and Viewpoints by Others. What are the ccmunents and
viewpoints made by others regarding the audi tor’s facts and conclusions? This
information is needed to place the auditor’s conclusion in pers~ctive. The
viewpints and Connnents of operating personnel or other pertinent matters bearing
on the auditor’s conclusions should be made a matter of record. For example, the
auditor may wish to include an explanation of the
circumstances for any noted deficiencies.

J. VKMUCING PAPER S~

Narrative sumaries should be me~ed bv the
----- . . . . . .

causes or extenuating

auditor for all audit

-.

areas and
Included In the working papers. Sumnary sheets will be used to consolidate the
results of various audit steps. They will also be used to control and administer
the audit and to analyze and interpret the audit results. Summary sheets should
be sununarized in one of the papers of the series. Sunmaries should supprt the
development of audit findings and clearly s@l out deficiencies surrounding
facts, effects, causes, and reccmmended actions. If no deficiencies are found,
that information should also be summarized for the record.

K. INDEXING

1. To facilitate review and understandability of working papers, indexing
of the files is essential. The primary purpose of indexing is to facilitate the
cross-referencing of working papers one to another and to summary analyses and
reprts. A secondary purpose is to indicate the relationship of the working
pap=s to the particular areas or segments of the audit. Because of the diversity
of audits made by the DoD intern~ audit organizations, a uniform systm of
indexing may be impractical.
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2. lin indexing system for each audit should ke established as part of the
overall audit plan. It should be tailored to the overall focus of the audit,

,,, -.$ the selection of areas for anphasis, and the planned sequence of the audit. By
following the audit plan, the indexing system permits ready reference to any. . working paper at any time.

3. The indexing systm should show the logical grouping of interrelated
working papers. Appropriate groupings will not only contribute to ease of
reference, but will assist the audi~r’s analysis, interpretation, and summari-
zation of the results of the atiit by audit segments, and facilitate supervisory

.

review.

4.

5.
as soon

l%e indexing system should be simple and capable of expansion.

Indexing should be current. Preferably, working papers should be indexed
after their prqmration as possible. ‘iiaving ar- i-tiexing

will make this task easier.

L. CRC6S-KEFEUU3NCING

1. No audit should be mnsidered ccunplete until the working
thoroughly and accurately cross-referenced. The audit reuort is

plan available

paper files are
developed through

an evolutionary process, including detailed supprting working papers, analyses,
sumaries, findings, and draft and final reports. Cross-referencing at each step
in the process is necessary to ensure that all pertinent facts and conclusions
have been considered and that support exists for the auditor’s position. This
decreases the probability of a defective final product-the atiit report.

2. Changes to or corrections made of supporting information should also be
referenced to other affected sections of the working papers. !Ib be effective,
cross-referencing should be current. At a minimum, working @pers should be
cross-referenced to other related papers, the adit program, summaries, and the
draft audit repmt. A copy of the final audit report, filed with the working
papers, should also be cross-referenced if any new information is added as a
result of the audit reply process. Sufficient time should be allowed to ensure
that both cross-referencing and indexing of the atiit working papers are ccmpleted
before auditors are released f ran the assignment.

M. KIXKING PAPER REVIEW

1. Continuous reviews of audit working papers should be made to ensure that
professional audit standards are canplied with. This procedure gives the reviewer
the opportunity to appraise the quality of the papers, the relationship of the
audit work to the objectives, and the canpleteness of the auditor’s examination.
It also permits the reviewer to assess the auditor’s conclusions, determine what
additional steps are necessary, and decide whether to expand or cut back the atiit
coverage.

2. The depth of the working paper reviews will vary with each level of
supervision. Reviews by lead auditors or the auditor-irrcharge  should be
accomplished frequently during the audit and sbild be more detailed than tlxxe
made by senior audit supervisory personnel. Supervisors, at a minimum, should
ensure that standards for working pa~r preparation are met and that there is
adequate support for the auditor’s conclusions and recommendations.
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3. T& auditor should be informed of the results of the working paper
reviews. After the auditor has considered the reviewer’s notes, he or she should
revise the working papers and perform additional. work if needed. The auditor
should then ccmnent, in writing, on the revisions and on any additional work
accxqlished. The reviewer, in turn, should indicate on the review notes
acceptance of the actions taken, direct further action, or take whatever steps are
needed to resolve any problems.

4. !Ib ensure the accuracy of the facts and figures in the draft audit repo~t
(also the final report if the draft report was significantly changed) , a cross-
-referenced copy of the report should be reviewed by an independent reviewer
(reference) to ensure that the information in the report is correct and supported
in the working papers. The reference should be a senior atiitor not involved in
the assignment under review. In addition, the reference should not be under the
direct supervision of the supervisor responsible for the assignment being
reviewed. In small. organizations, the independence of the reference might not
always be possible, but the intent of the review is to ensure the accuracy of the
report and should still be accanplished even though there may be an impairment.
The review should be documented in the working papers and should contain the
reviewer’s ccmunents and how the issues raised were resolved.

.

5. In establishing internal qyality assurance review programs, as required
under Chapter 14, audit working papers shall be subjected to review on a selective
basis by quality assurance review groups. The primary pqose of these reviews
should be to ensure that audit findings are adequately documented and that working
papers meet professional standards.

N. RE’IZ41NIN43 AND SAFEGUARDING ~ING PAPER FILES

1. No specific procedures are prescribed for retaining working paper files.
As a general rule, working papers should be retained for a minimum of 2 years
fran the closeout of an audit or until canpletion of the succeeding audit. There
may be certain factors-controversial or current interest subjects-which wxld
necessitate holding working pa~rs for longer pxiods. There may be ongoing
congressional or other investigations or unsettled issues where continued refer-
ence to the working papsr files is needed. One should be careful not to destroy
files that may be needed for future reference. Obsolete or superseded audit
material that is no longer needed may be destroyed and should not be sent to
records holding centers.

2. Working paper files should always be adequately safeguarded, and pre-
scribed security procedures should be followed for classified material. Access
to working paper files should be restricted to authorized personnel. S~cial.
precautions should be taken with any working papers, including report drafts that
may contain proprietary data, personal privacy data, plans for future agency
operations, agency investigative and internal audit reports, congressional request
mater ial, and other unclassified sensitive inf ormat ion. Sensitive working paper
material should be safeguarded when not in use to prevent leaks and unauthorized
disclosure.

.’,

3. Electronic working papers should be retained for the same period of time
as is required for manually prepared working papers. Storage of magnetic tapes
and diskettes requires special provisions. If magnetic devices are not stored
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properly in a cool and dry environment, significant loss of information may occur.
Heat and humidity may ruin diskettes.

a. When working papers are stored on diskettes, diskettes should be
stored along with listings of diskette directories. Each diskette should be
write-protected and labeled with the project code, key person’s name, number, and
contents. Applicable back-up copies of diskettes should be made and stored in a
physically separate location. -

b. Even when most of the audit working papers are available in autanated
form, it may be necessary to maintain hard copy documentation for certain parts of
the working papers. This is especially imprtant when certain documents require
off icial signatures or when proper storage conditions for autanated working papers
cannot be ensured.

c. It may not always be practical to store copies of numerous autanated
data tapes used in an audit or to retain a copy of an entire data base when
on-line access to a data base is used. In those cases, autcmated data tapes and
records should be retained until at least the audit report has been issued and all
nonconcurrence resolved. When data is extractd f ran a data base system, the
sampling plan, the criteria used to select records, the ccmputer program designed
to generate the output, and the resulting output skuld be sufficient evidential
matter for audit retenticm.

UJ

*.
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DOD 7600. 7-M
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CHAPTER 19

DOD-WIDE AUDIT PROCESS

A. PURP06E

This chapter provides policy guidance, establishes procedures, and delineates
responsibilities for planning and performing D@-wide audits.

B. APPLICABILITY

The policies and procedures outlined in this chapter ap@y to the Army Audit
Agency; the Naval Audit Service; the Air Force Audit Agency; and the Office of
the Assistant Inspector General. for Auditing (OAIG-AUD), Office of the Inspector
General, Department of Defense (OIG, D@) (hereafter referred to collectively as
“DoD central internal audit organizations”).

C. DEFINITICW

1. Service Audit Organizations. The Military Departments’ central internal
audit organizations (Army Audit Agency, Naval. Audit Service, and Air Force Audit
Agency) .

2. Service Aulitors General. The Auditors General. of the
Air Force.

3. Audit Chiefs’ Council. The Council is cmposed of the
Department of Defense (IG, DoD); the Service Auditors General;

Amy, Navy, and

Inspector General,
the Assistant

Ir@ector General for Auditing (AIG-AUD); the Assistant Inspe&or General for
Audit Policy and Oversight (AIG-APO); and the Director, Defense Contract Audit
Agency (DCAA). The IG, DOD, is the chairperson of the Audit Chiefs’ Council.

D. POLICY

1. DoWwide audits shall be performed in accordance with Government auditing
standards issued by the Canptroller  General of the United States and DcD internal.
auditing standards contained in Chapter 2 of this Manual.

2. Applicable criteria shall be established and follcwed in identifying and
selecting D@ programs, systems, and functions for D@-wide audit coverage.

3. Canrnon audit objectives and standard approach shall be used so that an
overall evaluation of the audit subject may be made and a sumary ~ide audit
report may be prepared.

4. DOD-wide audit procedures shall contain the necessary management oontrols
to ensure that effective centralized direction and coordination of the audit is
maintained throughout the audit process. Effective management mntrols include
the following:

—

a.
wide audits

Setting uniform audit
are acccanplished in a

start and mqletion dates to ensue that Dd)-
responsive and timely manner.
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b. Performing reviews and approvals at applicable audit milestones.

c. Coordinating and nxmitoring audit performance on a continuing basis
to make sure audit objectives are being accomplished effectively and efficiently.

5. The DoD central audit organizations shall be responsible for accom-
plishing the MD-wide audit objectives within established timeframes and for
processing the audit results within their respective areas of mimarv
jurisdiction.

E. ~

1. Audits of major DoD programs, systems, and functions
by the DOD central internal audit organizations are known as
IXD-wide audits are authorized and s~rted by the IG, DoD,
purpc6es:

performed jointly
DcD-wide audits.
for the following

a. IXD-wide audits alla for pranpt res~nse to high priority requests
for canprehensive audit coverage.

b. “The Inspector General Act of 1978” (reference (a)) requires
particular attention be given to the activities of the Military Deparhent
audit organizations with a view toward avoiding duplication and ensuring
effective coordination and cooperation. One way to accomplish this is through
joint planning and performance of DoEwide audits by the DOD central internal
audit organizations.

c. Successful accanplishment of Do&wide audits demonstrates that the
activities of the Department’s internal audit organizations can be effectively
coordinated and channeled tcx+mrd meeting ccamon objectives in support of the D@
audit mission.

2. D@-wide atiits inherently are more ccnnplex to perform and control than
audits performed by a single audit organization. The intent of this chapter is
to make the DcD-wide audit program a more formal and structured process to
accanplish the intended purpse. Proper subjects that warrant -wide coverage
need to be identified, and Dd)-wide audits need to be managed closely f ran start
to finish. This implies that saneone must be in charge and have the authority to
carry out designated responsibilities.

F. SELECI’ICN Cl? IXX)-WIDE AUDITS

1. Planninq Concept. Being respmsive to requests for atiit coverage by DOD
and/or Service off icials is a key to the success of the -wide audit process.
When possible, sufficient lead time should be anti for incxxporating D@-wide
audits into the normal planning processes of the DoD central internal audit
organizations. The audit planning process must be flexible to accmmodate quick-
reaction or time-sensitive matters. There may be cases when the annual audit
plans developd by the I)@ central internal audit organizations may have to be
adjusted to accamnod ate a higher priority request for -wide audit coverage.

2. Selection Criteria. Audit subjects selected for D@-wide audit coverage
generally shall have the following attributes:

:-.
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a. The adit area is requested or suggested by the Secretaries of
Defense or the Military Departments, the Deputy Secretary of Defense, the Under
Secretaries of Defense, the Assistant Secretaries of Defense, the Heads of
Defense Agencies, the IG, DoD, or the Services Auditors General.

b. The required audit coverage or time constraints are such that the
resources of all DoD central internal atiit organizations are required.

c. ‘l& adit candidates address major DcD issues, programs, and
functions that involve the Military Departments with special emphasis cm programs
that are directed centrally or managed at the DOD level.

d. The audit proposals center on a single policy issue or functional
benefit and are “high payoff and/or visibility” issues making it worth while to
do on a -wide basis.

e. The adit scope is narr~ emugh so that a draft sumuary DoD-wide
audit report may be issued no later than 9 to 12 mxkhs after starting the audit
execution phase.

Audit subjects that do mt meet the criteria in paragraphs F. 2a. through
F.2.e., akove, shall be performed by the QWG-AUD on an inter+ervice basis or
accunplished individually by the Service atiit organizations.

3. Audit Suqqestions. Procedures shall be established by each applicable
audit organization for identifying and evaluating candidates for DoWwide audits
fran suggestions received frcrn Office of the Secretary of Defense (CSD)
management off icials and f ran other high-level sources such as the President’s
Council on Integrity and Efficiency (PCIE). Evaluations of audit topics shall
highlight and explain the Purpe and benefits a ~ide atiit may provide.

w

4. Audit Proposik and Format. The Service audit organizations may stit
suggestions for ~de audits. Audit proposals sutmitted shall be in the
folltig fact sheet format:

a.

b.

c.

d.

e.

f.

9*

h.

i.

Title

Functional. Area

Background

Prior Audit Coverage

Audit Objectives and Scope

Criteria

Reason for Project and Coverage

Specific Issues

Potential Benefits

enclmure provides a description of each data element.
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5. Data Consolidation. Because the Q!K+AUD is in a unique psition to
evaluate the need for a DOD-wide audit and its feasibility, it shall acmnulate
suggestions for DOD-wide audit topics. !I%e OAI&AUD shall also consolidate the
individual audit propals and fact sheets, and distribute the package to mmbers
of the AWit Chiefs’ Council for evaluation and cement. The C!AI&AUD shall
coordinate material to be presented to the Audit Chiefs’ Council with the
~I&APO who prepares the agenda for Council metings.

6. Preliminary Planninq and Selecti& During regularly scheduled meetings,
the Audit Chief s’ Council shall review and discuss Dcil-wide audit proposals.
Reccmendations shall be developed as to the disposition of each a~it proposal;
e.g., either approved, rejected, further researched, or accanplishd as an
interservice audit by the (XIG-AUD. Based on recamedations fran manbers of the
Audit Chief s’ Council, the IG, D@, shall select those audit proposals requiring
further research by the D@ central internal audit organizations. The IG, H,
also shall make the final selection and approval of all Do&wide atiits, inclld-
ing designation of a lead aulit organization, participants, and starting dates
for survey work. Problems such as a lack of funding for temprary duty travel
needed to participate in the audit, shall be brought to the attention of the IG,
DoD, to enable resolution of the matter or a decision on other alternatives.

G. DOD-WIDE AUDIT PERFOWANCE

1. Reswnsibilities

a. The lead audit organization shall have the overall responsibility and
authority for directing, coordinating, and monitoring DOD-wide audits f ran start
to finish. Additionally, the lead atiit organization shall:

(1) Perform an audit survey and participate in the audit “go” or
“m-go” decision making process after completion of the adit survey work by the
other participating audit organizations.

(2) Acccanplish alxlit objectives and process audit results within its
area of primary jurisdiction.

(3) Prepare a comprehensive summary report on the results of each
-wide audit.

b. The participating D@ central internal atiit organizations, within
their areas of primary jurisdiction, shall:

(1) Perform an audit survey and accanplish the atiit objectives.

(2) Prepare draft and final reprts for management camnents.

(3) Sutanit mpies of draft and final reports to the lead aulit
organization.

(4) Provide any agreed to summarization or other data needed by the
lead audit organization in preparation of the summary report.
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2. Prolect Initiation

a. The IG, D@, shall issue a memorandum to the applicable (XD
off icials, Service Secretaries, or Heads of Defense Agencies anmuncing the
scheduled DOD-wide audit effort. The announcement memorandum shall incltie the
survey start date, audit objectives, and stop of the audit effort.

b. The participating DOD central internal audit organizations shall
provide the lead audit organization with the name of the individual designated
to manage the atiit effort for their agency.

c. A joint planning meeting with the various representatives f ran each
audit organization shall be scheduled by the lead audit organization represen-
tative about 2 months before the planned start of the survey by any of the D@
central audit organizations. The purpose of the meeting shall be to discuss and
reach agreement on ccutnon survey objectives and scope, selection of adit sites
and ooverage, audit resources and techniques to be used (e.g., use of statistical
-W, and uniform start and/or Ccanpletion dates. The lead audit
organization representative also shall:

(1) Document and distribute to all participants the results of the
planning meeting and the agreed-upon survey objectives and scope, level of
effort, adit approach, and milestone dates.

(2) Prepare a memorandum fran the lead audit organization to members
of the Audit Chiefs’ Council outlining the results of the planning meeting and
highlighting any issues requiring resolution before initiating the a~it survey.

d. Effective preplanning is a critical and essential element to the
successful. accanplishent of a DoD-wide audit. Before the expenditure of audit
resources, the Audit Chief s’ Council shall approve the following:

(1)

(2)

(3)

(4)

(5)

Survey objectives and scope.

Selection of audit survey sites

Number of auditor days planned.

Audit approach.

Uniform start and/or completion

and coverage.

dates.

3. Survey Phase

a. The lead ad it organization representative shall prepare the survey
program (s) for audit sites within the lead audit organization’s area of primary
jurisdiction. Survey programs prepared by the participating audit organizations
shall be reviewed and approved by the lead audit organization representative to
make sure that the survey programs are sufficiently uniform and adequately
address:

(1) The audit management issues approved by the Audit Chiefs’
Council as outlined in subparagraphs G. 2.d. (1) through G. 2.d. (5) , above.
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(2) T& desired level of standardization needed among the DcD
central internal audit organizations to ensure an overall conclusion is made on
each survey objective.

b. The lead audit organization representative shall inordinate and
monitor the survey efforts of the D@ central internal audit organizations.
Effective coordination and monitorship of the audit survey phase shall include
the following activities:

(1) Conducting periodic meetings with representatives f ran each of
the participating organizations. The attendees shall review audit progress and
leads, identify the need for any modifications to planned a~it work, and refine
audit milestone dates.

(2) Making periodic field visits to audit sites managed by the lMl
central internal audit organizations. The purpose of field visits shall be to
review audit leads and exchange information.

(3) Resolving problems that may occur during the adit survey phase.

(4) Documenting and retaining with the audit working papers a
description of the efforts to coordinate and monitor the ~ide audit survey.

c. After canpletion of audit survey work, the lead a~it organization
representative shall convene a meeting to finalize the audit a~roach, milestone
dates, and mandatory objectives for the MD-wide atiit. The other participating
audit organizations may propose additional audit objectives. The rationale for
adding more audit objectives and the impact cn dates for caapleting the ~de
audit shall be explained and documented. The lead audit organization
representative shall:

(1) Document and distribute to all participants the results of the
audit survey and the agreed-upon audit execution objectives and scope, selection
of atiit sites and coverage, audit resources to be used (e.g., level of effort),
adit a~roach, and milestone dates.

(2) Brief the AWit Chiefs’ (Xuncil on the adit survey results and
expected advantages and disadvantages of doing the D@-wide audit. The briefing
shall incltie a recammdation for a “go” or “no-go” decision for continuing the
effort as a DoD-wide audit.

d. The IG, DcD, shall approve the continuation of the D@-wide audit
into the execution phase based on recamnendations f ran members of the Atiit
Chiefs’ Council. Z@roval also shall be given to the following:

(1) Audit execution objectives and SCOF.

(2) Selection of audit sites and coverage.

&

?

(3) Number of auditor days planned.

(4) A&iit approach.
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(5) Uniform start and/or completion dates.

If the atiit is discontinued as a D@-wide audit effort, the subject matter shall
be considered for atiit coverage as individual atiits, as applicable.

4. AMit Execution Phase

.&

a. The IG, D@, shall issue a memorandum to a~licable OSD officials and
the Service Secretaries announcing any significant changes to the original audit
objectives. Where the lead a~it organization is not already the OAI&AUD, then
that organization shall prepare a draft memorandum explaining the change(s) and
forward it to the OKK+AUD for the necessary action.

b. The lead audit organization representative shall prepare the audit
guide (s) for adit sites within the lead audit organization’s area of primary
jurisdicticm Atiit guides prepared by the participating D@ central internal
atiit organizations shall be reviwed and approved by the lead audit organization
representative to make sure that the audit(s) are sufficiently uniform and
_tely address:

(1) The atiit mamgaent issues approved ~ the Atiit Chiefs’
Council as outlined in subparagraphs G. 3.d. (1) through G. 3.d. (5), above.

(2) The desired scope of atiit needed among the participating audit
organizations to ensure an overall conclusion is made on each mandatory
objective.

c. Uneven atiit coverage may lead to the misconception that probkms
exist in one organization and not in another. To avoid this, the lead audit
organi~tia representative shall coordinate and monitor the activities of the
participating audit organizations to include the following:

(1) Conducting periodic iwprocess review meetings with key
representatives f ran each of the participating audit organizations. The
attendees shall review audit progress: identify probable conclusions; identify
the need for any modifications to planned audit work; and refine audit milestone
dates.

(2) Convening and/or attending periodic workshops.

(3) Making periodic field visits to audit sites managed by the
participating audit organizations. TIE purpcse of field visits shall be to
revi- audit l-, draft findings and supporting working papers, and exchange
informaticm.

(4) Resolving problems that may occur during the audit process.

(5) Documenting and retaining with the audit working papers a
description of the efforts made to coordinate and monitor the Dd)-wide atiit.

d. The lead audit organization representative shall prepare periodic
status reports (i.e., monthly, quarterly) for coordinating and monitoring the
Ddhzide audit. The audit control point fran each of the participating audit

... ---
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organizations shall provide information and data needed by the lead adit
organization for preparing the status report. The DoWwide audit status reports
shall be initiated and updated before scheduled meetings of the Audit Chiefs’
Council and shall be included in read-ahead material provided to Council members.
The status reports shall contain the following information:

(1) Progress on

(2) Synop6is of

accauplishing the audit objectives.

tentative findings and coriiitions being developed.

(3) Potential recamnendations to CSD and/or Service managment.

(4) Significant conditions that may hamper the accanplishent of
approved objectives.

(5) Needed revisions to audit milestone dates.

e. The Audit Chief s’ Council meetings shall be a forum for reviewing
status of DoD-wide audits in pr~ss and for resolving significant issues.

f. The tentative nature of all draft findings and recunmmdations shall
be observed, and due care shall ke taken when sharing information among the
D@ central internal audit organizations on the tentative results of audit.
The tentative results of alxlit shall not be released to any individual or orga-
nization external to the participating audit organizations unless expressed
permission is provided by the originating audit organization.

5. Atiit Reporting Phase

a. On completion of the atiit execution phase, the participating atiit
organizations shall prepare and issue draft reprts through normal reporting
channels. All audit re~rts must contain conclusions on each mandatory adit
objective. Copies of all draft and subse~ent final re~rts issued by the
participating aulit organizations shall be provided to the lead adit organiza-
tion representative. The lead organization shall exercise care in handling @
discussing audit findings of a draft nature frcm another Canponent, and shall
await management replies to draft audit findings before cunpleting the smuary
audit report.

b. Reprts issued by and other information obtained f ran the partici-
pating audit organizations shall be used to prepare a canprehensive smmary
report for the OS&level management review and ccmment. TW swmary DoD-wide
audit report shall contain the following:

(1) Statement on the pur~e, objectives, and scope of the audit.

(2) Summary of audit results on each of the mandatory audit
object ives and conclusions.

(3) Recommendations and supporting findings.

?

c. To expedite and facilitate the pre~ration of the draft sumary
D@-wide audit report, it may not be necessary to wait until ccmmand replies are
received on each finding and recmmmda tion in individual draft repxts issued by
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the DoD central internal audit organizations. This is primarily relevant to
audit issues that may have little or no impact on the draft sumary -wide,,
atiit report. To the extent possible, the draft audit reports prepared by the
Service audit organizations and the draft sumary D@-wide audit report should be-.. :..-
prepared in parallel to expedite the release of the final sunmary MD-wide audit
report.

d. Before issuing the draft summary ~ide audit report to C6D
management for review ad ccmnent, the draft report shall be furnished to the
participating atiit organizations. The audit organizations shall:

(1) Point out any areas of disagreement with facts, conclusions,
a@/or recmnendations.

(2) Be prepared to support the conclusions and any specific
statements on their respective organizations.

e. The draft and final sumnary Do&wide audit report shall be signed by
the IG, DoD.

f. In cases where an audit re~rt is rnt considered necessary (e.g.,
where the Service audit organization merely gathers information for submission
to the lead organization), participating au3it organizations shall keep their
respective Canponents advised of the information provided and hm it may be used.

H. ~ AND RIH&Ul!I(lY

1. The IG, D@, will be
resolution process affecting

responsible
the sumary

for assisting in the audit f ollcwup
DcD-wide audit report in accordance

and
with

procedures ~pecif ied in DoD-Directive 7~50. 3 (reference (p~ ) . .

2. The participating audit organizations shall assist in the audit follwup
and resoluti& proc&s ~fecting & audit repmts issued within their respective
jurisdictions as specified in reference (p).
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IXM3 7600.7+4
(Encl)

DOD+mE AUDIT E!Acl! SEEET

A. TITLE (1? AUDIT

B. lRJNCl?ICNAL AREA

This section should list one or mre of the 34 functional
outlined in Chapter 16 of this MEUM.EO that best describes the
covered.

c. BxmRmND

!

area designations
area(s) to be

A brief untechnical descriptia of the subject area selected for audit
should be added to the backgroti secticm. Tbe description should include
PurWe of * subj~ area~ * roles and responsibilities of the DoD and the
Service managers, size ti scope of the subject area, ad reasons for the audit
proposals; i.e., high-level interest, required a@/or requested. The background
should be limited to * paragraphs.

D. PRIOR ADDIT ~

List and describe previous and ongoing atiit mverage by the B central
internal audit organizations and the GAO to include atiit report references and
dates. Describe * scope and results of recently ccr@eted or ongoing audits.

E. AUDIT C13JECTIWS AND SCXI?E

1. This is the most important part of the fact sheet. TIE objectives need
to describe clearly and succinctly what tbe atiit teams shall evaluate. !l%e
objectives must be doable within tbe audit survey and execution period. Two or
three specific objectives are all that should be listed depending on the number
of locations to be inchied in the smpe of the adit. The objectives should be
structured so that they specifically may be addressed during the atiit.

2. The objectives and scope should be tailored to the type of atiit being
proposed. Required and requested audit proposals specifically should be designed
to meet the objectives of the tasking. Self-initiated audits should be designed
to provide effective coverage of subjects for which the Service audit organiza-
tions have primary respmsibility in accordance with CM3 Circular No. A-73 and
DcD Directive 7600.2 (references (b) and (k)).

3. The statement on the scope of atiit should suuuarize the subject area
and the primary operating activities; e.g., pr~mt of initial spares at, four
major buying ccmmands, implementation of internal controls by the Defense
Personnel Support Center, etc.

F. CRITEIUA

This section shall show the criteria that the adit team shall use to
evaluate the subject area; e.g., DoD policy, Directives, Instructions, Federal
Acquisition Regulations, etc.

.,.
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G. REASCN FOR CWERAGE

l%is section shall display a brief recap of the prior sections; e.g., the
proposed audit project was requested by a Service client (specify); the subject
area is significant and of high interest to the Congress, the (II3, the Secretary
of Defense, the IG, DoD; and the subject area has not been adequately a@or
recently covered. In this section, state any other reasons for proposing the
audit project.

H. IIXM?lZFICATI(YN Cl? SPEXXFIC ISSUES

In this section, the major issues and/or problem areas that are related to
the subject area of the proposed audit project should be described; e.g.,
Canpetitive Procurement, Contracting Out, Internal Control, Test and Evaluation,
Independent Research and Development, etc.

I. PUI’ENTIAL BENEFITS

A

v

This section shall include a description of antici~ted benefits such as
btiget savings, cost avoidances, stronger internal controls, canpliance with
applicable laws and regulations, marpwer reductions, and improvement of program
results. These descriptions shall parallel the stated audit objectives and
issues.
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DOD 7600. 7-M

CHAPTER 20

WEl%31GHT (R? KXW?EDERAL AUDIT SERVICES

A. PURFQ3E

This chapter provides policy and guidance for the monitoring of audit services
provided by non-Federa3. auditors. It supplements existing policy and procedures
on maintaining quality atiit work by identifying special considerations to b
recognized when I)@ canpnents contract for audit services. It covers the
relationships between cognizant DOD internal atiit organizations and nonfederal
auditors who perform audits on DoD projects or entities. The chapter does not
address procedures f ollwed when an audit is contracted for by a DOD audit
organization itself since such contracting is prohibited, except in unusual
circumstances, in accordance with D@ Directive 7600.9 (reference (q)) .

B. lWLICABILITY

The provisions of this chapter are mandatory for the central D@ internal
audit organizations (Army Audit Agencyr Naval Audit Service, Air Force Audit
Agency, and the Off ice of the Assistant Inspector General for Auditing, OIG, DoD)
and other designated audit activities having cognizance for non-Federal auditor
activities. Certain provisions of sections E, I, and J are applicable to the
Off ice of the Assistant Inspector General for Audit Policy and OVersight, OIG,
DOD. In sane instances, the responsibility for monitoring non-Federal audit
services is shared between different audit activities within a Ccmpnent. For
example, the day-twday oversight of the contracting-out process may be handled
by an internal review office or a nonappropriatd fund oversight organization with
an adit capability, while the periodic quality assurance atiits of the entire
process may be carried out by the Canponent’s central internal audit organization.
The Air Force Audit Agency, for example, is responsible under the provisions of
this chapter only for the paiodic oversight of the Air Force contracting-out
process.

c. EwKGKmD

1. In addition to atiits cotiuct~ by DoD internal adit organizations, the
Department of Defense relies on the audits of non-Federal auditors performing
under contracts or agreements for certain typs of atiit services, such as the
financial audits of the military exchange systems, inveshent and welfare funds,
and other nonappropr iated funds.

2. The non-Federal aditors performing atiit services under contract for the
Department of Defense are subject to Government Auditing Standards as pranulgated
by the Canptroller General of the United States (reference (c)). In addition, the
non-Federal auditors are required to be licensed or to work for a firm that is
licensed by the licensing authority in the state or other plitical jurisdiction
where they operate their professional practice.

3. DoD Directive 7600.9 (reference (q)) requires D@ Canponents to coordinate
all requests for contracts involving non-Federal audit services with the cognizant
DoD internal atiit organization. The internal atiit organization is required to
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conduct a technical review
contracting officer issues

and approve the requests
a solicitation package.

for contract before the

4. The cognizant internal audit organi=tions are also required under
reference (q) % give technical advice G accordance with tbe &ntract, periodi-
cally monitor mntract performance, perform quality reviews of the contractor’s
work, and perform pr~acceptance reviews of caapleted work. In doing so, the
audit organizations shall remain alert to situations that may warrant referral
of the independent public accounting firm for possible debarment, suspensim, or
sanctions.

D. PCLICY

1. Each D@ internal a~it organi~tion, as applicable, shall designate
an official to be responsible for the activities and the functions related to
the work performed by nonfederal aulitors for the D@ Cauponents under its
cognizance.

2. The designated official shall be responsible for:

a. Reviewing the solicitation and approving tbe + of work on all
requests for oontract for non-Federal audit services prior to the subn.ission to
the contracting off icer for issuance of a solicitation.

b. Providing programs and atiit guides, when requested and available, to
tbe non-Federal auditors tm assist them in performance of

c. Providing, when requested, technical guidance
auditors under contract.

under

audit

d. Monitoring, periodically, the progress of the
contract to perform audit services.

the work under contract.

to the non-Federal

non-Federal auditors

e. Performing pr~accem reviews of cmpleted work under awarded
service contracts before work is accepted and final payment is made.

f. Making a referral to appropriate authorities, when conditions warrant,
of non-Federal auditors for debarment, suspension, or sanctions.

9= Providing other appropriate technical assistance to acquisition
off icials responsible for procuring atiit services fran mn+?ederal auditors.

E. REsPCmIBILITIEs

1. The cognizant internal audit organizaticms  shall:

a. Develop appropriate guidelines for their staff personnel b review
and approve contract work specifications and mnitor oontract performance of
non-Federal atiitors performing atiit servioes.

b. Develop appropriate guidance to be follmed by their staff in
mnitoring contracts with non-Federal auditors to ensure:
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(1) Identification, documentation, and reporting of situations that
warrant debarment or suspension of contractors or subcontractors.

(2) Identifimtionr documentation, and reporting of all cases to the
. Assistant Inspector General for Audit Policy and Oversight, OIG, MD, that warrant

referral of a public acoounting firm to the appropriate sanctioning or licensing
authority.

c. Monitor all situations disclosed by their a~itors that appear to
warrant debarment or suspension of mn-l?ederal a@itors to ensure that all
possible assistance to the contracting debarment official is renderti.

2. The Office of the Assistant Ins$ector General for A~it Policy and
Oversight, OIG, DoI), shall:

a. Ensure that appropriate actions are taken by the cognizant D@
internal atiit organizations in developing and implementing procedures relative
to debarment and suspension of nonfederal atiitors.

b. Ensure that referral packages received f ran the central internal aulit
organizations canply with the guidance in the President’s Council on Integrity and
Efficiency (PCIE) Standards Subcumu“ ttee Position Statment No. 4, which is
enclosed with this chapter.

c. Transmit the formal. referral package to the appropriate sanctioning or
licensing authority and arrange for any required testimny or metings resulting
f ran * referral.

\
F. REVIEW C@ mQUEYISmRCm TmC1’

1. The cognizant internal adit organization shall advise the contracting
off icer, including evaluating the statement of work in the proposed contract ~
kefore solicitation of nonfederal atiit services. The solicitation pckage
normally indhxles the following elements: administrative information, work and
rqorting requirements, time requirements, proposal information, and contractual
information. The statement of work should be scrutinized to determine whether its
cmplete execution should result in a valid adit prodmt in accordance with the
contract.

2. The cognizant Doll internal atiit organization shall furnish technical
advice to the contractor as requested. Care should be taken to make sure that the
contract requirements which require the internal aulit organization to provide
techni~ assistance to the non-Federal auditor do not constitute management or
supervision of the audit work. The DoD internal audit organization must maintain
its independence when providing technical assistance because it also has the
responsibility for monitoring and reviewing the atiit mrk for acceptability.
Additionally, the internal audit organization shall review the proposed contract
to determine if it contains provisions that require the contractor to:

a. Allow the hecil of the internal adit organization or a representative
to review and make mpies of wrking papers, including draft reports, during and
after contract performance.
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b. Preserve working papers, records, and other evidence of atiit for
at least 3 years following the audit report date and make them available to DOI)
procurement off icials, the M internal audit organization, and the Office of the
Inspector General, DoD.

c. Canply with Government Auditing Standards (reference (c)) and the
Off ice of Management and Budget Circular No. A-73 (reference (b)).

d.
Standards .

e.
findings or

f.

9.

wly on the work of others ‘in accordance with Government AWiting

Explain atiit procedures, working papers, and findings until all audit
disputes are resolved.

*f er instances of sus~cted fraud to a~ropriate D@ officials.

Forward a copy of the final audit reprt to the head of the cognizant
D@ internal audit organization.

3. The absence of any of the above provisions in the contract shall te
brought to the attention of the contracting officer prior to a solicitation
action.

G. MONITORING PERFORMAKE

The D@ internal audit organization shall periodically monitor contract
performance on an as needed basis and as requested by the contracting officer.
When warranted, the monitoring may result in a progress review of the audit plans
and working papers. Any adverse conditions found during the nmnitoring process
should be reported to the contracting officer and the users of the audit services.
In selecting contracts to monitor, primary considerations shall be given to the
size of activity or fund being audited; the sensitivity of the audit subject and
its susceptibility to fraud, abuse, or mismanaqement; and the pst audit history
of the ac~ivity o; fund. -

H. PERFORMING PRE-ACDWDWCE REVIEW

The cognizant DoD internal ad it organization shall
reviews of Candeted audit work under awarded contracts

perform pre-acceptance
before the work is

accepted and f&l contract payment is made. This review, as a minixmnn, shall
consist of a desk review of the audit report or other final written audit product
required by the contract. A desk review of the audit product shall determine,
to the extent possible, whether the non-Federal auditors have canplied with audit
re~rting requirements of the Government A&iting Standards and the statement of
work in the contract. Tests for canpliance with other auditing standards should
be determined based on potential problems identified during the desk review. When
the tests indicate that non-Federal auditors have not canplied with the Government
Atiiting Standards or the statement of work, the internal audit organization shall
inform the non-Federal auditors, the contracting off icer, and the requesters of
the audit services.
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I. REFERRZUS

1. While performing assigned responsibilities, the internal audit
organizations are in a position to observe conditions that may warrant debarment
or suspension of non-Federal auditors performing work under Government contract
or subcontract for auditing services. Reasons for debarment include violations
of the terms of the Government contract or subcontract that justify debarment.
Examples of such violations are willful failure to perform in accordance with
the terms of one or more contracts, a- history of failure to perform, or
unsatisfactory perf onnance of one or more contracts. Reasons for suspension
include ccmmi&;on of
business honesty that
Government contractor

2. Procedures to

an offense indicating a lack of business integrity or
seriously and directly affects the responsibility of a
or subcontractor (the non-Federal auditor).

be followed by DOD officials for debarment or suspension are
outlined in Subpart 9.4 of the Fede;al Acquisition Regulation (FAR) (reference
(YY) ) and Subpart 209.4 of the D@ Supplement to the FAR (reference (ZZ) ). The
Regulation provides guidance on such matters as: cause for debannents or suspen-
sion, procedures to te followed in investigation and referral for debarment and
suspension actions, period of debarment and suspension, reporting requirements
relative to debarment and suspension, and identification of debarment and sus-
pending off icials. Contracting off icers play a major role in the debarment and
suspension process.

3. The cognizant D@ internal audit organizations shall be alert for
instances where debarment or suspension of non-Federal auditors under contract to
the Department of l)ef ense is warranted; refer such instances to the appropriate
contracting off icer; assist the contracting officer in documenting the case to the
author ized debarment or suspension representatives; and render f ull assistance to
procurement and debarment and suspension officials in resolving recanmendations
for debarment and suspension.

4. In addition to debarment and suspension, there may be instances of sub-
standard work by the non-Federal auditor that warrant referral for sanctions by
appropriate licensing authorities or the American Institute of Certified Public
Accountants (AICPA) . The cognizant Dot) internal audit organizations are also in
a position to detect instances where such referrals are appropriate. A referral.
would be appropriate when work has significant inadequacies that make the audit
so pervasively deficient that users cannot rely on it. Normally, a DoD internal.
audit organization would reach the decision to make a referral based on a desk
review of an audit report, and a working paper review of the work performed by
non-Federal auditors. Criteria on what constitutes a referral condition and the
procedures to be followed in making a referral are set forth in PCIE Position
Statement No. 4 enclosed with this chapter.

5. All referrals for sanctions ~ appropriate licensing authorities or the
AICPA should be made through the Assistant Inspector General for Audit Policy and
Oversight (AIG-APO) , OIG, DoD. The AIG-APO shall be the only official authorized
to make the referrals to the sanctioning authority. Cognizant internal- audit
organizations should take the steps des& ibed in khe enclosure to resolve

making a reterral. me
reason for the proposed
circumstances justify a

discrepancies with the non-Feder~ auditor prior to “ - - ‘-
appropriate documental ion and a memorandum with the
referral action will be forwarded to the AIG-APO if
referral.
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J. QUALITY ASSUlVM33

1. Quality assuranoe of
be performed periodically by
employing one or more of the

the contracti~out process for audit services shall
the cognizant D@ internal audit organization by
folluwing techniques:

a. Performing
products.

b. Performing
performance period.

desk reviews of adit

working paper reviews

reports and other final written adit

during or after the contract

c. I@viewing the results of professional peer reviews of the non-Federal
auditors, which are recognized by the audit profession.

2. The Office of the Assistant Inspector General for Aulit Policy and
Oversight, OIG, DcD, shall periodically review the procedures established by
cognizant a~it organizations to carry out the functions describd in this
chapter.

3. Individual circumstances shall determine the extent of the quality
assurance procedure employed. There is no requirexnent for perforxning
comprehensive @ity assurance reviews of the work of inn-Federal auditors
beyond the terms of the contract unless performance problems are evident. In
acmrdance with the provisions of DoD Directive 7600.9 (reference (q)), all
contracts shall contain a requirement for the contractor to retain audit materials
for a 3-year period following the reprt date and to make swh materials available
for review by the cognizant audit organizatim.
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DoD 7600.7-M
(Encl)

PCIE STANDARDS SUBCOMMITTEE
POSITION STATEMENT NO. 4

DECEMBER 5, 1988

ISSUES

What uniform policies and procedures will be followed by
Inspectors General when making referrals to the state boards of
accountancy and the American Institute of Certified Public
Accountants ? What is a referable action? What essential
elements are needed in a uniform Inspector General referral
package to make it more useful to the state boards of accountancy
and the American Institute of Certified Public Accountants?

BACKGROUND AND DISCUSSION

The Inspector General Act of 1978 requires that each Inspector
General %ake appropriate steps to assure that any work performed
by non-Federal auditors complies with the standards established by
the Comptroller General.” This duty is accomplished in part by
the Inspector Generalcs performance of desk reviews and audit
workpaper reviews of audit reports submitted by non-Federal
auditors (IPAs). As a result of these reviews it may be
determined that the auditor did not comply with standards
established by the Comptroller General or other appropriate
professional standards. The auditorts non-compliance with the
standards may warrant a referral to the appropriate sanctioning or
licensing authority.

The purpose of this position statement is to describe: (1) uniform
Inspector General policies and procedures for making referrals,
and (2) a uniform Inspector General referral package.

It was through a PCIE Standards Committee project that information
was obtained from 53 of 54 state boards of accountancy as to the
type of information they would need in a referral package. With
the information provided from the state boards and through other
discussions a uniform Inspector General referral package has been
developed by the PCIE Standards Sub-Committee.

POSITION

Referable Action

A referable action is when the audit report or underlying audit
work have significant inadequacies which make the audit so
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pervasively deficient that users cannot rely on it. The following
are significant inadequacies.

1.

2.

3.

4.

5.

6.

7.

The auditor is unqualified; i.e., not properly licensed
as a CPA or public accountant or not independent.

Working papers are sufficiently inadequate to preclude
an assessment of the adequacy of the auditor’s work on
the study of internal controls or the testing of
compliance requirements; the deficiency is pervasive
rather than isolated.

A major component of the report is missing, e.g.,
financial statement(s) , opinion, report on compliance,
required supplemental schedule, etc.

The auditor fails to correct substandard work on a
timely basis.

The auditor fails to rev iew compliance with
requirements.

The auditor fails to perform an appropriate evaluation
of internal controls.

The auditor commits one or more other qross departures
from GAGAS which undermines the creditability- of the
audit. Some examples are:

lack of due professional care;
lack of sufficient evidential matter;
unjustified use of audit guide(s)

not considered generally accepted; and
lack of site visits

Procedures

The Office of Inspector General (OIG) should correspond in writing
with the IPA to set forth the conclusions of the desk review
and/or audit working paper review which may result in a referral.
This correspondence should contain specific details of the
deficiencies noted and the applicable audit standards that have
been violated. Referrals for violations of fieldwork standards
would normally be based on results of a working paper review. The
criteria that is being used to evaluate the deficiencies should be
specifically cited.

The IPA should be given the opportunity to respond to the OIG’S
correspondence. If the IPA chooses not to respond to the
correspondence it should be noted in the referral. If the IPA
responds to the correspondence, then a reply from the OIG may be
appropriate.
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Referrals should be made to the state board of accountancy that
licensed the individual/firm and, if different, to the board where
the entity that was audited is located. Simultaneously, a
referral should be made to the AICPA if the IPA is a CPA and a
member of the AICPA or a state society.

The decision as to who should be named in the referral will depend
on the individual circumstances. At a minimum, the partner,
manager, and supervisor responsible for the audit should be named.
Additionally, individual assistants may be named in the referral
depending on the violations. If the state board involved requires
a firm to be licensed, the OIG should consider making the firm a
subject of the referral.

JJniform Insnector General Referral Packaae

The package should contain the following:

1.

2.

A cover letter addressed to the appropriate state board of
accountancy/AICPA  that: (1) specifically states that the
referral is a complaint, (2) highlights what GAO/AICPA
standards were violated, (3) gives a commitment that OIG’S
workpapers are available for the board~s use, (4) includes an
offer that OIG personnel will be made available to testify at
any hearings, (5) notifies the state board if similar letters
are also sent to other state boards or the AICPA, and (6)
requests that the OIG be advised of the decision the state
board/AICPA rendered.

The following enclosures:

a. A copy of the IPASS report that is the subject of the
referral;

b. A COPY of the correspondence that was sent to the
auditor that discusses in detail the deficiencies of the
audit work;

c* A copy of the correspondence received by the OIG that
contains the IPA’s views or response; and

d. If appropriate, a reply from the OIG to the views
submitted by the IPA. (The OIG’S reply may be included
in the cover letter to the state board/AICPA rather than
presented as a separate document.)

A COPY of the cover letter should be sent to the IPA to make
him/her aware of the OIGIS actions.
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